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CRM Mapping to Standards and Best 1Z#E3H#& (ISO/IEC 19086)

U | Bt OARRNT SV T4 REDBER

A—RT—R(23%=H)) L

9 Sector Specificity of CRMS AN (EH) B EEETYR

CRM Recommendation for New Use JA—X4—AMDI5RXF{t¢
Cases ERBHIADE| L - HELE
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, Progress on Developing the SLA- TLUAVM(EH) CEDE

Readiness Index *zﬁCSP@ZJ'J’JZISE’?iﬂﬁ
8 Conclusions

CSA STAR (Self-Assessment)
Reterences | 7 J 0—F A REIZ TR
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Annex A Use Cases List (ETSI CSC)

CRM Questionnaire for
CSPS: CRM Assessment

CRM Questionnaire for
Annex C CSPS: Consent and General
Data

Annex B
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>7FUTJL—Fk (A—RAH5—R) OBE1/3

(CRM D2.4)

Identification Title

UC name

SME Maturity
IR S RAAE

One or more of the following:

Novice: no knowledge, no experience

Basic: some knowledge, but no practical
experience

Experienced: some practical experience
{either good or bad)

Base Use Case (cf., Deliverable
2.2)

ETSI CSCO
A—RA—RXSHR

Reference Use Cases as taken from the ETSI CSC
report. One or more from:

—=
L]

— L]

L]
==

AP: App on a Cloud

CB: Cloud Bursting

5D: Processing Sensitive Data
Dl: Data Integrity

HA: High Availability

Please refer to D2.2 for more information.

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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>TFUTL—Fk (A—RAH5—R) OBE 2/3

FIEd>e IT1EF LY BAL L FUFE THIRRT S ST i Lt i .
Short description Short summary/user-story of the use case
highlighting applicable industrial sector
Cloud Actors List of involved actors/stakeholders from ETSI CSC:

—_— RY y s (Cloud Service Provider
257 FERE .

Cloud Service Customer

o (Cloud Service Partner
Please refer to Annex A for more information.
Cloud Service life-cycle phase Any of the following:

- = Acquisition
7 /r 7 'U"f /.7 )l/ . ':ID?E{EHGH

+« Termination
Please refer to D2.2 for more information.
Legal and Data Protection | List of legal and data protection requirements

compliance criteria associated to the use case

EH - T A REOE

- s

ASZ

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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T W R BN Nl B et B R BB s D R el LR L e Rt Ll T

Security and privacy Summary of security requirements to be taken into
uirements account for the scenario
Additional preconditions and Assumptions made prior to the execution of the
requirements (e.g., case

Preconditions
and
Requiremen

t, :¥‘ I ) — rformance)
L 7 Existing SUA standards and best List of SLA standards/best practices to rely on:

70'5’(/{:/_'%5 rely on —e ISO/IEC 19086

* 5SMART 5LA Model

X C5CC Practical Guid Cloud 5LA
BT BSLMBSERAME | [ e

. > S — _* ETSICloud SLA template
N Z I\ 7 J 7 T 'f Z Please refer to Section 4 for more information.
Additional comments Add comments, remarks, suggestions, as you see fit
Summary Conclusions related to the use case analysed

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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(Use Case 1) Fintech Early Stage Seeking lIaaS (Financial

sector)

<EHHIMELSMEEZR > <BEHIHE>
Fintech¥) 142 51 EXBE DSME (£ | - MIMIERBEIETO . BAH—E R
)18 aaSELEEDH—ERBEA | DS 0ERL
<EXAYTATIANS—BH> |- ZHELERBEO DM, STE L
BRAEERLYERSNIZ— s |BUESIORENLE
HLARJL
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(Use Case 2) Governmental Cloud (Small Public

Administration using Governmental Cloud)

< EHIHEEESMER >

HNVRARITEERES (T A= 7 BURF)
[CRDBFF RTINS —ERRH

<X T4 TI3AN—EH>
-I1SO/IEC 27001, 27002 D IEAER
. RAMNTSOT4ZADEH
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(Use Case 3) ConsultLess, SME for using SaaS

< EHIHEEESMER >

INRESVYILEFERT(AQYYILL
2t DYITRH 7 (SaaS)E A

<tFa)T4-TIAN—EH>

- REEEDYIENLGLEZETER. @
YNy F B\ ITVTGE
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(Use Case 4) SME migrating from one SaaS CSP to the

other

<EHIBMELSMER > <BERE>

R SaaSY—ERBAZERIT S | -SMERERICEYESEY LRI
SMEIZ& %, A DCSPADFAT ZARAREGDFFECSPADFEIT
<EFaUTATIAN—BHD> | -BITHERRHOEEX, SMEEX
EEEEAL HIWNOL £33 -FS
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(Use Case 5) Cloud Brokering: Cloud Chargeback and

Showback

<EHIELSMER > <BEFIE>

75T a—h—I2&B. SMEAN | -H5SHRIOL AT LIZEITS, #
DCSPH—E RN EEEEE EEFEREDOCSPRINEEER M
<tFaUTATIAN—EH> | -CSCHIMG, T7O—h—KRUCSPD
-CSClE., ZHWEBMTHAKER | T —EANBNARATEAI IR
ZBELE Y] (23 A EE K AL EE AT AE
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(Use Case 6) Distribution of SME Training Material to Mobile

Employees

< EHIHEEESMER > <BEFE>
-BHENAILT—H—NENAD ., | - THEEREEMETREISNS . NW
SMEIZ&BR[ET VAN IR NSOy BRIEITIORADTET

<EXxaA)TFATSAN—FEHE>S | -AN)—I5HEZE. BT
T ERBERDD-H0 . it | VEEILSITOBEFERL
BDT7ATUOTATAEE
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(Use Case 7) EasyAgriSelling, SME using [aaS/PaaS

<FHHIBELSMER > <BEZFE>

RRAITEEBEWeDYIVIERE | .yIrr7OMBHEIZERROXIL

EasyAgriSelling) MlaaS/PaaSH

(EasvAgriSeling) DlaaS/PaaSHM | o ool At sBI=BH 2 B XY RY

<tFaVTA-TIAN—EH> — BT DY A
CERDITO %

REAEOMENCRERR B | (0 00y pEg

g\ F - BE -\ ITVvIRE
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(Use Case 8) SME video storage and streaming from the

Cloud

< FHHIEELSMER > <BEZHRIE>
HIRBENICHERN)—SVIE | xmg8 04T IURERIEDEE
BRERHNTORMEMATEE | Rss5orcBELEELE
SEEFITITAN RS #5800 NBRE ORI 4. 805

" I:II:IA;F N 7 H N Il:ll:llzll?l
EEREBEDHA~DEERT . B
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BT VR G %H mE R #
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(CRM D2.4)

=151

(Use Case 9) Cloud—based Development and Testing

< EHIHEEESMER >

HSYREE F OB SERIBEE
BERT A SAVINEEE

<ETXAYTA-TIAN—EH>
‘BESit. TURRA X)) T 1,
TATUOTATAEELGE
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(Use Case 10) Logistics and Project Management in the

Cloud

< EHIHEEESMER > <BEFE>

INREEEEEANPIR T 21—/ - GAE (Google App Engine) T—42 X
DB PCERAIANEEFZT RS . . =
PRICORFAAAMTRESER || 5 sy 2770 A8 2

<EFXAUTFATSANL—BHE> i B
. . "B IZRDF-OWLA O —ZT

TIVBRIERT BT |

EEIHBLTEF) T EE A T
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(Use Case 11) Local Government Services in a Hybrid Cloud

< EHIHEEESMER > <BEFE>

S EAKIZEBTEABISYE | S5 R f TS s
\0)\ 7“I‘\|:_ I:‘EJ':: N
(BRONATUIEITIRRE | or e 1y 2 51M
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(Use Case 12) Payroll processing in the Cloud

< EHIHEEESMER >

SR ENEZEZISORRITL, 3
AL LR R L 25T HSME

<tXaTA4-TIAN—EH>
EAERGL

ot ol Bl

LA
. Japan Chapter

Copyright © 2017 Cloud Security Alliance Japan Chapter

<BEZFE>

B EFL =4 D DVM (Virtual

Machine) L T EETE 7 IV EET
r HERVMALEE T HDBY —/\—%
FADEO. 7T)IEREELER

https://www.cloudsecurityalliance.ip/




p
3

BSBETIL

(CRM D2.4)

> SMEIZRITT=9 577 FSLAZEH!

(Use Case 13) CSP specifying carve—outs in its cloud service

terms (General Carve—outs)

< EHIHEEESMER >

ospb\bvvhﬁ—t“x%#lﬂ%
XN Bt 1ZBHR

<tXaTA4-TIAN—EH>

TR EUE—DEXaTANE
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(Use Case 14) CSP changing SLA at operation time (Change

Notifications & Unilateral Chang

< EHIHEEESMER >

-CSPIZ&B.SLAOH—EREHD
CSCORIELHE—AHAIEE (WEF])

<tXaTA4-TIAN—EH>
EAERGL
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(Use Case 15) CSP providing services under different

regulations (Choice of Law)

<EHIBELSMERZR > <BEFE>
HEEGOBFADTTODCSPY—E | .SMEIF. T—2DFRFEHOSLAD

A DR (CEHLEDER)

<tEXa T4 TIAN—FEH>
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[CEHBIGEEREITERH
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(Use Case 16) CSP providing data services for the health

sector (Customer Back—Up and Encryption)

< EHIHEEESMER >

NIATT A EREITT—39—
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(Use Case 17) A SME terminating a contract with a CSP

(Data deletion and data retention)

<SHIBELSMER> <BESE>
SMEIZ& DY —ERZMIRT (T— | . 094& TBS . CSPAIT— 24 EE

S0 HEERFF)

<tEXa T4 TIAN—FEH>
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(Use Case 18) CSP migrating data between different

jurisdictions (data location)

<SHIMELSMER > <BESE>
‘CSPICLRELGABERXMBDT — | . F—ap RS UEBIN B X HhiF
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(Use Case 19) CSP providing data portability vendor Lock—in

of SaaS CRM applications

<EHHIBELSMERZR > <HBESE>
-CSPIRML DR EET7 T (SaaS) | .csprmE# —__ gig b
DF—RRBERERSE —Ayiqy | CSPEDEMLED, TSBID
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(Use Case 20) SME looking for Information Security Incident

Managements

< EHIHEEESMER >
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(Use Case 21) CSP allowing data access for law enforcement
(Law enforcement access)
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(Use Case 22) SME migrating to [aaS with several duration

periods in the agreement (duration of different terms of the SaaS

application)

< EHIHEEESMER >
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(Use Case 23) SME setting up its own hybrid cloud

ecosystem(Cloud SLA Definitions)
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{ « CSA CCM£&ISO/IEC

g % Cloud secSLA
o 5 \
[
S g‘ & Encryption Identity and 1 9086 O) %ﬂﬁ /| -u_
= 2 and Key Access
S & = Management Management I CSA Cloud .
o — 3
| ~conwos | © CSA CAIQIZE D <
& Matrix
o v v 3
o o - v3.0
5= : Management Credential ——| = 7
CSPM T 2 H 5Tl
pas (EKM-02) (1AM-02)
G] — /
¥ : % r. v 1V |
S Crypt brute Key access o C;()( }(j D b '"
a " |force resistance control policy Authentication CSIG SLA AN A S“P(“Uﬂf y 2 A 1A
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protection level va.v. .

H{ B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 22, p.95

r. Y .8 BVl =
:?':,-.J,b Copyright © 2017 Cloud Security Alliance Japan Chapter https://www.cloudsecurityalliance.jp/ 74
lapan Chapter




(

F ol od U Vand

aMAJ

. Japan Chapter

loud
security
alliance

{5 %

Copyright © 2017 Cloud Security Alliance Japan Chapter

https://www.cloudsecurityalliance.ip/

75



H@EZEETIL (CRMD2.4)

>CRMI LAY (Z4) 30IEE OBE 1/9

Group RELTTD @F CIRK, Description
element

General SLA URL E?L(Web"j"rl‘ﬁ‘xEETﬁ)éu
9 Findable CSPMDWebH A+ ETDERD
[T409°&

3  Choice of law HEHLEDEIR

4 Roles ar.1d. N B LT
responsibilities

5 Cloud SEA 259KSLALDES
definitions

H{ B8 . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, pp.18-20 & Y E#
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\ f CRM
Group ame 9 Description
element

Freshness Revision date ET BT

7 Update Frequency B FHEE

Previous versions NN Sas_ o
8 .. [H/N\—o32-1JET3Y
and revisions

9  SLA duration SLAD B xhHAR

H{ B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, pp.18-20 & Y E#
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Group RELTTD @F CIRK, Description
element

Readability SLA language SLADECE EE
11 Machine—readable U 1 —AEE Y=
format
12  Nr. of pages =R
AAS === = 7‘-~
Support 13 Contact details FE)L DR (BERESS
Contact A st~ ST S
14 o FELVEHE RO XM
availability

H{ B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, pp.18-20 & Y E#
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f CRM
Group S @i Description
element

Credits

16

17

Service Credit AV 2 NAVAGIN:
Service credits LYWW DEESE

assignment (CSC.”CSP)

Maximum service

credits (Euro JLOYRZILNEFE LR
amount) provided (1—AET)

by the CSP

H{ B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, pp.18-20 & Y E#
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1rew: highest, yellow: medium, green: lowest)

Cloud-based
Development and

Name of CRM element Testing

(uca)

: Local G t o 3
Logistics and a‘ m:remmen Payroll Processing in LSE spevcrl")rmg e CSP changing SLA at
Bralags Services in Hybrid outs in its cloud et
) the Cloud ; operation time
Management Cloud service terms
uct4
(uc1o) (Ucii) (et} (UC13) { )

SLA URL

Findable

Choice of law

Roles and
responsibilities

Cloud SLA definifions

Rewision date

Update Frequency

8 Previous versions and

B¥EL—RT—ADE

EET LAV RME
(] - [E] &)

revisions

BERFE THRIR (1®) # -

SLA duration

SLA language

1 Machine-readable
format

Nr. of pages
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Development and Proi Services in Hybrid outs in its cloud Hi
X roject the Cloud . operation time
Testing Management Cloud service terms
uciz uct4
(uc9) (uc10) (uc11) i (uct3) (et
% General SLOs
26 Cloud Service
Performance SL0s
- Service Reliabiiity SLOs
28 Data Management
SLOs
2 Security SLOs
30 Personal Data
Protection SLOs
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