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H5=0. AABICE >TREELZTI L TEEENOBMET - EF5 LV BREAFET S,

6) E=HULY, BE. BH
FA42 11 ORBE LTE, BEET—2 IS8T 2ERASOEELNMENSDT I L ADEE. &
SUBRREL VS FSEEEEL, AP ER FL—UT7 Y £ ROTSERRT 2RELH S,

D T—82R*x2Y
T—ERRAXT1F, RERVTR MREIZETF 2T —2%2F50. 3 LB7TVr—varn
RICHLHMET—2 ER/T S=HICALLND,

1.3. *ti 0SS

AETE, 7.2 TRELE=HARBRIZHIET 0SS ZBEL-HDTHS,

B, SLET 5 0SS [F—HlEAY., MARAR/IRRICSELTHOY I bz 7 LBAEDLESLE LTH
RAY5EMBE,

% 7.3-1 Domainl1 BA9AI 0SS W& XK

B & sk /e RE xt it 0SS TA4EUR 0SS MEREA
T—ADHE| 28T 74 )L | Hadoop Apache Google #HDAE T 7 A LI R T
& AT Ls Distributed License 2.0 | L T# 5 GoogleFS D fiiE + &

File System [Z. Apache Hadoop 7B x4 k
(HDFS) TSNV I L7,
DA Ty | Swift Apache OpenStack M—ETA TS ¥
FREL—D License 2.0 | KR FL—C %S5, EHOY
—NIZA TPz ) FEFRSE
% Z & HTEEE,
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B

TR/ HRE

*F I 0SS

Z4t2R

0SS MEiBA

DERA ML—D

Ceph

GPLv2
LGPLv2. 1

PR L—DY T LD TT
Iz FEMA/ TRy HE
G/ 727ANEBEDT I AN
Al RE, SDS (Software Defined
Storage) M—FETdH Y. RedHat
#HAEAREZREL TS,

T2 BE.
BRUEDER

DLP

MyDLP

GPLv3

2014 4 Comodo Group [ZEUNE
Nz, EBHINTLEN

DLP

OpenDLP

GPLv3

Google Code T/4\FH, 2012 &£ 8
B®DOV0.5. 1 LEEFHF I TG
LY,

URL 7 1 L%

SafeSquid

21)—

AVTFIUYITqILEY) VTR
#EHOSquidR—z2NDTAX,
20 2 —HFE TH ARG BER
MEFET B0, BEIZIE 088 T
(F7EN,

URL 7 1 L%

DansGuardian

GPLv2

Linux e &ETEIEST S Web OV
TIUOYIT4ILA,

0y a4R1E

Logstash
Elasticsearch
+ Kibana

+

Apache

License 2.0

Elastic Stack MfiA#E&EHEIZ
& B5T—2aHR1E,

- logstash : IN&E

- ES: &£FF

- Kibana : a[%81t

0y a4R1E

Fluentd+
Elasticsearch
+

Kibana

Apache

License 2.0

A[#Rib Y —JL & L TKibana MK
HYIZ Fluentd #5352 —
Y. BRTASAHSH=H. BX
EDEHRMNZ LY,

TenT—
£33

OpenSSL

Apachel. 0+
PO 418 BSD

SSL 7o bka-TLS A kL
DA—ToV—RARET, %<
DY I LI TICHARAFENT
W3,

OpenSSH

BSD

OpenBSD A< x4 FIZKYEE
ENThht=. TI779 FR4Z
UH&— K@ SSH 7o haLEE
VIO T,

B DO HE

ownG | oud

AGPLv3

FTUSA R MNL—DEBET
BIEMNTEDYILDIT,
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B & sk /i RE xt it 0SS TA4EUR 0SS ME%EA
254X b+ | Nextcloud AGPLv3 OwnCloud IR IN-BHF
L—o VI bk,
T—AN—| FT—E~RX—X7 | GreenSQOL GPLv2 MySQL & PostgreSQL [Zxfht L 7=
ADRE FAT 24— 7’04 & DBFW,
2008 FELIRREF SN TLVELY,
T—RAR—X7 |sql_firewall PostgreSQL PostgreSOL £ TE{TRIAE%A: SOL
FATIA—I ZHIRTHZ&TSAL 10D
9varvEBRSY — L,
PostgreSOL 54 £ XA TRt &
hTWa,
EEIETHE ERM/DRM OpenIPMP MPL1. 1 A—TY—X®D DRM & L TH
FEINT=H.2006 F£D v2.0.2 LA
BEIFINTLVL,
®RET— 42 |DBEESIL MyD i amo GPLv2 MySQL, Mar i aDB, Percona,
DES1E PostgreSQL 2315, AADIEE
FIRSFI AR Y EEF| A AT EE,
DB KES 1t SQLCipher BSD Style SQLite T—ARAR—X (XL THE
BHGESEEZRH$ET Y —
L,
774 ILEESIE | VeraCrypt Apache BAFEAHET L1z TrueCrypt %3t
License 2.0 | [CRAFE SIS Y—I,
+ T7AINON—T 43D
TrueCrypt3.0 | B, REESIET 1 XTI D
Ep AN ETEE, Windows, macOS.
Linux IZxtis L TLVS,
k—% + 4 +— | Deeplearningdj | Apache Deeplearningd]j (XRBZEEHD
vayv License 2.0 | Java 5473 )THY. k—¥
FTAE—a RADY S ALE
EFnTLD,
k—% 44 £— | OpenNMT MIT OpenhNT (EHEMENERZ: £ . BAE
vav ENEORETELNLEEF
BIL—LT7—9THY. b—
94 E—a DBEENEE
hTuha,
ZDHMEES1E OpenSSL = 1.3-2 51t &8
RBOEHE KMS KMIP4J =418 BSD KMIP1. #4—T >V — X TEE

Lf=dava 51473,
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B

TR/ HRE

*F I 0SS

Z4t2R

0SS MEiBA

HSM

CrypTech

BSD

F—ToV—ZADOHMN TPy
DERZBEZIZES LTS T
aoxy bk,

Nagios

GPLv2

BERETSTAUIZ&>TITS
DIFEDIT 7 A ILR—RXDFH
vy hI—=UBERY—IL, 232
ST AEENERT, SHDT
S4B BMREIh TS,

Zabbix

GPLv2

Zabbix #tHEAFE L TLVS Web o«
VBT —RE@AF=RY D
— VR Y—IL, T—RILRDBIC
BEhd, BRAY—EXLIR
HahTLd,

T—ATR

o7

EAt

ARX

Apache
License 2.0

Ul 22 -T—2ELILY—
L, BELBEAENGEITSA TN
S

EAt

utD
Anonymization

Too|Box

GPL

BERBCTHEIN-ELILLY
—IL.6 DDEZILAKITHIEL
TW%, 2012 FLREHFEINT
(AVAYRY: SN
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8. DOMAINI2 7ATT4 T+ EHE, ERHISEE, 7V XEE (IMW)

1. Bt&

TATUoTAT4ERERMGEER. 7/ tREEZEE LT IAM (Identity and Access Management)
EHAAFURTIIFATND,

I ZE1F 2 EEGAE® M OBERKICOVTHA A F URITTHRAL TS =8, FUVSHREL
=Ly,

IMIZIZ, D7zTFL—2aV(IDESHE P IDTREDa =2 @A D EB) L ED L DHDIZE
BELAHY., V3V FY—ERARLTOEENCI STV FH—EREMEIRATLDO ID EHE (Active
Directory 4> LDAP %2 &) & MEEIZFIHSI A TULVS,

H—EXMZHBEARICL>TEESIELHEEF. AXOREMICOVWTELHERLAGTAEE LA
WEWSYURVZEES T LITHLTD., Y—EXBOEEICIETELRY ZEREEZFERATHIRETH
5, L. BEORYS—ZFDEFICLT. D7z FL—3vpIDTOEYSIZUFETFI2EN
H#THNIX IAMOBRERIZICENT LS IR O —DRELEBREFIANELEWGTEEZEATLS,

£81-11DJzTL—>3rveIDTRED 3=V

B M=
D 7z7L—2a3vD | 2—41DEYVIEEE. 2DDFAATIDIT
EiE) L—2aVvEREIDE —ADRAATRIAZRIT

Iy Ra—¥—F tADRKACTERTA LT
WTEDYY—RIZTHERESHRZ L

ID JREZa=J | a—FICHLBEIZHELTY Y—X (ID) 2EIYHTS
& 1D EH) &

BE. RIMHERERTEGEON IMIZETHMEEDELGRERTHSEEAX, BMNLTLS,

8.2. fEER

) PFAToT4T14BE

TATOTATAEERBEY SV FAMZITSDTIELEL ., BO7AToT4 T4 BHEERET L
LEEBZDBRETHD, Fl-. FELGTFATUOTATANRESNGVESICEBINGWTATOT
1T A EHET 2EBEHAANBIRETH S,

(2) 7O LREHE

D59 FH—ERANDEBREEIRESNATVEWN D, FE7IVERADEBHEICSHINDI LIS,
T, LERFIADESLGRANMDLETHD, TV CRIEDETELLT. RAELTVS TV RHED
WEIZITV. FETIVEREZBSCIEIRETHDLHEEZR D,

[IN—KRoxz7 b—o 2] #ZRAVVERIEZERET S 0SS (£, BEATERRINTLAELS, TNH—F
D7 (RY—bH—FEE)] ZRVTERIT 2HEIIREREINA TS,
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Q) HERMEERE - 79 & Rl

Y RT—=UX0 AP LED) Y —RDFIFAERES A SRR T HFIHE MV ELEREVELGT A
TUTATAIZEZBERMGSICOVTHLEENBLETH S,

0SS TlEZN i LRBMELEEHRBL TS =6, FBEED 0SS LEHL TS, #ERMEIZOVTIEY
) ORGETEEBL . HBLTWKBELNHD, BHM VA TIIERMSZ®RET HITHZY 2D
DETILEBNMLTLS,

® 8.2-1 7OEREEHOETIL

ETILA W=
A—LR—=X7 7 &z X lf# ZEA(O—L)EERL. RENEDOVWTTIER
(Role Based Access Control) HEHZITL, EITTELHEZRET 5.
BHER—XT Y & Xl BHEICEYRITTEZHHREZRET 5. REEE
(Attribute Based Access | 7oY. BiEE LTHEBOBHEEERTE. &L
Control) T&RE. R (GRS L ENH S,

4) HHEL—YERE
FHEL—H(I, XFRYBRNGIRATLERZMALTE Y., T2 TEhbt ), TEZE] LE=DOb,
BRI D VATLICEHEST 22 TORELZOJICERON DL IICTRETH D,
SERDBIALTTHL, FEICE>TIIMENLGRREZE L LTEREEEZRET 2L EDFELYL
BETHEEEAT b LAA FEL—TEFRATELERREE L EHMICHEZIT I LIBET
HdEEZT,

8.3. xtit 0SS

AETIE, 8.2 TRELE-HARFRIZHIET 0SS ZBEL-HDTHSD,

B, SLET 5 0SS [F—HlEaY., MARAR/IRRICSELTHROY I bz 7 EBAEDLESGTE LTH
RAY5EMBE,

% 8.3-1 Domain12 EHA9AI 0SS W& XK

=Lz MR/ H#Re/ Ak *t it 0SS 4tV R 0SS ;M EHEA
FAToT4 | 1D 7REY 3= | 0penlDM CDDL TATOTAT4RHRDT
TaEHE v e D E AEYaz=ZvieET14 7Y
) AV IWEBERH,
ID 2xFL—< | Shibboleth Apache License | Shibboleth A< x4 kIZ
v 2.0 FYRFESIh, ZWRDER
(PAToTA4T AR E LTESFASH
4« 7' 8—7#/850) TS SAIL R—ZX DA —
ToU—RRE,
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EL:y MR/ HRe/ Ak *F it 0SS 42X 0SS MERAA
ID Z2z57L—% | OpenAM CDDL1.0 TREAOEENA—T >
3 V—REEh BB ER
(PATYVTA4T 5. SAML2.0. OAuth2.0.
4« 70—74/880) 0IDC1.0 ZIFLHZ LK DE
7O kalicisLTL
%o
SAML =3t L T
. Google Apps *°
Salesforce H&EDT T)
= a v EEEIELE
Bl < HFET D
ID 72z57L—% | Open IG CDDL1. 1 SAML2. 0 SP 4> 0Auth2.0 &
3y A7 b, KERR Jt’f%
(PATYVTA4T HEERELTHEY., |
1« 78—5/8S0) BEITHG L TLVR L Web 7
J1)r—3 3 > % OpenAM
EEELTEES LSO
DYIT+oxT,
ID 2xFL—< | Keycloak Apache License | OpenAM & LERT#HRFED 7O
Iy 2.0 Dy bMEM, EEFEHEE
(PATYVT4T EFTWBEY I YT,
4« 70—74/880) SAML2. 0. OAuth2.0.
0IDC1. 0 IZxfx L TLYS,
TOERER | SERTE
N—FDoz7 | — — OpenAM + OpenSC + /\—
kM=oY Ko7
OpenAM & OpenSC =FIFE
5 ETARY—MH—F#E
EIZ L BB T ERE,
Y27 k7 | FreelTP Apache License | 72 A4 L/INAT—K%#H
% 2.0 W=-ZERTHAD-HD Y

Thoz7 b—U UEED
—, Free0TP [& Google
Authenticator M EL
& LT Red Hat [Tk > TR
ENTEHON TN D,
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EL:y MR/ HRe/ Ak *F it 0SS 42X 0SS MERAA
Y27 k7 | Google Apache License | Google ABFE L TL\HZE
f—o > Authenticator | 2.0 RBEA =YV T kD
7,
00B 2% — — —
(7o rx7
N R)
A {REREE OpenAM CDDL1.0 OpenAM & AEREREEEE (/)
—kox7) ZlHAEDE
5 ETEH,
79t AEE& | OpenAM CDDL1. 0 FT—ToIV—RDT7I R
R 5 EE S,
Keycloak Apache License MREL) TRl T9 =T L
2 0 —av] REDKRETIR
fit.
HiEDL—YE | 7Ho> k&t | OpenAd CDDL1.0 OpenAM £ TH A L F14EIE
222 v a UMk Audit B & LTH A,
L ERT: % 8.3-2 Domain12 HMHI 0SS BEEKR" 7Vt RAEHE" SME
ERIREORER | — - —
B AR Il
TURIEEAE
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9.

2% URL

AETE, BECHTS 055 —BEERT B-0I28F L L1 RL 2RHT 3.

®9-1 35 RL—%

0SS URL
ACID https://sourceforge. net/projects/acidlab/
Ansible https://github. com/ansible/ansible

Apache Cassandra

http://cassandra. apache. org/

Apache SpamAssassin

https://spamassassin. apache. org/

Apache Subversion

https://subversion. apache. org/download. cgi

ApacheCloudStack

https://cloudstack. apache. org/

ARX

https://arx.deidentifier.org/

BeEF https://github. com/beefproject/beef
Ceph https://github. com/ceph/ceph
Chef https://downloads. chef. io/

Concourse Gl

https://concourse—ci.org/download. html

CrypTech

https://trac. cryptech. is/wiki/GitRepositories

cuckoo

https://github. com/cuckoosandbox/cuckoo

DanaGuadian

https://wiki.archlinux. jp/index. php/DansGuardian

Deeplearning4 |

https://deeplearningdj.org/

Docker

https://www. docker. com/get-started

Elasticsearch

https://www. elastic. co/ jp/products

FindBugs http://findbugs. sourceforge. net/downloads. htm|
Fluentd https://github. com/fluent/fluentd

FreeOTP https://freeotp. github. io/

Git https://git-scm. com/down|oads

GitLab https://docs. gitlab. com/omnibus/manual _install. html
Gl impse https://github. com/Gl impse/Gl impse

go-dots https://github. com/nttdots/go-dots

Google Authenticator

https://play. google. com/store/apps/detai | s?id=com. google. androi
d. apps. authenticator2&hl=ja

Hadoop (HDFS) http://hadoop. apache. org/

Harbor https://github. com/goharbor/harbor/
Hertbeat https://www. ossnews. jp/oss_info/Heartbeat
Hinemos https://ja. osdn. net/projects/hinemos/
Hygieia https://github. com/Hygieia/Hygieia
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0SS URL
Infrataster https://github. com/ryotarai/infrataster
InSpec https://www. inspec. io/downloads/
iptables https://netfilter. org/projects/iptables/index. html
Jenkins https://jenkins. io/
Keycloak https://openstandia. jp/oss_info/keycloak/
Kibana https://www. elastic. co/ jp/products
KMI1P4J http://kmip4j. sourceforge. net/
Kong https://github. com/Kong/kong/releases
L1SM https://ja. osdn. net/projects/|ism/
Logatash https://www. elastic. co/ jp/products

Metasploit Framework

https://www. metasploit. com/download

mfa

https://github. com/broamski/aws-mfa

ModSecurity

https://www. modsecurity. org/download. html

ModSecurity

https://github. com/SpiderLabs/ModSecur ity

MyDiamo https://www. mydiamo. com/ ja

MyDLP https://github. com/mydlp

Nagios https://github. com/NagiosEnterprises/nagioscore
Nagios https://www. nagios. com/

NextCloud https://github. com/nextcloud/server

Nginx http://nginx. org/en/download. html

OpanVAS http://www. openvas. org/about. htm|

Open 1G https://github. com/OpenldentityPlatform/OpenlG

(Identity Gateway)

Open vSwitch

https://www. openvswitch. org/

OpenAM/OpenIDM https://stash. forgerock. org/projects/0PENAM
OPENDAYLIGHT https://www. opendaylight. org/

OpenDLP https://code. google. com/archive/p/opendlp/
Open[PMP https://sourceforge. net/projects/openipmp/
OpenNMT http://opennmt. net/OpenNMT/tools/tokenization/
OpenSCAP https://github. com/OpenSCAP/openscap

OpenSSH https://anongit. mindrot. org/openssh

OpenSSL https://github. com/openss|/openss|

OpenStack https://governance. openstack. org/tc/reference/l icensing. html
OpenVAS http://openvas. org/download. html

OpenVPN https://github. com/OpenVPN/openvpn
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0SS

URL

0SSIM https://ja.osdn. net/projects/sfnet_os-sim/
https://github. com/jpalanco/al ienvaul t-ossim/tree/master/os—sim
OWASP ZAP https://github. com/zaproxy/zaproxy

OWASP Zed Attack Proxy

https://www. owasp. org/index. php/OWASP_Zed_Attack_Proxy_Project

ownGC | oud https://github. com/owncloud
Packer https://github. com/hashicorp/packer
pfSence https://www. pfsense. org/

Proxmox Mail Gateway

https://www. proxmox. com/en/proxmox-mai | —gateway

Puppet https://www. ossnews. jp/oss_info/Puppet

https://github. com/puppet|abs/puppet/blob/master/LICENSE
Rancher https://rancher. com/products/rancher/
Redmine http://redmine. jp/download/

ReviewBoard

https://www. reviewboard. org/downloads/

Rietveld

https://github. com/rietveld-codereview/rietveld

Rspamd

https://github. com/rspamd/rspamd

Ryu SDN Framework

https://www. ossnews. jp/oss_info/Ryu_SDN_Framework
https://ryu. readthedocs. io/en/latest/search. html?g=1icense&chec

k_keywords=yes&area=default

SafeSquid https://www. safesquid. com/content-fi|tering/downloads
Selenium https://www. seleniumhg. org/download/

Serverspec https://serverspec.org/

Shibboleth https://www. ossnews. jp/oss_info/Shibboleth

Snort https://www. snort. org/downloads

sql_Tirewall https://github. com/uptimejp/sql_firewall/

SQLCipher https://www. zetetic. net/sqlcipher/

sqlmap https://github. com/sqlmapproject/sqlmap

Suricata https://suricata—ids. org/download/

Swift https://www. openstack. org/

tcpdump https://www. tcpdump. org/index. html#

UTD Anonymization http://www. cs. utdal las. edu/dspl/cgi-bin/toolbox/index. php
Tool|Box

VeraCrypt https://www. veracrypt. fr/code/VeraCrypt/

Vuls https://github. com/future-architect/vuls

Vy0S https://vyos. io/

WebKnight http://www. agtronix. com/?PageD=99

Copyright © 2019 Cloud Security Alliance Japan Chapter

41

A A I
L% 2 PAS

. Japan Chapter



0SS

URL

WireShark

https://www. wireshark. org/

Zabbix

https://www. zabbix. com/ jp/
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