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» Working Group Manifesto - A Change in Direction
A Change of Focus to mobile data as opposed to the management of mobile
devices. As EMM becomes more and more commoditized, and endpoint
focus is shifting constantly to the next shinny object we recognize that the
value is in the data rather than the storage medium.
A Change of Format from long documents to shorter, actionable advisories.
Long documents take a long time to draft and by the time they see the
light of day they’re out of date; so we are going to focus on concise
advisories with actionable guidance for our audience.

* Survey: Prioritize Group Deliverables
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The Perimeter is Dead, security and auditability should travel with

information, containerizing unstructured data and using technologies
such as ADRM to secure information regardless of where it is rather than
trying to keep it where you can secure it.

Authentication 2.0, instead of trying to replace the password, we are going

to look into how we can address the concerns around them with mobility.
We will study the use and efficiency of a mobile device as a second factor
of authentication coupled with passwords rather than trying to replace
passwords altogether or introduce more hardware to the mix.

Public cloud impact on mobility. Many public cloud apps in use in the

enterprise include a user consumption component (app, browser, etc), and
can be accessed from any device - managed or unmanaged. Research will
provide guidance on how to appropriately secure public cloud data that is
sync'd, downloaded, and/or accessed from mobile devices.

BYOD user concerns. This research will cover the top user concerns

encountered when organizations begin BYOD programs, including privacy,
stipends, and policy. Best practices and policies for a successful BYOD

program will be covered.
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CSA Internet of Things (IoT) WG
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Guest speaker — Rob Black from ThingWorx:

Rob Black is Senior Director of Product Management at PTC, where is

responsible for connecting, securing and scaling the ThingWorx platform. In

addition to his expertise in Internet of Things (IoT), Rob has extensive experience

in security, web services, and cloud solutions. Rob’s product management and

product marketing background includes positions at Axeda Corporation, RSA

Security, 3Com, and Vertical Communications. Rob received his MBA from the

Kellogg School of Management and holds two Bachelor of Science degrees from

Washington University in St. Louis in Computer Science and System Science and



Engineering. He is also a Certified Information Systems Security Professional
(CISSP).
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Brian Russell, Chair of the CSA Working Group on Internet of Things

1) CSA Updates
2) Open Floor- any new updates on IoT Security to Share

3) Review updates to Secure Cloud IoT Services document and discuss

categories

4) Discussion on CSA Certification
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