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Control ID

Application & Interface AIS-01
Security

Application Security

TV r—ave
B—J—RtFXalT4

7V r—avtFxal

T4

Applications and programming interfaces (APIs) shall be
designed, developed, deployed, and tested in accordance
with leading industry standards (e.g., OWASP for web
applications) and adhere to applicable legal, statutory, or
regulatory compliance obligations.

HARR

FIVr—2avTaY S35 48T —R (APD) &, ERDRH
DI (1 L2 (EWebT7 T r—2av D5 E . OWASPEE) (S
WoT., Rt R RUBALLZTNIEESA, T, APIEER S
T BEMNRUHRE EDBFEHICRDBFNIEESAEN,

Application & Interface
Security

Customer Access
Requirements
TIVr—aveqy
B—TJx—RtEFal)T4
RBETIVERER

Prior to granting customers access to data, assets, and
information systems, identified security, contractual, and
regulatory requirements for customer access shall be
addressed.

T—H. BE.BBATLANDBEDT 7 REHATT BRI,
BEO7IERACEALTEESh ¥ TrL 2L RY
RH EDBRBEAZBEL CLVETAIFESEL,

Application & Interface

Security

Data Integrity

TI)r—aveqy
TJx—AtXalT4
BDTEEHE

Data input and output integrity routines (i.e., reconciliation
and edit checks) shall be implemented for application
interfaces and databases to prevent manual or systematic
processing errors, corruption of data, or misuse.

FHFELIESRATLICKZNEIS— T—4E, FIXRAN
RELBVESIZT 2012, 7TV r—2av AU 8T—RARY
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Application & Interface AIS-04
S

Data Security / Integrity

TV r—ave
B—TJx—RtEFal)T4
T—AtFaT4IER

%

Policies and procedures shall be established and maintained
in support of data security to include (confidentiality, integrity,
and availability) across multiple system interfaces,
jurisdictions, and business functions to prevent improper
disclosure, alteration, or destruction.
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Audit Assurance &

Audit plans shall be developed and maintained to address
business process disruptions. Auditing plans shall focus on
reviewing the effectiveness of the implementation of security
operations. All audit activities must be agreed upon prior to
executing any audits.

Compliance
Audit Planning
BEERIMEITSAT

EERHEIL. ESRRATOERO PEIEIET 510 IBR SN
HEINEINEESAEN, EEFEIE. X1 TFHERAOHR
IRREDLE 2 —I2 74— HALE TSRS, TRTHE
EFYL. EEEERT IMRAELZBSRTAERSE,

Audit Assurance &
Compliance
Independent Audits
BEERIELITSAT
VR

MIL-EE

Independent reviews and assessments shall be performed at
least annually to ensure that the organization addresses
nonconformities of established policies, standards,
procedures, and compliance obligations.

I LFLE 2 —RUGHIE, DUCCLEICIERIREL, BESN
F=RYS—, B8 FIR, HOUICEFEBE~OFEETOLT,
A ERISBETE S LS ISLAFREESEL,

Audit Assurance &
Compliance
Information System
Regulatory Mapping
KE1§'::.E&:I/7747

'I*ﬁyZT.L\l R
HRH DIBHE

Organizations shall create and maintain a control framework
which captures standards, regulatory, legal, and statutory
requirements relevant for their business needs. The control
framework shall be reviewed at least annually to ensure
changes that could affect the business processes are
reflected.
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BCR-01

Business Continuity
Management &
Operational Resilience
Business Continuity
Planning

e
LOYIVR
X3

A consistent unified framework for business continuity
planning and plan development shall be established,
documented, and adopted to ensure all business continuity
plans are consistent in addressing priorities for testing,
maintenance, and information security requirements.
Requirements for business continuity plans include the
following:

« Defined purpose and scope, aligned with relevant
dependencies

« Accessible to and understood by those who will use them
« Owned by a named person(s) who is responsible for their
review, update, and approval

« Defined lines of communication, roles, and responsibilities
« Detailed recovery procedures, manual work-around, and
reference information

« Method for plan invocation

FTRATOEERBHRHEN, BE. RFRCEREF2VTOE
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EEER. RARVEEOES
LA IBOTIE. THICEIERERUSERR
EHERBOFIE

Business Continuity
Management &
Operational Resilience
Business Continuity

Business continuity and security incident response plans
shall be subject to testing at planned intervals or upon
significant organizational or environmental changes. Incident
response plans shall involve impacted customers (tenant)
and other business relationships that represent critical intra-
supply chain business process dependencies.
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Datacenter utilities services and environmental conditions
(e.g., water, power, temperature and humidity controls,
telecommunications, and internet connectivity) shall be
secured, monitored, maintained, and tested for continual
effectiveness at planned intervals to ensure protection from
unauthorized interception or damage, and designed with
automated fail-over or other redundancies in the event of
planned or unplanned disruptions.

Business Continuity
Management &
Operational Resilience
Datacenter Utilities /
Environmental
Conditions
BRBREESER
LoYIVR
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YT« | BEIREE
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Business Continuity
Management &
Operational Resilience
Documentation
BEMGEERSER
LIYIVR

pg

Information system documentation (e.g., administrator and
user guides, and architecture diagrams) shall be made
available to authorized personnel to ensure the following:

« Configuring, installing, and operating the information
system

« Effectively using the system’s security features

BHOATLICETOXE(BEENAR, 1—FH(F. 7—F7F
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Business Continuity
Management &
Operational Resilience
Environmental Risks
BERFEELER
LYY R

BRIEYRY

Physical protection against damage from natural causes and
disasters, as well as deliberate attacks, including fire, flood,
atmospheric electrical discharge, solar induced geomagnetic
storm, wind, earthquake, tsunami, explosion, nuclear
accident, volcanic activity, biological hazard, civil unrest,
mudslide, tectonic activity, and other forms of natural or
man-made disaster shall be anticipated, designed, and have

countarmaaciirae annliad
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To reduce the risks from environmental threats, hazards,
and opportunities for unauthorized access, equipment shall
be kept away from locations subject to high probability
environmental risks and supplemented by redundant
equipment located at a reasonable distance.

Business Continuity
Management &
Operational Resilience
Equipment Location
BRBREESER
LIYIUR
BBEOME

BELOBE. £IR. RUERERLLWTIEROBRI(LS)
AVEERT DO, BRIFERE L DRI DF G HFEHE
L. ZUGHEE oI BICFROBRFERA S LTINEH
BLEITRIEESA,

Business Continuity
Management &
Operational Resilience
Equipment
Maintenance
BRRREESER
LoYIUR
BBOAVTFUR

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
for equipment maintenance ensuring continuity and
availability of operations and support personnel.

DAT LOERADRGEERTER DEREEEICT 570, #
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DEHBTOERRUEKIM MR RERELZTNIZELEL,

Business Continuity
Management &
Operational Resilience
Equipment Power
Failures

Protection measures shall be put into place to react to
natural and man-made threats based upon a geographically-
specific business impact assessment.
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There shall be a defined and documented method for
determining the impact of any disruption to the organization
(cloud provider, cloud consumer) that must incorporate the
following:

« |dentify critical products and services

« |dentify all dependencies, including processes,
applications, business partners, and third party service
providers

« Understand threats to critical products and services

« Determine impacts resulting from planned or unplanned
disruptions and how these vary over time

« Establish the maximum tolerable period for disruption

« Establish priorities for recovery

« Establish recovery time objectives for resumption of critical

lovablo novie o

Business Continuity
Management &
Operational Resilience
Impact Analysis
BRRREESER
LIYIVR
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Business Continuity
Management &
Operational Resilience
Policy
BEMRGEERSER
LT R

Ry —

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
for appropriate IT governance and service management to
ensure appropriate planning, delivery, and support of the
organization's IT capabilities supporting business functions,
workforce, and/or customers based on industry acceptable
standards (i.e., ITIL v4 and COBIT 5). Additionally, policies
and procedures shall include defined roles and
responsibilities supported by regular workforce training.

ERICEOTRIFANLONDLSEIZETIL v4, COBIT 5%L)
ISESWTHEENM, X8 . BEEXIET HEBOITHEELE
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SR, EBIT, RYS—EFIETIR, (BWBA) RBILEEEESR
L. EHRERE RIS L TRMBMELZ T hIEASE,

Business Continuity
Management &
Operational Resilience
Retention Policy
BEMRGEESER
LIYIDR
RERY—

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
for defining and adhering to the retention period of any
critical asset as per established policies and procedures, as
well as applicable legal, statutory, or regulatory compliance
obligations. Backup and recovery measures shall be
incorporated as part of business continuity planning and
tested accordingly for effectiveness.

EZLEEORENME, ThThOR) S —RUFIE, B50
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Change Control &
Configuration
Management

New Development /
Acquisition
EEEECEBHEER
FHRARR

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to ensure the development and/or acquisition of new data,
physical or virtual applications, infrastructure network, and
systems components, or any corporate, operations and/or
datacenter facilities have been pre-authorized by the
organization's business leadership or other accountable
business role or function.

RYS—RUFIEZFEIL., ChoZi#ad 2-0NEHETOER
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Change Control &
Configuration
Management
Outsourced
Development
EEEBLEREE
AR DN EREE

External business partners shall adhere to the same policies
and procedures for change management, release, and
testing as internal developers within the organization (e.g.,
ITIL service management processes).

SHERDE SR R/A—hF—(F AERADERERATOEREE,
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Change Control & CCC-03
Configuration

Management

Quality Testing

EREECEHEE

RERE

Organization shall follow a defined quality change control
and testing process (e.g., ITIL Service Management) with
established baselines, testing, and release standards that
focus on system availability, confidentiality, and integrity of
systems and services.

HEEIE, AT LEY—ERDA AN, #EE, T2HEENET
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RAVN) ISRDRR T NIEESELN,

Change Control &
Configuration
Management
Unauthorized Software
Installations
EEEELEREE
REBDYILIZT D
A2 A=

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to restrict the installation of unauthorized software on
organizationally-owned or managed user end-point devices
(e.g., issued workstations, laptops, and mobile devices) and
IT infrastructure network and systems components.

HRBA T EEIEETEL— T OIVRRAUAT AR (G
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Change Control &
Configuration
Management
Production ChangesZt
EEELEREE
EBOLERE

Policies and procedures shall be established for managing
the risks associated with applying changes to:

« Business-critical or customer (tenant)-impacting (physical
and virtual) applications and system-system interface (API)
designs and configurations.

« Infrastructure network and systems components.
Technical measures shall be implemented to provide
assurance that all changes directly correspond to a
registered change request, business-critical or customer
(tenant), and/or authorization by, the customer (tenant) as
per agreement (SLA) prior to deployment.
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Data Security &
Information Lifecycle
Management
Classification
T—AtFaT1LHE

Data and objects containing data shall be assigned a
classification by the data owner based on data type, value,
sensitivity, and criticality to the organization.

T—ARUT—53EETA IV IOMNE, T—4447 (Bl #
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Data Security &

Information Lifecycle

Management

Data Inventory / Flows

T—AtFaT1LHE
SATHAYLER

TADEEKRETO—

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to inventory, document, and maintain data flows for data that
is resident (permanently or temporarily) within the service's
geographically distributed (physical and virtual) applications
and infrastructure network and systems components and/or
shared with other third parties to ascertain any regulatory,
statutory, or supply chain agreement (SLA) compliance
impact, and to address any other business risks associated
with the data. Upon request, provider shall inform customer
(tenant) of compliance impact and risk. especially if

RYS—RUFIRERLL. ChoZHad 2-H0EHIAER
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122V T, BELEITRIEESELY,

Data Security &
Information Lifecycle
Management
eCommerce
Transactions
T—AtXa)T1L1E
WA THAVILEE
eav—RIUHY L3
z

Data related to electronic commerce (ecommerce) that
traverses public networks shall be appropriately classified
and protected from fraudulent activity, unauthorized
disclosure, or modification in such a manner to prevent
contract dispute and compromise of data.

—RISERESh =Ry D —VZ Fo TR IEShde-av—RIZ
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Data Security &
Information Lifecycle
Management

Handling / Labeling /
Security Policy
T—AEFa)T1L1E
B|IATHAIINER
IR | SRILAF [ EFa
YTFARY—

Policies and procedures shall be established for the labeling,
handling, and security of data and objects which contain
data. Mechanisms for label inheritance shall be implemented
for objects that act as aggregate containers for data.

T—ARUVT—REECFITDIRDINY LT SEBERL.,
FaUTADE=HDRY L —RUFIEEREIL LA FHIEEDEL,
T—REFEDTRMT DA TOLIMIE, SNVERELTRIF
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Data Security &

Information Lifecycle

Management

Non-Production Data
“—ARtFal)T1LE

]

EEFRMHT—F

Production data shall not be replicated or used in non-
production environments. Any use of customer data in non-
production environments requires explicit, documented
approval from all customers whose data is affected, and
must comply with all legal and regulatory requirements for
scrubbing of sensitive data elements.

AEBRREOT—AE, TAMERICIE—LEYERLEZYL TS
SR, ERBBMBRICETIEET —20FEA. ZESRS
L2TOBEENLDHBELAXEICLDEBE/LETNIEHELEN, F
AT —SEROREICELTLES LURH LBHOERE
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Data Security &
Information Lifecycle
Management
Ownership /
Stewardship
T—AtXal)T1L1E
WA THAVILEE
MAEE/ EERE

All data shall be designated with stewardship, with assigned
responsibilities defined, documented, and communicated.

FTRTOBRISHLCEEREENBASW BT EESE,
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Data Security &
Information Lifecycle
Management

Secure Disposal

T AtxaT4
REGERE

Policies and procedures shall be established with supporting
business processes and technical measures implemented
for the secure disposal and complete removal of data from
all storage media, ensuring data is not recoverable by any
computer forensic means.

RYD—RUFIEZRELL, ChodHiad 5-00EHKTOER
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Datacenter Security
Asset Management

B Atxa) T4
BEERE

Assets must be classified in terms of business criticality,
service-level expectations, and operational continuity
requirements. A complete inventory of business-critical
assets located at all sites and/or geographical locations and
their usage over time shall be maintained and updated
regularly, and assigned ownership by defined roles and
responsibilities.
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Datacenter Security
Controlled Access
Points

TS AtFxa T4
avko—LEnt=77
ERRAUH

Physical security perimeters (e.g., fences, walls, barriers,
guards, gates, electronic surveillance, physical
authentication mechanisms, reception desks, and security
patrols) shall be implemented to safeguard sensitive data
and information systems.

BWET AR ERS AT LERHET 5120 MERTEF 2
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Datacenter Security
Equipment
Identification

A AtXa) T4

Automated equipment identification shall be used as a
method of connection authentication. Location-aware
technologies may be used to validate connection
authentication integrity based on known equipment location.
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Datacenter Security
Off-Site Authorization
TS AtFaT4
F YA A DFFE

Authorization must be obtained prior to relocation or transfer
of hardware, software, or data to an offsite premises.

N=F9x7 VI T EL T —5EH (M OEFFICBEE
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Datacenter Security
Off-Site Equipment
TRt AtEFXa T4
E

Policies and procedures shall be established for the secure
disposal of equipment (by asset type) used outside the
organization's premises. This shall include a wiping solution
or destruction process that renders recovery of information
impossible. The erasure shall consist of a full overwrite of
the drive to ensure that the erased drive is released to
inventory for reuse and deployment, or securely stored until it

HBOEN THEASNIEBOR LW (BEDEI(TI2LD)
DF=HDRY L —RUFIREREILAZFNIEESEN, ChiF, F
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Datacenter Security Policies and procedures shall be established, and supporting
i business processes implemented, for maintaining a safe and
secure working environment in offices, rooms, facilities, and

cy
B Btxa) T4
= secure areas storing sensitive information.
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Datacenter Security -
Secure Area
Authorization

TRt AEFa) T4
TXaTIVTORE

Ingress and egress to secure areas shall be constrained and
monitored by physical access control mechanisms to ensure
that only authorized personnel are allowed access.

AN B INZAYTEDLSICT 51012, MIBHLET S
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Datacenter Security
Unauthorized Persons
Entry

TRt AtEFa Ty
RSN TLVELMEA
Datacenter Security
User Access

T AtEFaT4
A—HT7oER

Ingress and egress points such as service areas and other
points where unauthorized personnel may enter the
premises shall be monitored, controlled and, if possible,
isolated from data storage and processing facilities to
nrevent unautharized data corruntion. comnromise. and loss.
Physical access to information assets and functions by users
and support personnel shall be restricted.
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Encryption & Key
Management
Entitlement
RS LSRR EE

Keys must have identifiable owners (binding keys to
identities) and there shall be key management policies.
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Encryption & Key
Management
Key Generation
SR ER
AR

Policies and procedures shall be established for the
management of cryptographic keys in the service's
cryptosystem (e.qg., lifecycle management from key
generation to revocation and replacement, public key
infrastructure, cryptographic protocol design and algorithms
used, access controls in place for secure key generation,
and exchange and storage including segregation of keys
used for encrypted data or sessions). Upon request, provider
shall inform the customer (tenant) of changes within the
cryptosystem, especially if the customer (tenant) data is
used as part of the service, and/or the customer (tenant) has
some shared responsibility over implementation of the
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Encryption & Key
Management
Sensitive Data
Protection
ESLERER
BWMT—20RE

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
for the use of encryption protocols for protection of sensitive
data in storage (e.g., file servers, databases, and end-user
workstations), data in use (memory), and data in
transmission (e.g., system interfaces, over public networks,
and electronic messaging) as per applicable legal, statutory,
and regulatory compliance obligations.

BLTHEEMRURH EOBFREBICH T, AN —2(T7
ANH =N T—ER—=Z IR A—HFDT—YRT— a7
E)A. T—EOEAR (AEY)  RUT —2DEEE (S RT LA
DBIT—R, BRI VET—IFH, BFAvE—UBIELE) D
WaT—a0REEBNELTRSTOMILEERAT 57012,
RYS—RUFIBEHIL., ChoZiad 2-00EHETO2R
RUETH RERELEFHIEELE,

Encryption & Key
Management
Storage and Access
S LRER
RELT IR

Platform and data-appropriate encryption (e.g., AES-256) in
open/validated formats and standard algorithms shall be
required. Keys shall not be stored in the cloud (i.e., at the
cloud provider in question), but maintained by the cloud
consumer or trusted key management provider. Key
manaaement and kev usaae shall be separated duties.
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Governance and Risk
Management
Baseline
Requirements
HINFUREYRYERR
RN—RS(VEH

Baseline security requirements shall be established for
developed or acquired, organizationally-owned or managed,
physical or virtual, applications and infrastructure system
and network components that comply with applicable legal,
statutory, and regulatory compliance obligations. Deviations
from standard baseline configurations must be authorized
following change management policies and procedures prior
to deployment, provisioning, or use. Compliance with
security baseline requirements must be reassessed at least
annually unless an alternate frequency has been established
and authorized based on business need.
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Governance and Risk

Management

Data Focus Risk

Assessments
\FUREYRVER
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Risk assessments associated with data governance
requirements shall be conducted at planned intervals and
shall consider the following:

 Awareness of where sensitive data is stored and
transmitted across applications, databases, servers, and
network infrastructure

« Compliance with defined retention periods and end-of-life
disposal requirements

« Data classification and protection from unauthorized use,
access, loss, destruction, and falsification
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Governance and Risk
Management
Management
Oversight
HNFUREYRYERR
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Managers are responsible for maintaining awareness of, and
complying with, security policies, procedures, and standards
that are relevant to their area of responsibility.
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Governance and Risk
Management
Management Program
HNFUREYRGERE
EEIOTIL

An Information Security Management Program (ISMP) shall
be developed, documented, approved, and implemented that
includes administrative, technical, and physical safeguards
to protect assets and data from loss, misuse, unauthorized
access, disclosure, alteration, and destruction. The security
program shall include, but not be limited to, the following
areas insofar as they relate to the characteristics of the
business:

« Risk management

« Security policy

« Organization of information security

« Asset management

» Human resources security

« Physical and environmental security

« Communications and operations management
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Governance and Risk
Management
Management
Support/Involvement
JINFUREYRGEE
—~/BE

Executive and line management shall take formal action to
support information security through clearly-documented
direction and commitment, and shall ensure the action has
been assigned.
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Governance and Risk
Management
Policy

Information security policies and procedures shall be
established and made readily available for review by all
impacted personnel and external business relationships.
Information security policies must be authorized by the
organization's business leadership (or other accountable
business role or function) and supported by a strategic
business plan and an information security management
program inclusive of defined information security roles and
responsibilities for business leadership.
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Governance and Risk
Management
Policy Enforcement

A formal disciplinary or sanction policy shall be established
for employees who have violated security policies and
procedures. Employees shall be made aware of what action
might be taken in the event of a violation, and disciplinary
measures must be stated in the policies and procedures.
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Governance and Risk
Management

Policy Impact on Risk
Assessments
HINFUREYRGERE
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Risk assessment results shall include updates to security
policies, procedures, standards, and controls to ensure that
they remain relevant and effective.
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Governance and Risk GRM-09
Management
Policy Reviews

JINFUREYRYEE
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The organization's business leadership (or other
accountable business role or function) shall review the
information security policy at planned intervals or as a result
of changes to the organization to ensure its continuing
alignment with the security strategy, effectiveness, accuracy,
relevance, and applicability to legal, statutory, or regulatory
compliance obligations.
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Governance and Risk

Aligned with the enterprise-wide framework, formal risk
assessments shall be performed at least annually or at
planned intervals, (and in conjunction with any changes to
information systems) to determine the likelihood and impact
of all identified risks using qualitative and quantitative
methods. The likelihood and impact associated with inherent
and residual risk shall be determined independently,
considering all risk categories (e.g., audit results, threat and
wulnerability analysis, and regulatory compliance).

Management

Risk Assessments
HINFUREYRER
YRYTRRAV
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Governance and Risk
Management

Risk Management
Framework
HINFUREYRYERR
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Risks shall be mitigated to an acceptable level. Acceptance
levels based on risk criteria shall be established and
documented in accordance with reasonable resolution time
frames and stakeholder approval.
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Human Resources
Asset Returns

Upon termination of workforce personnel and/or expiration of
external business relationships, all organizationally-owned

_A$ assets shall be returned within an established period.
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Human Resources
Background Screening

Pursuant to local laws, regulations, ethics, and contractual
constraints, all employment candidates, contractors, and
third parties shall be subject to background verification
propomonal to the data cla55|f|cat|on to be accessed, the
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Human Resources
Employment
Agreements

Employment agreements shall |ncorporate prowsmns and/or
terms for adherence to established information governance
and security policies and must be signed by newly hired or
on-boarded workforce personnel (e.qg., full or part-time
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ERZH employee or contingent staff) prlor to granting workforce

ERZHEICIE, I ESNEERANFURARUTEF Y TR
S—DEFITET HRERVEMERY ANLZFIEEEE,
Ffz FREASNFEAS T HRER (T B LFE(E
N=FEALGERR . BRI HEEBLLE) (TR XD, HiR. BE
ADTVEREHATZH0C. BAZHEICERSERTAELS

.

Human Resources
Employment
Termination

Roles and responsmllmes for performmg employment
termination or change in employment procedures shall be
assigned, documented, and communicated.
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Human Resources
Mobile Device
Management

AS
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Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to manage business risks associated with permitting mobile
device access to corporate resources and may require the
implementation of higher assurance compensating controls
and acceptable-use policies and procedures (e.g., mandated
security training, stronger identity, entittement and access
controls, and device monitoring).
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Human Resources
Non-Disclosure
Agreements

AFE
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Human Resources
Roles /
Responsibilities

o—)L/ HiE

Human Resources
Technology
Acceptable Use
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Requirements for non-disclosure or confidentiality
agreements reflecting the organization's needs for the
protection of data and operational details shall be identified,
documented, and reviewed at planned intervals.
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Roles and responsibilities of contractors, employees, and
third-party users shall be documented as they relate to
information assets and security.

2B REBRUNBORAENEREERCEF1U T
ISEEL TV S5 E. EOREIRVEFEZXEELAZTNIERLR
(AN

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
for defining allowances and conditions for permitting usage
of organizationally-owned or managed user end-point
devices (e.g., issued workstations, laptops, and mobile
devices) and IT infrastructure network and systems
components. Additionally, defining allowances and
conditions to permit usage of personal mobile devices and
associated applications with access to corporate resources
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Human Resources
Training / Awareness
AZE
Bk /

A security awareness training program shall be established
for all contractors, third-party users, and employees of the
organization and mandated when appropriate. All individuals
with access to organizational data shall receive appropriate
awareness training and regular updates in organizational
procedures, processes, and policies relating to their
professional function relative to the organization.
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Human Resources
User Responsibility
AZE

All personnel shall be made aware of their roles and
responsibilities for:

« Maintaining awareness and compliance with established
policies and procedures and applicable legal, statutory, or
regulatory compliance obligations.

« Maintaining a safe and secure working environment
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Human Resources
Workspace

Policies and procedures shall be established to require that
unattended workspaces do not have openly visible (e.g., on a
desktop) sensitive documents and user computing sessions

T—HAR—R are disabled after an established period of inactivity.
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Access to, and use of, audit tools that interact with the
organization's information systems shall be appropriately
segregated and access restricted to prevent inappropriate
disclosure and tampering of log data.

Identity & Access
Management

Audit Tools Access
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Identity & Access
Management
Credential Lifecycle /
Provision Management
TATUTAT1ETOE

User access policies and procedures shall be established,
and supporting business processes and technical measures
implemented, for ensuring appropriate identity, entitement,
and access management for all internal corporate and
customer (tenant) users with access to data and
organizationally-owned or managed (physical and virtual)
application interfaces and infrastructure network and
systems components. These policies, procedures,
processes, and measures must incorporate the following:

« Procedures and supporting roles and responsibilities for
provisioning and de-provisioning user account entitlements
following the rule of least privilege based on job function
(e.g., internal employee and contingent staff personnel
changes, customer-controlled access, suppliers' business
relationships, or other third-party business relationships)

« Business case considerations for higher levels of
assurance and multi-factor authentication secrets (e.g.,
management interfaces, key generation, remote access,
segregation of duties, emergency access, large-scale
provisioning or geographically-distributed deployments, and
personnel redundancy for critical systems)

« Access segmentation to sessions and data in multi-tenant
architectures by any third party (e.g., provider and/or other
customer (tenant))

« |dentity trust verification and service-to-service application
(API1) and information processing interoperability (e.g., SSO
and federation)

« Account credential lifecycle management from
instantiation through revocation

« Account credential and/or identity store minimization or re-
use when feasible
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Identity & Access
Management
Diagnostic /
Configuration Ports
Acce:
TATUTATAET I+
RAEH
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User access to diagnostic and configuration ports shall be
restricted to authorized individuals and applications.
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Identity & Access
Management

Policies and
Procedures
TATOTATAET V1
RAER
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Policies and procedures shall be established to store and
manage identity information about every person who
accesses IT infrastructure and to determine their level of
access. Policies shall also be developed to control access to
network resources based on user identity.
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Identity & Access
Management
Segregation of Duties
TATUTATAET Ot
AER
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User access policies and procedures shall be established,
and supporting business processes and technical measures
implemented, for restricting user access as per defined
segregation of duties to address business risks associated
with a user-role conflict of interest.
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Identity & Access
Management

Source Code Access
Restriction
TAToTAT1ET O+
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Access to the organization's own developed applications,
program, or object source code, or any other form of
intellectual property (IP), and use of proprietary software
shall be appropriately restricted following the rule of least
privilege based on job function as per established user
access policies and procedures.
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Identity & Access

The identification, assessment, and prioritization of risks
posed by business processes requiring third-party access to
the organization's information systems and data shall be
followed by coordinated application of resources to
minimize, monitor, and measure likelihood and impact of
unauthorized or inappropriate access. Compensating
controls derived from the risk analysis shall be implemented
prior to provisioning access.

Management
Third Party Access
TATUTATAET V1
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Identity & Access
Management

Trusted Sources
TATUTAT1ET Ot
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Policies and procedures are established for permissible
storage and access of identities used for authentication to
ensure identities are only accessible based on rules of least
privilege and replication limitation only to users explicitly
defined as business necessary.
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Identity & Access
Management

User Access
Authorization
TAToTAT1ET O+
RAEE
A—HFHEREA

Provisioning user access (e.g., employees, contractors,
customers (tenants), business partners, and/or supplier
relationships) to data and organizationally-owned or
managed (physical and virtual) applications, infrastructure
systems, and network components shall be authorized by the
organization's management prior to access being granted
and appropriately restricted as per established policies and
procedures. Upon request, provider shall inform customer
(tenant) of this user access, especially if customer (tenant)
data is used as part the service and/or customer (tenant) has
some shared responsibility over implementation of control.
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User access shall be authorized and revalidated for
entitlement appropriateness, at planned intervals, by the
organization's business leadership or other accountable
business role or function supported by evidence to
demonstrate the organization is adhering to the rule of least
privilege based on job function. For identified access
violations, remediation must follow established user access
policies and procedures.

Identity & Access
Management

User Access Reviews
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Identity & Access

Timely de-provisioning (revocation or modification) of user
access to data and organizationally-owned or managed
(physical and virtual) applications, infrastructure systems,
and network components, shall be implemented as per
established policies and procedures and based on user's
change in status (e.g., termination of employment or other
business relationship, job change or transfer). Upon request,
provider shall inform customer (tenant) of these changes,
especially if customer (tenant) data is used as part the
service and/or customer (tenant) has some shared
responsibility over implementation of control.

Management

User Access
Revocation
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Identity & Access
Management

User ID Credentials
TAToTAT1ET O+
AEE
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Internal corporate or customer (tenant) user account
credentials shall be restricted as per the following, ensuring
appropriate identity, entittement, and access management
and in accordance with established policies and procedures:
« |dentity trust verification and service-to-service application
(API) and information processing interoperability (e.g., SSO
and Federation)

« Account credential lifecycle management from
instantiation through revocation

« Account credential and/or identity store minimization or re-
use when feasible

« Adherence to industry acceptable and/or regulatory
compliant authentication, authorization, and accounting
(AAA) rules (e.g., strong/multi-factor, expireable, non-shared
authentication secrets)

EYLANER, ERAE, 7Ot RAEEERECERT 570,
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Identity & Access
Management

Utility Programs
Access
TATUTATAET V1
RAER

Utility programs capable of potentially overriding system,
object, network, virtual machine, and application controls
shall be restricted.
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Infrastructure &
Virtualization Security
Audit Logging /
Intrusion Detection
AT FEBIEDE
FalT4

BEENY | BARE

Higher levels of assurance are required for protection,
retention, and lifecycle management of audit logs, adhering
to applicable legal, statutory or regulatory compliance
obligations and providing unique user access accountability
to detect potentially suspicious network behaviors and/or file
integrity anomalies, and to support forensic investigative
capabilities in the event of a security breach.

BRASNDERLLIRANIH T DETFHEHERL. FHLL
FYRT—IDBHERLT7AVDFERISONVT, HEDI—HT
JERISEETHEEFHATEDSIICL, XU TERDE
ENELEBROIAL YOV REEYR—T 20, BEEOY
ISBHT BR5E., REF. SATH AL EEEBOLALTRRLE
RS,

Infrastructure &
Virtualization Security
Change Detection

1V I7SEFRBIEDE
*al)T4

EEIRA

The provider shall ensure the integrity of all virtual machine
images at all times. Any changes made to virtual machine
images must be logged and an alert raised regardless of
their running state (e.g., dormant, off, or running). The
results of a change or move of an image and the subsequent
validation of the image's integrity must be immediately
available to customers through electronic methods (e.g.,
portals or alerts).

TARAZE, FRTOFEEII A A—D DL EEBITHTAL
BHNIFEESRN, RETS UM A—DISHLTIThh - ERIE,
ZORITIRAE (FFAEF, 1LFF RATHLE) [CRARLL § T
HFLOGIBBREZLEGNEELEN, A A—SOEBEEBE)
EXDBRDAA—CDRLMEDHERDHERE. EFHFER(R—2
;l« TI3—MEE) IZETHEENTCHLND LI LATNIFES
LYo

Infrastructure &
Virtualization Security
Clock Synchronization
AV 75EFRBIEDE
*al)T4

B E A

A reliable and mutually agreed upon external time source
shall be used to synchronize the system clocks of all relevant
information processing systems to facilitate tracing and
reconstitution of activity timelines.

FEHERRIICEHRUVBRTELELS. TATOMET H1FR
MBS RT LDV AT LEZIERAT S0, ELIERBSh
TR TEL B OB LIS EREEALBTREEDEL.

Infrastructure &
Virtualization Security
Information System
Documentation
AT FEBIEDE
*a)T4
BHRTLXE

The availability, quality, and adequate capacity and
resources shall be planned, prepared, and measured to
deliver the required system performance in accordance with
legal, statutory, and regulatory compliance obligations.
Projections of future capacity requirements shall be made to
mitigate the risk of system overload.

AN RURE EOBFERBFIH-OT, RBLGVRT LREEEZES
THOIC, AAY, RE. BULRERVEREHEL, EF
L. BIELAEFNERSEN, YR T LADBEFDYRIEERT S
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Infrastructure &
Virtualization Security
Management -
Vulnerability
Management

AV I5EFRE LD
FalTq

B - EHTEE

Implementers shall ensure that the security vulnerability
assessment tools or services accommodate the virtualization
technologies used (e.g., virtualization aware).

FREHE, ¥ 1) TARBHEOTHEY—ILE[FH—E RN, f&E
AN BREBILRMTISRBL TS EERRICLE T IEESA
L\ (FTHbBRBIERE)




Network environments and virtual instances shall be
designed and configured to restrict and monitor traffic
between trusted and untrusted connections. These
configurations shall be reviewed at least annually, and
supported by a documented justification for use for all
allowed services, protocols, and ports, and by compensating
controls.

Infrastructure &
Virtualization Security
Network Security

AV 75EFRBIEDE
Fal)T4
FURT—=0tFaT4

FIRT—VBERMRETI VG EETEE RN T—VEER
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Infrastructure &
Virtualization Security
OS Hardening and
Base Conrols

12 I75EFEE LD
FalTq
OSBREMLEKRER

Each operating system shall be hardened to provide only
necessary ports, protocols, and services to meet business
needs and have in place supporting technical controls such
as: antivirus, file integrity monitoring, and logging as part of
their baseline operating build standard or template.

BERL—TFAV T VAT LR, EBICBE+HHAR—F, TR
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Infrastructure &
Virtualization Security
Production / Non-
Production
Environments

AV ISEFREEDE
FalTq

RE | TAMNRE

Production and non-production environments shall be
separated to prevent unauthorized access or changes to
information assets. Separation of the environments may
include: stateful inspection firewalls, domain/realm
authentication sources, and clear segregation of duties for
personnel accessing these environments as part of their job
duties.

EREE~NDERDLEVT VL RAELFEREHHOIZ. FF
BiET ANREZ D BLRT NI, BEO S #EIE. RO
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Infrastructure &
Virtualization Security
Segmentation

1V 7ZEFREIEDE
F*al)T4

X5

Multi-tenant organizationally-owned or managed (physical
and virtual) applications, and infrastructure system and
network components, shall be designed, developed,
deployed, and configured such that provider and customer
(tenant) user access is appropriately segmented from other
tenant users, based on the following considerations:

« Established policies and procedures

« Isolation of business critical assets and/or sensitive user
data, and sessions that mandate stronger internal controls
and high levels of assurance

« Compliance with legal, statutory, and regulatory
comnliance ohlinations

HEHARB (RILF TN AR EXEET 2R/RETTY
r—ay BBURT L 2T —aVR—RUMNE, TRNA
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Infrastructure &
Virtualization Security
VM Security - vMotion
Data Protection

1V I7ZEFRBIEDE
*al)T4
VMtEFal) 71 -
VMotionT — %R

Secured and encrypted communication channels shall be
used when migrating physical servers, applications, or data
to virtualized servers and, where possible, shall use a
network segregated from production-level networks for such
migrations.
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Infrastructure &

Access to all hypervisor management functions or
administrative consoles for systems hosting virtualized
systems shall be restricted to personnel based upon the
principle of least privilege and supported through technical
controls (e.g., two-factor authentication, audit trails, IP
address filtering, firewalls, and TLS encapsulated
communications to the administrative consoles).

Virtualization Security
VMM Security -
Hypervisor Hardening
AT FEBIEDE
Fa)T4
VMMEFa T4 - /N1
ISP RES

N IS—IN(F—EBEEEF = (SRS AT LERANT BV RT
LOEEIAY—ILADT 7 EAE, BIMERORAIZE ST
BEUELFIRSN . RN ERE (CERDIL. ERTEHOR
BPFRLRADIAINEY DT  T7AT 04— EEILY—IL
1=t 3 BTLSTRESNBIERLE) [C&oTHRESNA TN IEA
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Infrastructure &
Virtualization Security
Wireless Security

AV I5EFEE LD
F*al)T4

DAV LRtEF2)T4

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to protect wireless network environments, including the
following:

« Perimeter firewalls implemented and configured to restrict
unauthorized traffic

« Security settings enabled with strong encryption for
authentication and transmission, replacing vendor default
settings (e.g., encryption keys, passwords, and SNMP
community strings)

« User access to wireless network devices restricted to
authorized personnel

« The capability to detect the presence of unauthorized
(rogue) wireless network devices for a timely disconnect
from the network

DAYLARYRD—IBEZRET 510 DR) S —RUFIEE
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Infrastructure &
Virtualization Security
Network Architecture
A1V I75EFRBIEDE
Fal)T4
FINT—=OT—FTY
F¥

Network architecture diagrams shall clearly identify high-risk
environments and data flows that may have legal compliance
impacts. Technical measures shall be implemented and
shall apply defense-in-depth techniques (e.g., deep packet
analysis, traffic throttling, and black-holing) for detection and
timely response to network-based attacks associated with
anomalous ingress or egress traffic patterns (e.g., MAC
spoofing and ARP poisoning attacks) and/or distributed
denial-of-service (DDoS) attacks.
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Interoperability &
Portability

APIs
EEEH‘I&&%&EE‘-E

API

Interoperability &
Portability

Data Request
HEERELBERS

3
T—HER

The provider shall use open and published APIs to ensure
support for interoperability between components and to
facilitate migrating applications.

VR—F U MADHEEREZRKRISHR—L, 7TV —
LAVOBTERRT HE0IC, TONAH (G A =T T—HRIS
BTN TOSAPIEFERALEFHIEESEL,

All structured and unstructured data shall be available to the
customer and provided to them upon request in an industry-
standard format (e.g., .doc, .xls, .pdf, logs, and flat files).

IPY-02
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Interoperability &
Portability

Policy & Legal
HEERAMLBERS

3
RY—EiktE

Interoperability &
Portability
Standardized Network
Protocols
HEERMLBERS

E#ErvbD—o70ra
v

Policies, procedures, and mutually-agreed upon provisions  |RUL—, FIE. HEISEELI-FB/EHEREIL, 9 —E RHE
7TV r—as (AP EHRLEOHEERE, RUT7TY

(tenant) requirements for service-to-service application (API) |7 —> 3> BIRLIERORTM - E A ELERFICH T OBERS
HISH T BRE (TFHoh) OBRBEZESHINFEESEL,

and/or terms shall be established to satisfy customer

and information processing interoperability, and portability
for application development and information exchange,
usage, and integrity persistence.

The provider shall use secure (e.g., non-clear text and
authenticated) standardized network protocols for the import
and export of data and to manage the service, and shall
make available a document to consumers (tenants) detailing
the relevant interoperability and portability standards that are
involved.

TANRAEZ R, T—EDAVR—bRULHRR— b WIS —E
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Interoperability & The provider shall use an industry-recognized virtualization |FE/NA % (&, HEERMEDREREXIET 5101, ERTLESEE
Portability platform and standard virtualization formats (e.g., OVF) to (ISR TS IR T4 —LRUREREI7 LK (OVF
Virtualization help ensure interoperability, and shall have documented ?5 ) Eﬁ;ﬁgg;gg’;ﬁh‘;g{;éﬁ_ﬁ?3‘;}“‘6] e %Q’
HEERAMLBERS custom changes made to any hypervisor in use and all - 29 A )= 3V

{3 solution-specific virtualization hooks available for customer ﬂi@?wb(/\—f/f—_/ \Tﬁ_“gﬁf@ﬁk)iig{tl’* &N
R84 review LEa—TE2&3 LT IEEDEL,

Mobile Security Anti-malware awareness training, specific to mobile devices, | 7A/3 (4 DEH ¥ T+ BHRA LIRS, ENAALTNAAR
Anti-Malware shall be included in the provider's information security EH DI 7REEHRA LIRERY AhGThEEsh
ENAILEFI)TA awareness training. L
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Mobile Security
Application Stores
ENAINEF2YTo
TIVr—Lav AN

Mobile Security
Approved Applications
AILtxa71
Sht=7 )4 —
P2

A documented list of approved application stores has been
defined as acceptable for mobile devices accessing or
storing provider managed data.

TON(ENEET BT LT IRAL, HBWNETDT—4%
RELTVBENALTNIRDFAT 27TV —avRh7E
LT ZBSN-HDEJAMELXEILT B,

The company shall have a documented policy prohibiting the
installation of non-approved applications or approved
applications not obtained through a pre-identified application
store.
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Mobile Security The BYOD policy and supporting awareness training clearly |BYODIZE3 %7K L —RUThEHERT HEHRA LIRISHL
Approved Software for states the approved applications, application stores, and T.BYODTHERAABELEREAT TV r—av 7TV r—a
BYOD application extensions and plugins that may be used for VART . RUF TV —2a keI ST AV ERTRT %,
ENA L EFYTA BYOD usage.
BYODAIZHEREEN =Y

IhoxT

Mobile Security The provider shall have a documented mobile device policy 7;I:|I\"f?'li~ ENALTNIADESR, &U?*'Cd)f:/ ('filav"—'
Awareness and that includes a documented definition for mobile devices and |/ ¥ Xﬁ?ﬁéhéﬁfﬁﬁkg%*;ﬁiﬁ@iibkf/\'( TN
Training - the acceptable usage and requirements for all mobile ;’é?\‘i'; é’;);if?;b}g%’é‘ E;'ljll‘glji: ;'79 ;z%i?:{c"fgf
ENALEFYT devices. The provider shall post and communicate the policy |7 —&U§*$Iﬁé"§L;'Ebf“lfhlif‘éf‘l.‘ N
A% and requirements through the company’s security awareness|~ el A A2 it

and training program.




Mobile Security
Cloud Based Services
ENAINEF2YTo
ITIRA—RH—ER

Mobile Security
Compatibility
ENAIAEF)T1
Hifatk

All cloud-based services used by the company's mobile
devices or BYOD shall be pre-approved for usage and the
storage of company business data.

BEDENAILTNAREITBYODTHEASNETRTDI5Y
FA—ZRDY—ERIE, TOMAZELEDEHT —2DHEMIC
DT, FRIRBER LT NIEESE,

The company shall have a documented application validation
process to test for mobile device, operating system, and
application compatibility issues.

BEEENANVT AR ARL—TAVT VAT L TT )T —
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Mobile Security
Device Eligibility
ENAINEF2YTo
TINA 2D EEE

Mobile Security
Device Inventory
ENAILAEF)T1
TNAREER

The BYOD policy shall define the device and eligibility
requirements to allow for BYOD usage.

BYOD/RY L —Tl&, BYODDEAZH A 21T NI ARV
BERMEEHEERLETNEESE0,

An inventory of all mobile devices used to store and access
company data shall be kept and maintained. All changes to
the status of these devices (i.e., operating system and patch
levels, lost or decommissioned status, and to whom the
device is assigned or approved for usage (BYOD)) will be
included for each device in the inventory.

DET—AERMLINIZTIVERTEDICEREINZTRTOE
NALTNARAD—BRERFL. BHLETAEESE, —&
KDETNAZRDEBIZE, T/ ADRKIEICET T RTOE
B(ARV—TFTAVT VAT LRUISFLAL, KRFEIEER
BTORT—ER, TINAREEHTONI-AF[F(BYOD) 7/\
A ZADFEAERBINIAGE) ERBLETNIEESEL,




Mobile Security

Device Management
ILtEFal)T4
REHE

Mobile Security
Encryption
ENAIAEF)T1
St

deployed to all mobile devices permitted to store, transmit,
process customer data.

A centralized, mobile device management solution shall be  |BBET —2&4&HM. EE. B HELEFASNIZIRTOEN

or| TVTIRARISHLT, —THRENMILT A RERREFAL
RIFNFREDELN,

The mobile device policy shall require the use of encryption
either for the entire device or for data identified as sensitive
on all mobile devices, and shall be enforced through
technology controls.

ENALTRARRY D —E, FTRTOENALT AL RITHL
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Mobile Security The mobile device policy shall prohibit the circumvention of |E/ LT/ (41#(1')9—‘5(3:‘ ENCLT NS RIEREN
Jailbreaking and built-in security controls on mobile devices (e.g., jailbreaking ;1}37_': fg;ﬁi?)@;ﬂgﬁﬁléﬁﬁﬂ?ffggg;é )Bl;alffjm

Rooting or rooting) and shall enforce the prohibition through detective |7+ /b —MMEGEC) o cDFRIEIE, 77V il S
ENAJLEF)TA and preventative controls on the device or through a MBI EY, FE—THGT A RERLRTLENILT
SANTLAYEIL—
it

A REERE) [2&L 7 12573
centralized device management system (e.g., mobile device SAREBLE) SLY, RIELETREESEL.

management).

Mobile Security The BYOD policy includes clarifying language for the BYODR Y —Tl&, TSN —DBHEREL AL, FROE
Legal expectation of privacy, requirements for litigation, e- . BEFHIGEIEAR. SRAAAR—ILN GRELFICREEL TRIRE M -
EAANEF2YTA discovery, and legal holds. The BYOD policy shall clearly ~ [1E$R&RF T &) FI DL THREICEE Y %, BYODARY L —
ERIRE state the expectations regarding the loss of non-company ~ |1&, T/ 3 2D & T —LHEMBEIGSBEDERT 2L
data in the case a wipe of the device is required. HOT—EDRKDAREMISOVTHELEFNIEEEEL,




Mobile Security
Lockout Screen
ENAINEF)TA
Ovo7 I NEE

Mobile Security
Operating Systems
ENAILEFIITA
ARL—TFTAVT O RT
N

BYOD and/or company-owned devices are configured to
require an automatic lockout screen, and the requirement
shall be enforced through technical controls.

BYODY® R ENFHAT 5T /N RIZIE, BEBAVVEEERET
%, COERFEE, RITHEBRREEC RSB TNIEED

[ AN

Changes to mobile device operating systems, patch levels,
and/or applications shall be managed through the company's
change management processes.

TEOEEEETOLRFEL T, ENMILTNARDFRL—
TAVTVRT L ISIFLARIL, TIVr—2av s 2ERE
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Mobile Security
Passwords
ENAINEF2YTo
INRJ—R

Mobile Security
Policy
ENAILAEF)T1
Ry —

Password policies, applicable to mobile devices, shall be
documented and enforced through technical controls on all
company devices or devices approved for BYOD usage, and
shall prohibit the changing of password/PIN lengths and
authentication requirements.

BEDTRTDT /A REF[EBYODTOEAARBHLN=T/\
ARITHT 2/ SRT—FRY S —IF, XEEL, B EEREE
CTEMBESNAZFNIEEDEL, CORYS—(E, /SR —F PREEE
ES(PIN) OREOEE, BANDEHDOEEEZRELLTNIEES

SO

The mobile device policy shall require the BYOD user to
perform backups of data, prohibit the usage of unapproved
application stores, and require the use of anti-malware
software (where supported).

ENAILT A ZDARY S —TlE, BYODDA—HIZ, T—52D
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Mobile Security
Remote Wipe
ENAINEFIYTA
YE—+I4T

Mobile Security
Security Patches
ENAIAEFI)T1
XT3 F

All mobile devices permitted for use through the company
BYOD program or a company-assigned mobile device shall

have all company-provided data wiped by the company's
corporate IT.

allow for remote wipe by the company's corporate IT or shall |DITHEEEFIICE S E—NEEAFASIDH ., FrEREA R

£ENDBYODT AT S LEBL TRANFITSHIZT A TOE/N
AT IR FIEEEMNZHELIZENCLT NI RTIE, %

HIT DT RTOT AN BEDITHIFHM Lo THESNAT
NISTEBAELN,

Mobile devices connecting to corporate networks, or storing
and accessing company information, shall allow for remote
software version/patch validation. All mobile devices shall
have the latest available security-related patches installed
upon general release by the device manufacturer or carrier
and authorized IT personnel shall be able to perform these
updates remotely.

LEDRIRNT—IITERL. EEDEROEMREFCT IRE
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MOS-20

Mobile Security

The BYOD policy shall clarify the systems and servers
allowed for use or access on a BYOD-enabled device.

Users
ENAINEF)TA
a—4

BYODAR L —Tl&, BYODEL TRASN =T /A RAMEAET-
7O RAEELY AT LRUS—NERELEZTRIEESAEL,

Security Incident
Management, E-
Discovery & Cloud
Forensics

Contact / Authority
Maintenance
tHa) T

Points of contact for applicable regulation authorities,
national and local law enforcement, and other legal
jurisdictional authorities shall be maintained and regularly
updated (e.g., change in impacted-scope and/or a change in
any compliance obligation) to ensure direct compliance
liaisons have been established and to be prepared for a
forensic investigation requiring rapid engagement with law
enforcement.

Fub
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AVTFAT VR T B EELRBEDE ML EE R CREL
REEDLEET HT4L YOV IRABOERERZ TH0IC. &
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BEDERBOEMEEL, EYMMICEH (REEZ 58 A
DER. BFHEHOLERLLE) LETHFELHE.,

Security Incident
Management, E-
Discovery & Cloud
Forensics

Incident Management

Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to triage security-related events and ensure timely and
thorough incident management, as per established IT
service management policies and procedures.

1USTUNER
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IFEBAELN,

Security Incident
Management, E-
Discovery & Cloud
Forensics

Incident Reportin
XA TAAPTUR
EHE ET/ARAAN

Workforce personnel and external business relationships
shall be informed of their responsibilities and, if required,
shall consent and/or contractually agree to report all
information security events in a timely manner. Information
security events shall be reported through predefined
communications channels in a timely manner adhering to
applicable legal, statutory, or regulatory compliance
obligations.
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Security Incident
Management, E-
Discovery & Cloud
Forensics

Incident Response
Legal Preparation

Proper forensic procedures, including chain of custody, are
required for the presentation of evidence to support potential
legal action subject to the relevant jurisdiction after an
information security incident. Upon notification, customers
and/or other external business partners impacted by a
security breach shall be given the opportunity to participate
as is legally permissible in the forensic investigation.

AT UL AR R
DIERIEENR

BREXLVTAIOTUOrDRER, BET DEEBEEICS
THITHhNBAREEDOH LS RO ENIEBEXIET HAHLEIRE
21|, FEBLEE I DEEHLR £ D — E 1% (chain of custody) %
ECHENEIAL VOV FHENBETHD, BHITEDONT, &
F)TARROZEERTIBEOCMDINEIEIBFREIE,
SEMICROHLNBFEE T, 74L UV BRI MT HENS
ABNEFNIEEERE,

Security Incident
Management, E-
Discovery & Cloud
Forensics

Incident Response
Metrics
XTI TUR
BB ETARANY. Y
SIRTHLUDYIR
AV T UL AR RA
rIvOR

Mechanisms shall be put in place to monitor and quantify the
types, volumes, and costs of information security incidents.
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Supply Chain
Management,
Transparency and
Accountability
Data Quality and
Integrity
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Providers shall inspect, account for, and work with their
cloud supply-chain partners to correct data quality errors and
associated risks. Providers shall design and implement
controls to mitigate and contain data security risks through
proper separation of duties, role-based access, and least-
privilege access for all personnel within their supply chain.
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Supply Chain
Management,
Transparency and
Accountability
Incident Reporting

The provider shall make security incident information
available to all affected customers and providers periodically
through electronic methods (e.g., portals).
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Supply Chain
Management,
Transparency and
Accountability
Network /

Business-critical or customer (tenant) impacting (physical
and virtual) application and system-system interface (API)
designs and configurations, and infrastructure network and
systems components, shall be designed, developed, and
deployed in accordance with mutually agreed-upon service
and capacity-level expectations, as well as IT governance
and service management policies and procedures.
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Supply Chain
Management,
Transparency and
Accountability
Provider Internal
Assessments
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BAEE

The provider shall perform annual internal assessments of
conformance to, and effectiveness of, its policies,
procedures, and supporting measures and metrics.
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Supply Chain
Management,
Transparency and
Accountability

Supply Chain
Agreements
YISAFI—VDE
B B, SRAEE
YISLF—VDER

Supply chain agreements (e.g., SLAs) between providers
and customers (tenants) shall incorporate at least the
following mutually-agreed upon provisions and/or terms:

« Scope of business relationship and services offered (e.g.,
customer (tenant) data acquisition, exchange and usage,
feature sets and functionality, personnel and infrastructure
network and systems components for service delivery and
support, roles and responsibilities of provider and customer
(tenant) and any subcontracted or outsourced business
relationships, physical geographical location of hosted
services, and any known regulatory compliance
considerations)

« Information security requirements, provider and customer
(tenant) primary points of contact for the duration of the
business relationship, and references to detailed supporting
and relevant business processes and technical measures
implemented to enable effectively governance, risk
management, assurance and legal, statutory and regulatory
compliance obligations by all impacted business
relationships

« Notification and/or pre-authorization of any changes
controlled by the provider with customer (tenant) impacts

« Timely notification of a security incident (or confirmed
breach) to all customers (tenants) and other business
relationships impacted (i.e., up- and down-stream impacted
supply chain)

« Assessment and independent verification of compliance
with agreement provisions and/or terms (e.g., industry-

forms of assurance) without posing an unacceptable
business risk of exposure to the organization being

acceptable certification, attestation audit report, or equivalent
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Supply Chain
Management,
Transparency and
Accountability
Supply Chain
Governance Reviews
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Providers shall review the risk management and governance
processes of their partners so that practices are consistent
and aligned to account for risks inherited from other
members of that partner's cloud supply chain.
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Supply Chain
Management,
Transparency and
Accountability
Supply Chain Metrics
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Policies and procedures shall be implemented to ensure the
consistent review of service agreements (e.g., SLAs)
between providers and customers (tenants) across the
relevant supply chain (upstream/downstream). Reviews shall
be performed at least annually and identify any non-
conformance to established agreements. The reviews
should result in actions to address service-level conflicts or
inconsistencies resulting from disparate supplier
relationships.
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Supply Chain
Management,
Transparency and
Accountability

Third Party
Assessment
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Providers shall assure reasonable information security
across their information supply chain by performing an
annual review. The review shall include all partners/third
party-providers upon which their information supply chain
depends on.
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Supply Chain
Management,
Transparency and
Accountability

Third Party Audits
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Threat and Vulnerability
Management
Anti-Virus / Malicious
Software
BRLBHEOEE
FUFIAIR / BE
BYIEOTT
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Third-party service providers shall demonstrate compliance
with information security and confidentiality, access control,
service definitions, and delivery level agreements included in
third-party contracts. Third-party reports, records, and
services shall undergo audit and review at least annually to
govern and maintain compliance with the service delivery
agreements.
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Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to prevent the execution of malware on organizationally-
owned or managed user end-point devices (i.e., issued
workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.
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Policies and procedures shall be established, and supporting
processes and technical measures implemented, for timely
detection of vulnerabilities within organizationally-owned or
managed applications, infrastructure network and system
components (e.g., network vulnerability assessment,
penetration testing) to ensure the efficiency of implemented
security controls. A risk-based model for prioritizing
remediation of identified vulnerabilities shall be used.
Changes shall be managed through a change management
process for all vendor-supplied patches, configuration
changes, or changes to the organization's internally
developed software. Upon request, the provider informs
customer (tenant) of policies and procedures and identified
weaknesses especially if customer (tenant) data is used as

Threat and
Vulnerability
Management
Vulnerability / Patch
Management
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Policies and procedures shall be established, and supporting
business processes and technical measures implemented,
to prevent the execution of unauthorized mobile code,
defined as software transferred between systems over a
trusted or untrusted network and executed on a local system
without explicit installation or execution by the recipient, on
organizationally-owned or managed user end-point devices
(e.g., issued workstations, laptops, and mobile devices) and
IT infrastructure network and systems components.

Threat and Vulnerbility TVM-03
Management

Mobile Code
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