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CONSENSUS ASSESSMENTS INITIATIVE
QUESTIONNAIRE v3.0.1

Control
D

uestion

Control Domain Control Sp:

AN SRS B Applications and programming interfaces (APls) shall be designed,

developed, deployed, and tested in accordance with leading
industry standards (e.g., OWASP for web applications) and adhere
to applicable legal, statutory, or regulatory compliance obligations.
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AIS-01.2

£t AIS01.3

AIS-01.4

AIS-0LS
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Consensus Assessment Questions

Do you use industry standards (Build Security in Maturity Model
[BSIMM] benchmarks, Open Group ACS Trusted Technology
Provider Framework, NIST, etc.) to build in security for your
Systems/Software Development Lifecycle (SDLC)?

nent Questions
iR

R (Build Security in Maturity Model [BSIMM] Benchmarks
Open Group ACS Trusted Technology Provider Framework, NISTAZE)
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Do you use an automated source code analysis tool to detect
security defects in code prior to production’
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Do you use manual source-code analysis to detect security
defects in code prior to production?
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Do you verify that all of your software suppliers adhere to industry|
standards for Systems/Software Development Lifecycle (SDLC)
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(5525 oy 5o you review your aprleations for socurfy
vulnerabilities and address any issues prior to deployment to

IS SRS R prior to granting customers access to data, assets, and information
systems, identified security, contractual, and regulatory

Customer Access requirements for customer access shall be addressed.
Requirements
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Are all identified security, contractual, and regulatory requirements|
for customer access contractually addressed and remediated prior|
to granting customers access to data, assets, and information
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Are all requirements and trust levels for customers’ access
defined and documented?
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AIS-03.1

|Application & Interface | AI5-03 Data input and output integrity routines (i.e.,reconciliation and
i edit checks) shall be implemented for application interfaces and
databases to prevent manual or systematic processing errors,

corruption of data, or misuse.
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Are data input and output integrity routines (i.., reconciliation and
edit checks) implemented for application interfaces and databases
o prevent manual or systematic processing errors or corruption
of data?
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LR Policies and procedures shall be established and maintained in
support of data security to include (confidentiality, integrity, and
avalability) across multiple system interfaces, jurisdictions, and
business functions to prevent improper disclosure, alternation, or
S bt destruction.
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Is your Data Security Architecture designed using an industry.
standard (e.g, CDSA, MULITSAFE, GSA Trusted Cloud
Architectural Standard, FedRAMP, CAESARS)?
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Audit plans shall be developed and maintained to address business.
process disruptions. Auditing plans shall focus on reviewing the
effectiveness of the implementation of security operations. All
audit activities must be agreed upon prior to executing any audits.
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Do you produce audit assertions using a structured, industry
accepted format (e.g, CloudAudit/AG URI Ontology, GloudTrust,
SCAP/GYBEX, GRC XML, ISACA’s Cloud Computing Management|
Audit/Assurance Program, etc)?

EELOEHE. R TRIFANOABELIA—I IR (F-EX
[£. CloudAudit/A7 URI Ontology. CloudTrust, SCAP/CYBEX, GRC
XML, ISACA-0)Cloud Computing Management Audit/Assurance
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Independent reviews and assessments shall be performed at least
annually to ensure that the organization addresses
nonconformities of established policies, standards, procedures,
and compliance obligations.
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Do you allow tenants to view your SOG2/ISO 27001 or similar
third-party audit or certification reports’
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Do you conduct network penetration tests of your cloud service
infrastructure regularly as prescribed by industry best practices
and guidance?
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Do you conduct application penetration tests of your cloud
gularly as prescribed by industry best practices

and guidance?
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Do you conduct internal audits regularly as prescribed by industry
best practices and guidance?
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Do you conduct external audits regularly as prescribed by industry
best practices and guidance?
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Are the results of the penetration tests available to tenants at
their request?
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Are the results of internal and external audits available to tenants
at their request?
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Do you have an internal audit program that allows for cross—
functional audit of

Organizations shall create and maintain a control framework which
captures standards, regulatory, legal, and statutory requirements

reviewed at least annually to ensure changes that could affect the
business processes are reflected.
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Do you have the ability to logically segment or encrypt customer
data such that data may be produced for a single tenant only,
without inadvertently accessing another tenant's data?
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Do you have the capability to recover data for a specific customer|
in the case of a failure or data loss?

Do you have the capability to restrict the storage of customer
data to specific countries or geographic locations

Do you have a program in place that includes the ability to monitor]
changes to the regulatory requirements in relevant jurisdictions,
adjust your security program for changes to legal requirements,
and ensure compliance with relevant regulatory requirements?
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Business Continuity
Management &
Operational Resilience
Business Continuity
Planning
ERBREELER
LYYy
L2

BCRO1 BCROL1
BCR01.2

A consistent unified framework for business continuity planning
and plan shall
dopted to ensure all business continuity plans are consistent in
addressing priorities for testing, maintenance, and information
security requirements. Requirements for business continuity plans
include the following:

« Defined purpose and scope, aligned with relevant dependencies
* Accessible to and understood by those who will use them

and

B

+ Owned by a named person(s) who is responsible for their review,
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Do you provide tenants with geographically resilient hosting

Do you provide tenants with infrastructure service failover
capability to other providers?
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BCR02 BCR-02.1

Business Continuity Business continuity and security incident response plans shall be
Management & subject to testing at planned intervals or upon sigrificant
Operational Re: or
Business Continui
Testing
EEREEELER
[TVESZ3
ERMET X

changes.

plan:
shall involve impacted customers (tenant) and other business
relationships that represent critical intra-supply chain business
process dependencies.
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Are business continuity plans subject to testing at planned
intervals or upon significant organizational or environmental
changes to ensure continuing effectiveness’
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Business Continuity Data center utilties services and envi
Management &

Operational Re:

nmental conditions (e.g.,
water, power, temperature and humidity controls,
telecommunications, and internet connectivity) shall be secured,

interception or damage, and designed with automated fail-over or
other redundancies in the event of planned or unplanned

relevant for their business needs. The control framework shall be
disruptions.
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Do you provide tenants with documentation showing the transport
route of their data between your systems?

77 LT, Y—ERRIHEL AT LAEROT—AOBER
BETL? XELRULTOFETH?

(Can tenants define how their data is transported and through
which legal jurisdictions?
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Business Continuity
Management &
Operational Re:

Documentation

Business Continuity.
Management &
Operational Resilience
Environmental Risks
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Business Continuity
Management &
Operational Re
Equipment Location
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Business Continuity
Management &
Operational Resilience
Equipment
Maintenance
ERMREE L ER
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Business Continuity
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Business Continuity
Management &

Business Continuity
Management &
Operational Re
Policy
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Business Continuity
Management &
Operational Re:
Retention Pol
ERBREE t EA
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Change Control &
Configuration
Management
New Developmenll
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Change Control &
Configuration
Management
Outsourced
Development
TEER L WREE
RO BRI

[Change Control &

Change Control &
Configuration
Management
Unauthorized Software
Installations
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[hange Control &

BCRO4 BCR04.1

BCR-05 BCR-05.1

BCR06 BCR06.1

BCR-07 BCR-07.1

BCR-07.2

BCR-07.4.

BCR-08

BCR09 BCR09.1

BCR09.2

BCR09.3

BCR-10 BCR-10.1

BCR-11 BCR111

BCR-11.2

BCR-1LS5

€CC-01 CCC-01.1

ccc01.2

€Cc-02 CCc-02.1

ccc02.2

ccc03.1

ccc03.2

ccc03.3

ccc03.4

€CC-04 CCC-04.1

DSI-01  DSI-OL1

(eg. and user
guices, and architecture diagrams) shall e madie available to
authorized personnel to ensure the followiny

« Configuring, installing, and operating the information system
« Effectively using the system’s security features
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Are information system documents (e.g, administrator and user
guides, architecture diagrams, etc.) made available to authorized
personnel to ensure configuration, installation and operation of the.
information system?
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Physical protection against damage from natural causes and
disasters, as well as deliberate attacks, including fire, flood,

electrical disch lar induced torm,

wind, earthquake, tsunami, explosion, nuclear accident, volcanic
activity, biological hazard, civil unrest, mudslide, tectonic activity,
and other forms of natural or man-made disaster shall be
anticipated, designed, and have countermeasures applied.
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Is physical protection against damage (e.g. natural causes, natural
disasters, deliberate attacks) anticipated and designed with
countermeasures applied?
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To reduce the risks from environmental threats, hazards, and
opportunities for unauthorized access, equipment shall be kept
away from locations subject to high probability environmental risks
and supplemented by redundant equipment located at a
reasonable distance.
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Are any of your data centers located in places that havu a high
f high-impact isks (floods,
tornadoes, earthquakes, hurricanes, etc.)?

TR AE EHURY (K. BE R AR
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Policies and procedures shall be established, and supporting
business d technical measures

Y AT LOEROMEH L RTERAOEREERICT 57

equipment maintenance ensuring continuity and avalability of
operations and support personnel.

LN RFICHT Z2AHRUFIRERIL, Chot

If using virtual infrastructure, does your cloud solution include
independent hardware restore and recovery capabilities?
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If using virtual infrastructure, do you provide tenants with a
capability to restore a Virtual Machine to a previous state in time?
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If using virtual infrastructure, do you allow virtual machine images
o be downloaded and ported to a new cloud provider?

FEEBENATABE. RET O/ A—JFF I 0—FLHL
WOSOREREIHBITT SrENTEET 1 ?

If using virtual infrastructure, are machine images made available
to the customer in a way that would allow the customer t
replicate those images in their own off-site storage location?
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Does your cloud solution include software/ provider independent.
restore and recovery capabilities?

D5FIa—2aVIE JIRIIT OIS IR EREITEFLELY
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Protection measures shall be put into place to react to natural and
man-made threats based upon a geographically-specific business
impact assessment.
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Are security mechanisms and redundancies implemented to
protect equipment from utility service outages (e.g. power failures|
network disruptions, etc.)?

TF )T AANALENRIER, 1—71)T (T —EABRIELT:
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There shall be a defined and documented method for determining
the impact of any disruption to the organization (cloud provider,
cloud consumer) that must incorporate the following:

« Identify critical products and services

« Identify all dependencies, including processes, applications,
business partners, and third party service providers

« Understand threats to critical products and services

« Determine impacts resulting from planned or unplanned
disruptions and how these vary over time

« Establish the maximur tolerable period for disruption

« Establish priorities for recovery

« Establish recovery time objectives for resumption of critical
products and services within their maximum tolerable period of
disruption

« Estimate the resources required for resumption
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Do you provide tenants with ongoing visibility and reporting of your|
operational Service Level Agreement (SLA) performance?

T HHLC. BBF OSLAQETRSEI=OL T, ATBIEELR—
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Do you make standards-based information security metrics (CSA,
CAMM, etc) available to your tenants?

T E, REI-R <R £+ 217 O Ta1R (CSA, CAMMBGE) &
HETEEIN?

Do you provide customers with ongoing visibility and reporting of
your SLA performance?

[EISHLT, ERHOSLAGE RIS DL T, ABILEL TR —7 4>
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Policies and procedures shall be established, and supporting
business processes and technical measures implemented, for
appropriate IT governance and service management to ensure
appropriate planning, delivery and support of the organization's IT
capabilities supporting business functions, workforce, and/or
customers based on industry acceptable standards (ie., ITIL vd and
COBIT 5). Additionally, policies and procedures shall include
defined roles and responsibilities supported by regular workforce
training.
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Are policies and procedures established and made available for all
personnel to adequately support services operations’ roles?
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Policies and procedures shall be established, and supporting
business d technical measures i for

FYY—RUFIAZREIL, INoe@WRT5LH0EET

defining and adhering to the retention period of any critical asset

recovery measures shall be incorporated as part of business
continuity planning and tested accordingly for effectiveness.
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Do you have technical control capabilities to enforce tenant data |77 ~F7 —SDRAFRUL—ERIET - ORAHNTEERAE
retention policies? FoTWETH?
Do you have a documented procedure for resncndmg to requests | AT PH=EMANOT T b —SORREBRSN-BECHT

for tenant data from governments or third parties
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Have you implemented backup or redundancy mechanisms to
ensure compliance with regulatory, statutory, contractual or
business requirements’

WAl RS R0, ESFADERISHT 53T 517V REBFET)
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Do you test your backup or redundancy mechanisms at least.
annuallv?

l(&ﬁ!ﬁ 1AL XY I Ty T BV R RIEREDT RAFET>TL

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
ensure the development and/or acquisition of new data, physical
or virtual applications, infrastructure network and systems
orany corporate, opera d/or data center
facilities have been pr h

s business
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Are policies and procedures established for management
authorization for development or acauisition of new applications,
systems, databases, infrastructure, services, operations and
facilities?
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leadership or other accountable business role or function.
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available that describes the installation,
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and use of pr

External business partners shall adhere to the same policies and
procedures for change management, release, and testing as
internal developers within the organization (e.g., ITIL service
management processes).
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Do you have controls in place to ensure that standards of quality
are being met for all software development?
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(T 51 DEBFTETVET N ?

Do you have controls in place to detect source code security
defects for any outsourced software development activities?

BRI JF L7 HREEB AT, J—AI—FEDEFa)T(
FREEROTELHDERETETNETH?

Organizations shall follow a defined quality change control and
testing process (e.g., ITIL Service Management) with established
baselines, testing, and release standards which focus on system
availability, confidentiality, and integrity of systems and services.

iy, YRTFLEY - EROAMAK, BEE, RelEE
HETBR=ZFA4 7 TRAIRUY Y —2OBELFEL
fo. BRCERSNARQHERUVEEERE 72 F /0L
BIZE MY —ERRFIAY b)) ICiEbRiThd e h
W

Do you provide your tenants with documentation that describes
your quality assurance process?
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Is documentation describing known issues with certain
oroducts/services available?
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(Are there policies and procedures in place to triage and remedy
reported bugs and security vulnerabilities for product and service
offerings?
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[Are mechanisms in place to ensure that all debugging and test
code elements are removed from released software versions?
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Policies and procedures shall be established, and supporting

business processes and technical measures implemented, to

restrict the installation of unauthorized software on

organizationally-owned or managed user end-point devices (e.

issued workstations, laptops, and mobile devices) and IT
network and syst
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Policies and procedures shall be established for managing the
risks assosiated with applying changes to:

or customer g (physical and
it applications and system-system nterfce (APD docigns
and configurations.

- Infrastructure network and systems components.

Technical measures shall be implemented to provide assurance
that all changes directly correspond to a registered change
request, business~critical or customer (tenant), and/or
authorization by, the customer (tenant) as per agreement (SLA)
orior to denlovment

Do you have controls in place to restrict and monitor the
installation of unauthorized software onto your systems?
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Do you provide tenants with documentation that describes your
production change management procedures and their
roles/rights/responsibilities within it?

BEEROZEETEFHE, RUETTIETAGEH/ MR/ KEIS
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Data and objects containing data shall be assigned a classification
by the data owner based on data type, value, sensitivity, and
criticality to the organization.
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Do you provide a capability to identify virtual machines via policy
tags/metadata (e.g., tags can be used to limit guest operating.
systems from booting/instantiating/transporting data in the wrong|
country)?
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DSI-01.2

DSI-01.3

DSI-01.4

DSI-OL5

DSI-0L6

DSI-0L7

Do you provide a capability to identify hardware via policy
tags/metadata/hardware tags (e.g. TXT/TPM, VN-Tag, etc)?

R 55+ 5/N—FOI7ET (F-EAIE, TXT/TPM, VN-
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Do you have a capability to use system geographic location as an
factor?
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[Can you provide the physical location/geography of storage of a
tenant’ s data upon request?

;*‘—FL'(~T,'/*T*5”)7\>‘P COHEN/RENLEOR
WERETEFZIN?

[Can you provide the physical location/geography of storage of a
tenant's data in advance?

Do you follow a structured data-labeling standard (e.g., ISO 15489,
Oasis XML Catalog Specification, CSA data type guidance)?
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Do you allow tenants to dui'ne acceptable geographical locations
for data routing or resourc
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LSRR Policies and procedures shall be established, and supporting

business processes and technical measures implemented, to

geographically distributed (physical and virtual) applications and
infrastructure network and systems components and/or shared
with other third parties to ascertain any regulatory, statutory, or
supply chain agreement (SLA) compliance impact, and to address.
any other business risks associated with the data. Upon request,
provider shall inform customer (tenant) of compliance impact and
risk, especially if customer data is used as part of the services.
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Do you inventory, document.and maintain data fws for data that
is resident (permanent or temporary) within the services™
applications and infrastructure network and systems?
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Can you ensure that data does not migrate beyond a defined

C
geographical residency?
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DSI-03  DSI-03.1

Data related to electronic commerce (e-commerce) that traverses
public networks shall be appropriately classified and protected
from fraudulent activity, unauthorized disclosure, or modification
in such a manner to prevent contract dispute and compromise of
data,

Information Lifecycle
—
eCommerce
| Transactions.
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DSI-03.2
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Do you provide open encryption methodologies (3.4ES, AES, etc)
to tenants in order for them to protect their data if it is required
to move through public networks (e.g., the Internet)?

FFB TV FINT=5 (F-ERE AV5—F N TEET S
DB, &)év‘-&%‘&}!‘!’é —RISHIAAREGES TR
(34ES, AESHE) ERBPLTLET A1 2

(o LEBDNET AR

TWET)

Do you utilize open encryption methodologies any time your
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DSI-04  DSI-04.1

D51-04.2
security Policy

T-2teFalUTaL

WERT A 791 ILVE

. 7 RUERRL TRIST BHEH 2 RE L BITMIEL S
(0N

infrastructure components need to communicate with each other ‘Z‘\i 1]= ¥l At W@ 1 Héﬂ_{&;é}; o "#
via public networks (e.g., Internet-based replication of data from E = 2 VRIS
e amsigonment to anctber’ " EEERLCLET 2

Policies and procedures shall be established for labeling, handling, | 7*— % s U7 — 4 2 &G4 7 = 7 b O F <1 ¥4/, JLiEY |Are policies and procedures established for labeling, handiing and | TERUT— ‘z_awrwmms&u;m mgnwu, Fa

and the security of data and objects which contain data. B, 2% 2 U7 DIBORY S ROEIRERT LA the security of data and objects that contain data? DFADI=ODR) S —RUFIRERMILTNET 5 2

Mechanisms for label inheritance shall be implemented for objects ) - b = TES<

" Ehaotn, F— L TRINT 247 kiz  [Are mechanisms for label inheritance implemented for objects that| 7 —5Z&F LD THMT 54 TV THMIF SNLERELTRIFT 5
that act as aggregate containers for data. n - TosER TS = act as aggregate containers for data? HEBERELTVETH?
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Data Security &
Information Lifecycle

LSRRGSR Production data shall not be replicated or used in

nts. Any use of customer data in non-production
environments requires explicit, documented approval from all
customers whose data is affected, and must comply with all legal
and regulatory requirements for scrubbing of sensitive data
clements.
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Do you have procedures in place to ensure production data shall
not be replicated or used in non-production environments?
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DSI-06  DSI-06.1

Data Security .
Information Lifecycle
Management
Ownership /
|Stewardship
F—geFaUTAE
EETATHAIVE
2

All data shall be designated with stewardship, with assigned
defined, and

FTRTUOBBICH L TEREEENER SN, TOREEE
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Are the responsibilities regarding data stewardship defined,
assigned, documented, and communicated

TAEEREEOREL, EBSh, XELSh, BRShTOET
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Data Security &
Information Lifecycle
Management

Secure Disposal
F—stvEeFal
71

REUWFER

LERUAIDEEIERN olicies and procedures shall be established with supporting
business processes and technical measures implemented for the
secure disposal and complete removal of data from all storage
media, ensuring data is not recoverable by any computer forensic

DSI-07.2
DS CZ means.
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Do you support secure deletion (e.g., degaussing/cryptographic.
wiping) of archived and backed-up data as determined by the
tenant?
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Can you provide a published procedure for exiting the service
arrangement, including assurance to sanitize all computing
resources of tenant data once a customer has exited your
environment or has vacated a resource?
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Datacenter Security  DCS-01
|Asset Management.

F-serReFal

Assets must be classified in terms of business criticality, service-
level expectations, and operational continuity requirements. A
complete inventory of business-critical assets located at all stes
and/or geographical locations and their usage over time shall be
mxmlained and updzted regulzr\y, and assigned ownership by

HEGFLLOTER, Y- EALSLOBHGE EROM
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Do you maintain a complete inventory of all of your critical assets
that includes ownership of the asset!

FTATOEZLHEICOVT, REDEEF Elownership)EFLTE
EREREMBLTLFTH?

Do you maintain a complete inventory of all of your critical supplier]
relationships?
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Datacenter Security  DCS-02
Controlled Access Points
F-gevReFal
74

YhR-AEhET

PRI

Pryscalsecuriy panmeters (e, fences, wall, Gariers, auards,
gates, electronic physical

reception desks, and security patrols) shall be implemented to
safeguard sensitive data and information systems.

BHaT -2 RUKES 2T LERET 27010, HENL
tF2UFAER (xR E M EHE S &
FHER. WENRLEAH=X4L, BRRTRI, RENT
A—ABE) ZRELEFRERLEL,

Are physical security perimeters (e.g. fences, walls, barriers,
guards, gates, electronic surveillance, physical authentication
mechanisms, reception desks, and security patrols) implemented?

&E&ﬂ&t%l‘h‘#ﬂ# Iz EWA, 7k
EAR, MENR =X Lay ﬁi"ﬁﬂw P2 —Jb’;f?i%
FELTOET

LEEE TN ER SR ER RN Automated equipment identification shall be used as a method of
connection authentication. Location-aware technologies may be
used to validate connection authentication integrity based on

known equipment location.
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Is automated equipment identification used as a method to
validate connection authentication integrity based on known
equipment location?
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DCS-04.1

Authorization must be obtained prior to relocation or transfer of
ati hardware, software, or data to an offsite premises.

— Sy atFal
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Do you provide tenants with documentation that describes
scenarios in which data may be moved from one physical location
to another (e.g. offsite backups, business continuity failovers,
replication)?
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Datacenter Security  DCS-05 DCS-05.1
Off-Site Equipment

F-serReFal

Policies and procedures shall be established for the secure disposal
of equipment (by asset type) used outside the organization's
premise. This shall include a wiping solution or destruction process
that renders recovery of information impossible. The erasure shall
consist of a full write of the drive to ensure that the erased drive is
released to inventory for reuse and deployment or securely stored
until it can be destroyed.
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Can you provide tenants with evidence documenting your policies
and procedures governing asset management and repurposing of
equipment?
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Datacenter Security  DCS-06. Policies and procedures shall be established, and supporting
business processes implemented, for maintaining a safe and secure!
working environment in offices, rooms, facilities, and secure areas

storing sensitive information.
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Can you provide evidence that policies, standards, and procedures
have been established for maintaining a safe and secure working
environment in offices, rooms, facilities, and secure areas?
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Can you provide evidence that your personnel and involved third
parties have been trained regarding your documented policies,
standards, and procedures?
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Datacenter Security - DCS-07 DCS-07.1

|Secure Area

Ingress and egress to secure areas shall be constrained and
monitored by physical access control mechanisms to ensure that
|Authorization only authorized personnel are allowed access.
F—serReFal
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Do you allow tenants to specify which of your geographic locations|
their data is allowed to move into/out of (to address legal
ljurisdictional considerations based on where data is stored vs.
accessed)?

(F—AORE TILADBHI-LYZERIHTEERFRERTE
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Datacenter Security  DCS-08 DCS-08.1
Unauthorized Persons

Entry

F-sevaeFal
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Ingress and egress points such as service areas and other points
where unauthorized personnel may enter the premises shall be
monitored, controlled and, if possible, isolated from data storage
and processing facilities to prevent unauthorized data corruption,
compromise, and loss.
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Are ingress and egress points, such as service areas and other
points where unauthorized personnel may enter the premises,
monitored, controlled and isolated from data storage and process?

FASLTOELNENBRAICIE AT REOHEY —ERT)T
HEDHADTDMROEA I, BRL, FEL, T—2ORERVL
BERALRELTLOET S ?




DCS-09 DCS-09.1

Datacenter Security.

User Access
—sevatFal

74
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Physical access to information assets and functions by users and
support personnel shall be restricted.

FIAERUYH— b 22y 71 & 2EREERVERLEE
HEAOYENT 7 2 2EHBLLITHIEE S0,

Do you restrict physical access to information assets and
functions by users and support personnel?
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Encryption & Key. EKM-01/ EKM-01.1
Management

Entitlement

Keys must have identifiable owners (binding keys to identities) and
there shall be key management policies.

RITTREBARENFEL OEVRETA TV T4
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Do you have key management policies binding keys to identifiable
owners’

BMEHA TG AS R TOREER) S —ABYETH?

LR policies and procedures shall be established for the management
of cryptographic keys in the service's cryptosystem (e.g., lifecycle
management from key generation to revocation and replacement,
public key infrastructure, cryptographic protocol design and
algorithms used, access controls in place for secure key generation,
and exchange and storage including segregation of keys used for
encrypted data or sessions). Upon request, provider shall inform
the customer (tenant) of changes within the cryptosystem,
especially if the customer (tenant) data is used as part of the
service, and/or the customer (tenant) has some shared
responsibility over implementation of the control.

EKM-02.2

EKM-02.3

EKM-02.4

EKM-02.5
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Do you have a capability to allow creation of unique encryption
keys per tenant?

TIURCECRADBSREFRTHIENTEETH ?

Do you have a capability to manage encryption keys on behalf of
tenants

THOFORBELTHSRETET SMRENBYETH ?

Do you maintain key management procedures?

REBFREETTLVETAHN?

Do you have documented ownership for each stage of the lifecycle]
of encryption keys?

BRROSTFIILDERT—JIET M EREEXEELT
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Do you utilize any third party/open source/proprietary frameworks|
to manage encryption keys?

ESROTE, B=H-EP, F—T2V—RID, F-
DIL—LI=IEFALTOETH?

Z0UE R policies and procedures shall be established, and supporting
business processes and technical measures implemented, for the
use of encryption protocols for protection of sensitive data in
storage (e.g., file servers, databases, and end-user workstations)
and data in transmission (e.g., system interfaces, over public
networks, and electronic messaging) as per applicable legal,
statutory, and regulatory compliance obligations.

EKM-03.2

B Sk & REIE

T — 52 ORE FANESS

EKM-03.4
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Do you encrypt tenant data at rest (on disk/storage) within your
environment?

HSIFRBT TR (TARIPANL—D)TEMEDT—FEES
fELTLETH?

Do you leverage encryption to protect data and virtual machine
images during transport across and between networks and
hypervisor instances?

FURT—OMBRUNA = AF— AV REAMOBEITBT,
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Do you support tenant-generated encryption keys or permit
tenants to encrypt data to an identity without access to a public
key certificate (e.g., identity-based encryption)?

T MERLEESREGR—FLETH 2 HILE,
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Do you have documentation establishing and defining your
encryption management policies, procedures, and guidelines?

[EBEEER S — FHe. AAF 7 EMBELRELCXBIELT|
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EKM-04.1

Encryption & Key
Management
Storage and Access
S & BEE
RELT /L2

Platform and data appropriate encryption (e.g., AES-256) in
open/validated formats and standard algorithms shall be required.
Keys shall not be stored in the cloud (i.e. at the cloud provider in
question), but maintained by the cloud consumer or trusted key
management provider. Key management and key usage shall be
separated duties
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Do you have platform and data appropriate encryption that uses|
open/validated formats and standard algorithms?

F—TURRIEFHDIA—IIFERETLTIXLER = Ty
P — LT —SISELLE B AR ERALTOET 2

Are your encryption keys maintained by the cloud consumer or a
trusted key management provider?
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Do you store encryption keys in the cloud?

Do you have separate key management and key usage duties?

BSRE. ISOFRRAELTVET A ?

REBLREAOMBOMORMET>TLETH?

(PR T S IVEG VR RN 6aseline security requirements shall be established for developed
or acquired, organizationally-owned or managed, physical or
virtual, applications and infrastructure system, and network
components that comply with applicable legal, statutory, and
regulatory compliance obligations. Deviations from s!andard
must be authorized

management policies and procedures prior to deployment,

HRFYREVRIE GRM-01.2
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GRM-01.3

provisioning, or use. Compliance with security baseline BELE BA, R @RS, ZEEEHRY Y ~RUF |mahine image to ensure conformance to their own internal OO CE B < 0
requirements must be reassessed at least annually unless an JEICE TV TERRE NG T NER LB, €% 2 ) F 1 ~— [standards?

alternate frequency has been established and authorized based on [ 2 5 f > E(FOBFRITIL, £V F RBRIZHITVIBIED

business needs. S AT N, ATOAWEY, bk s L EIER
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Do you have documented information security baselines for every
component of your infrastructure (e.g. hypervisors, operating
systems, routers, DNS servers, etc)?
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Do you have the capability to continuously monitor and report the
compliance of your infrastructure against your information security|
baselines?

41771%77?'«‘7)'\ A5 X TR T o TRRER
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Do you allow your clients to provide their own trusted virtual
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Governance and Risk  GRM-02 GRM-02.1 [ ated with

shall be conducted at planned intervals and shall consider the
following:

« Awareness of where sensitive data is stored and transmitted
across applications, databases, servers, and network infrastructure
« Compliance with defined retention periods and end-of-life
disposal requirements

« Data classification and protection from unauthorized use, access,
loss, destruction, and falsification
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Do you provide security control health data in order to allow
tenants to implement industry standard Continuous Monitoring
(which allows continual tenant validation of your physical and
lnsical contral status)?
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Do you conduct risk assessments associated with data
governance requirements at least once a year
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Governance and Risk
Management
Management Oversight
HNFYREVRIE
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Managers are responsible for maintaining awareness of, and
complying with, security policies, procedures, and standards that
are relevant to their area of responsibility.

EEE, BOORERECHbE X2 T4 RY P~
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(Are your technical, business, and executive managers responsible
for maintaining awareness of and compliance with security policies,| &
procedures, and standards for both themselves and their
employees as they pertain to the manager and employees’ area of
responsibility?

B N BENONAED NAREATTONE [ BIER
DERDEEH 2T
?\E. §$Eﬁlﬁaﬂ <3
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Governance and Risk
Management
Management Program
HRFYREYRIE
=

L PPN

[LUZHCIEER An Information Security Management Program (ISMP) shall be
developed, documented, approved, and implemented that
includes administrative, technical, and physical safeguards to
protect assets and data from loss, misuse, unauthorized access,
disclosure, alteration, and destruction. The security program shall
include, but not be limited to, the following areas insofar as they
relate to the characteristics of the business:

* Risk management

« Security policy

« Organization of information security

* Asset management

* Human resources security

« Physical and environmental security

* Communications and operations management

* Access control

« Information systems acquisition, development, and maintenance|

GRM-04.2

RERVT -2 &8% BA, FISATLELT 74
BR. AFA. BENORET D00, BB, R,
HEOREEELSCEREF VT 23T XY bT0S
74 (sMP) ABAFEX N, XE &N, KREh, EiEEh
BEAERLRN, X2 UTF4TO7T LIS, BEOBIE
CEbBEET, (ThLIRET 250 TEELA) UTF
DEFEGHEFNERESHL,

SUROER
cFa YTk
e F YT OB OB
- AEEE

CAEF2 YT

- MEORURENEFY T4
- BERVERER

T 7 A5

Do you provide tenants with documentation describing your
Information Security Management Program (ISMP)?

ﬁ!lt#—a‘JT4€1!7E7’7A(ISMP)§!EKLf XEE. TTUMNT
RELTOE

Do you review your Information Security Management Program
(ISMP) at least once a year?

ﬁmt#—a‘J74Ei!7n77A(|sMP)§ DIECEBTFIZ—)
Ea-LTOETH?

(I TN IV IR e xecutive and line management shall take formal action to support

information security through clearly-documented direction and
commitment, and shall ensure the action has been assigned.

Support/Involvement
HRFYREYRIE
=

T

REMETA 2RI AY M, BRCXBLSNIIERE
PXYPEBLUTHREES2 U T 1 2T 5700
EXBEBELBEL. MSTHHE) HToND L 2REC
Lisithigis o,

Do you ensure your providers adhere to your information security
and privacy policies’

FHEMIH TS tXﬂ)?Q%{é)ciJ( Iﬂﬂﬂ)ﬁ!it#—a‘h‘ﬂ’»
—ETSA =R~

(SIEETE L R LR LIV N Information security policies and procedures shall be established
and made readily available for review by all impacted personnel
and external business relationships. Information security policies
must be authorized by the organization's business leadership (or
other accountable business role or function) and supported by a
strategic business plan and an information security management
program inclusive of defined information security roles and

responsibilities for business leadership.

GRM-06.2

GRM-06.3

GRM-06.4

EEEF2 VT4 ORY Y —EFIREHEL, HRELDT
NTORFARVABOMS BIFREN O THEBTES &
SELTHEraPhEL OB, FEEF2 YT OKY

Y—li, MEOFEEEE (FLEXTOREEAIEBLO
BES LB (&> TRBEN, BENLFEHE

b, FERAEORBLF 21U T (CHTBRB L HEES
O, EEeF2 VT ERTOY T AL TEBRENLY

Do your information security and privacy policies align with
industry standards (IS0-27001, 1S0-22307, CoBIT, etc.)?

TRREF 27 1E7 1/ — RIS —13. RIBEE (150-27001,
150-22308, CoBITZE)EBBLTUET H' 2

Do you have agreements to ensure your providers adhere to your
information security and privacy policies?

Qﬁﬂﬁ(-%?‘é(’f—t‘xtbléﬁgxﬁ Qﬁﬂﬂﬂ)f‘ﬁt#;\‘h‘ﬂ‘"
2T HROELTVET

Can you provide evidence of due diigence mapping of your

‘!Eﬁ. 7—4—77¥v. 7!2117\17); ﬁﬂl&!ﬂﬁ$l—i¢?éiﬂé&i

controls, architecture, and processes to regulations and/or

Do you disclose which controls, standards, certifications, and/or
regulations you comply with

&ﬂ)!l!!(ﬁti) 33(24 L) RNBEETHRELTLED
BRTEET:

GRM-07 GRM-07.1

Governance and Risk
Management

Policy Enforcement
HRFYREYRIE
=

A formal disciplinary or sanction policy shall be established for
employees who have violated security policies and procedures.
Employees shall be made aware of what action might be taken in
Fe T | the event of a violation, and disciplinary measures must be stated

X2 UTAFRY - RUFIRICER LAHEEICHTHE
A FOHR Y > —2RHB ML SE L,
WEBFRR LSS LohaiBER#LTWETR

Is a formal disciplinary or sanction policy established for
employees who have violated security policies and procedures?

—&v*nm:;&u HXRISHTIEXGRE
—EMILTVETH?

TFaUT A
BHBEHHOK,

re employees made aware of what actions could be taken in the

—RUFHIET, HAERDOBEICE DL GBS
e, HRAHRETHEIILTVETH?

Governance and Risk
Management

Policy Impact on Risk
|Assessments
HRFYREYRIE
=

YRITERAY P

GRM:

relevant and effective.

Y. RO EFH LB AEE 5B,

in the policies and procedures. K75 BRI Y & —ROFIMCHARL TULIN [oent of a violation via their policies and procedures?
oL,
Risk assessment result shall include Updates (0 securty polies, | 2% 1) 74 ) /. S, PR, OB (% 5 & f; |00 sk assesament recuts include updates o securky polcies, | 107 X FORRITE, B Tmokys — 3 BERT
procedures, standards, and controls to ensure they remain 5 TOESH?
procedures, sandards, and controls to ensure that they remain | e iz pock 55 e ipic, ) 20 7R3 A bR |Tcture standards,

Governance and Risk  GRM-09 GRM-09.1

The organization’s business leadership (or other accountable
business role or function) shall review the information security
policy at planned intervals or as a result of changes to the

w2 VT4 BEE BahME, EREME. ZUM. RONER. &

BERF EOBTRBICHBICEET 2L ERRICT 2

Do you notify your tenants when you make material changes to
‘security and/or privacy policies?

BEREFL)TAHINFT1/ 30—
MNZHs g TOETH?




organization to ensure its continuing alignment with the security
strategy, effectiveness, accuracy, relevance, and applicability to
legal, statutory, or regulatory compliance obligations.

HEEOBEXFEE (FLETOEEEZEIEBELD
@B L IZBE) (3.
2, EEEF2 U T A RY Y- RESHUNEESH L,

Do you perform, at minimum, annual reviews to your privacy and
security policies?

TS\ —EF2ITADRIL—ITONT, BEIFTECL
Ea—LTLETH?

Governance and Risk
Management

Risk Assessments
HRFYREYRIE
=

YRITERAY b

[LETHIETRN Aligned with the enterprise-wide framework, formal risk
assessments shall be performed at least annually or at planned
intervals, (and in conjunction with any changes to information
systems) to determine the likelihood and impact of all identified
risks using qualitative and quantitative methods. The likelihood
and impact associated with inherent and residual risk shall be
determined independently, considering all risk categories (e.g.,
audit results, threat and vulnerability analysis, and regulatory.
compliance).

GRM-10.2

BESNAETATOY Ry ORETEIEE REEE, BN
RUEEBHFRIC L > CGHET 2750, BRSGOREH
CEELAERABYRITERAY b2, DHESEDERE
CIEEHES NMBT (X5 CHEY 2T AOEERIC) %
L hEL ok, B YRS RURFY R ORER
HEMRUBBER, TRTOYRIHATTY BIRIE, EE

Are formal risk aligned with the
ramowork and performed at least annually, or at planned intervals,
determining the likelihood and impact of all identified risks, using
qualitative and quantitative methods?

B ERIGURTT LAV 'P’s(kti!
@, Ff| fiﬁit’)ﬂﬂﬁ'ﬂimL EMNFERITERNFEEER
T HESTATOL IZ?ﬂJﬂi'}iEfi&Uu!)!E%’JlﬁL‘(L‘

Is the likeliood and impact associated with inherent and residual
risk determined independently, considering all risk categories (e.g.
audit results, threat and vulnerability analysis, and regulatory

R, BT E E) X8
L, M L TS na s o

li‘}?s’}&l}i!ﬁ‘ﬁﬂl M!Téﬂi'}ﬁfi&!}w#&ll IR
TOURIHTI (2EAIE, EERR, BESTRUEBIEST,
ﬁﬂlmi?iﬁk&)%ﬁm )\hi LT, L)Y L THERL TLY

Governance and Risk
Management

Risk Management
Framework
HNFYREVRIE
2
YRIEBTL—L
-

Risks shall be mitigated to an acceptable level. Acceptance levels
based on risk criteria shall be established and documented in
accordance with reasonable resolution time frames and
stakeholder approval.

YRTE, BEAELZLALCETERS NG TNIELRS L
Lo URZEECETCEFAML LA, BETRRE
TOMMEAEBREORRICESVTED LN, XELS
NEFREE 5BV,

Do you have a documented, organization-wide program in place to
manage ris|

VASEBISHLT, XELL-ERERISEMENET0TSLER
BLTLET A ?

Do you make available documentation of your organization-wide
risk management program?

MREROIRIEETOTSLOXEE. FIMATREISLTOET
ne

Human Resources:
|Asset Returns.
AE

e

LLEEEEEF R Upon termination of workforce personnel and/or expiration of
external business relationships, all organizationally-owned assets

shall be returned within an established period.

HRS-01.2

RERORERH

WIESHER & DELSIR AT,

BICRET 2T TORELZEH SNMAMAICEN LS
hiEt o,

Are systems in place to monitor for privacy breaches and notify.
tenants expeditiously if a privacy event may have impacted their
data?

BEEE=5—L. 5.
5 Qiﬁxé'ﬁﬂ&ﬁ‘béﬂA
'/XTAM&)U&?’A

DA~ T T
FUMZREIHS €D

Is your Privacy Policy aligned with industry standards?

TN =R —(E RRRECRELTOET 1 2

Human Resources:
Background Screening.
AE

REZY vy

HRS-02.1

Pursuant to local laws, regulations, ethics, and contractual
constraints, all employment candidates, contractors, and third

parties shall be subject to background verification proportional to
the data classification to be accessed, the business requirements,

st accantabin vieb

Ritioikte, Rl HERUZWELONBFAEICHE T, ¥
~TORAFEE, BNERVEZEOREL Liadh
b7, 0 TORAESNBT-ROSH, ¥
BT EE D BETLES | 2 4 CT h hh (F

&

Pursuant to local laws, regulations, ethics, and contractual
constraints, are all employment candidates, contractors, and
involved third parties subject to background verification?

BOER. Bl RERUZHELOWNERFALLT. TTO
gﬁgff" TRERUEMT E. T HREDHRETS
NET A2

Human Resources
Employment
|Agreements

AE

AR

UL ERETEER ] Employment agreements shall incorporate provisions and/or terms.
for adherence to established information governance and security
policies and must be signed by newly hired or on-boarded
workforce personnel (e.g., full or part-time employee or contingent
staff) prior to granting workforce personnel user access to

corporate facilities, resources, and assets

HRS-03.2

HRS-03.3

HRS-03.5

ERZOEICIE, NESNEESF Y ARUEF 2
FA ¥ —OBFIEAT IRERVENZEH, FHREA
ENFFTEHTCHASNIARBR (T2 LETls
N— b A LERE, BRERETY) ChEORE '
BaEwaINES

Do you specifically train your employees regarding their specific
role and the information security controls they must fulfill?

ARADVBFT AEREOEBERBEF2)T(EERITOVT,
HEROUFEERELTVETH ?

Do you document employee acknowledgment of training they have.
completed?

HRAPETLEBEIOVTENERETOINERZHYETH ?

Are all personnel required to sign NDA or Gonfidentiality BB/ TR ORRET A0, I ~COREAIHL CRADER
\greements as a condition of employment to protect ELTNDAB B EHEE RIFRHITY 12T DEIBRLTNET 1 ?

customer/tenant information?

Is successful and timed completion of the training program
considered a prerequisite for acquiring and maintaining access to
sensitive systems

F—=257075 LOBRADS T &, EBUAT ANDTIER
DHA, RUT 7L AR BFOLHODRERMELTVET M ?

Are personnel trained and provided with awareness programs at
least once a year?

LT RURBEBHH-HOTOYT

BIEIFIC—E, ERBITHL-
SLERBLTVET A ?

Human Resources
Employment
[Termination

AE

EROKRT

LLESVR Y Roles and
or change in employment procedures “hall b assigned,

documented, and communicated.

for perf termination

EROET S L HERFHRE OEBIHT 2RERUEE
3, BRECEY YToh, XELEh, BRShLUhEL
S,

Are documented policies, procedures, and guidelines in place to
govern change in employment and/or termination?

&R ﬂﬂﬂ)!!h&ﬂﬁ?%tiﬁl?é XEEENFARS—F
B ARV ERBERTOET D

Do the above procedures and guidelines account for timely.
revocation of access and return of assets?

EROFIRRUAIEFIVICIE BAL)—BT I L AEDKH R
EOBEHOVTRELTUVET 1 2

Human Resources SLESIEEER T Policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
manage business risks associated with permitting mobile device
access to corporate resources and may require the implementation
of higher assurance compensating controls and acceptable-use
policies and procedures (e.g., mandated security training, stronger

identity, entitlement and access controls, and device monitoring).

Mobile Device
Management

ESRANT A RER

TEOEFADESAATFRAZDNEDOT I LR
ZERBETAEVARY RS EERT BB, A
RUFIRERIL, ThosWRT2:00%H7 0k
UHIFIEE RE LB IR S0,
FH (£¥aUT
HEET I HE, T4 2AERBE) EMYANDZE
&Y, ERFLHETSNBEAARIETEHY fiz

Are policies and procedures established and measures
implemented to strictly limit access to your sensitive data and
tenant data from portable and mobile devices (e.g. laptops, cell
phones, and personal digital assistants (PDAs)), which are
generaly higher—risk than non-portable devices (e.5. desktop
computers at the provider organization’ s facilities)?

T STIEE e BB (LA 50T BRAE
pn;m\ BRET 57T DT 507

let
£, 7!2/\45’!7)*55
ROHENTT .

Aﬂwl R —
BT RAIM /72/51—5)$'}6U

HRS-06  HRS-06.1

Human Resources for
the organization's needs for the protes
operational details shall be identified, documented, and reviewed

at planned intervals.

‘agreements
Non-Disclosure n of data and
|Agreements

AE
SFRERN

FARUCEROFBFAERET 270 OMFHO = X2
Bht T, FREBZNDG L < GRERHZNCHET 2 ER
FEAFHEL, XBL, FAMCEHEMBTLE2— Lk
FhiEm s,

Are greements
reflecting the urgamzauon < naods fo the protection of data and
operational details identified, documented, and reviewed at
planned intervals?

TADRER VEROFHEHIEICET HHRE0-
T, ?ﬂiﬁ%ﬂﬂﬁl&lﬂb@ﬁﬁ%ﬁﬂl &?6;*5352&3 x
BlEL. F R TLEa—LTVET A ?

Human Resources HRS-07 HRS-07.1
Roles / Respon:

AE
A— [ B/E

Roles and responsibilities of contractors, employees, and third-
party users shall be documented as they relate to information
assets and security.

HEEERVE*2 U7 ¢ AT 2EEVEEL T, 21
HE, HEEARUAROAAEOEEIRUEREXELLE
RS,

Do you provide tenants with a role definition document clarifying
your administrative responsibilities versus those of the tenant?

7D1\45EQQ!E%H&&T%/FQ!E%H&EB}EH['
FNOERONEE, THUMNRRLTVET

HRS-08 | HRS-08.1

Human Resources
[Technology Acceptable

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, for
defining allowances and conditions for permitting usage of
organizationally-owned or managed user end-point devices (e.g.,
issued workstations, laptops, and mobile devices) and IT
network and systs Additionally,
defining allowances and conditions to permit usage of personal
mobile devices and associated applications with access to
corporate resources (i.e., BYOD) shall be considered and
incorporated as appropriate.

HRS-08.2

HRS-08.3
BRI AL
BfEM

ARP TS EEET 22— FOTY FRA Y b T2
GasnfT—s25—vay. 7y 7 by 7 EAN
F7— RS RT LAY

AT EARVEMHEERT 100
RS —RUFIREHILL, ThbEHAT 500%ET
04 R RUBHIONRERE L BT AER DBV, &bl
DEOH 22 2SBEADESA VT NARRUT T
V= ay O (Fhhb, BYOD) EHAT 2HERY
SEEEET S ELREL, BBIELUTRY ARE A

Do you provide documentation regarding how you may access.
tenant data and metadata?

FALT 7R M2

BOAET—FE, EDES
t"(ﬁiLf XEERBLTVETN?

Do you collest or create metadata about tenant data usage
through inspection 8. search engines, etc.)?

AVARG A Bl (BRI /&k)&ﬁt\tJT'T‘/I-U)F—ﬁE
RIONTOAST—FEEHIVIIERLTLET D

Do you allow tenants to opt out of having their data/metadata
accessed via inspection technologies?

(VARG A RHEBL rv-le-!l)-r—&/i&v-—&[-?7tz?
BILE. THUMYET (opt out) TEET A

Human Resources:
[Training / Awareness

A

ULELERE A security awareness training program shall be established for all
contractors, third-party users, and employees of the organization
and mandated when appropriate. All individuals with access to
organizational data shall receive appropriate awareness training
and regular updates in organizational procedures, processes, and
policies relating to their professional function relative to the
organization.

HRS-09.2

BIMOT~TORMIEE, NBOAAE, EEACHL T
FaUF(BEALONEI O/ 7 LEHEL, HBECHL
TEBHULIhERL BV, B#OT—2ICT77422F3

Do you provide a formal, role-based, security awareness training
program for cloud-related access and data management issues
(e.g.. multi-tenancy, nationality, cloud delivery model, segregation
of duties implications, and conflicts of interest) for all persons with|
access to tenant data?

LT, 757F B3
D48 EfE
21T, &

X, HHI ﬁltl,tut'—‘(vr)‘r4§l'i'ﬁ*ﬂ)f HO—:
A5 L%, RELTOET H

7 9!—77'&7\1’62’C®§E <

FTRTOMEAL, BBICEIST 2HF SN
HEHLFIR, TREZ FY Y= 2DV THEYE
TeHOIFEER . £LETOERMNLEREZ I 2T
DR,

Are administrators and data stewards properly educated on their
legal responsibilities with regard to security and data integrity?

FEEDOT—HAF2T —b(r—’lﬁt)fi.t#—l'ﬁ'(t‘r—&
DRSS SEMTREORFERITVET A ?

[Human Resources.
User Responsibility

HRS-10.1

All personnel shall be made aware of their roles and responsibilities|
for:

* Maintaining awareness and compliance with established policies.
and procedures and applicable legal, statutory, or regulatory

camnlianca Ahliatinne

HRS-10.2
21— E{E

TARTOABI, UTOERICHT 5B 50RIRVAERLE
R AT ELSEL

- REINL FERUVERE N EREE R
Bl SRR A AR TEN TS A T2 A e

=

Are users made aware of their responsibilities for maintaining,
awareness and compliance with published security policies,
dures. standards. and aoplicable reeulatory

—HFITHLT, AMENTOSEF TR — FE, \E
iﬂm;;fﬁ‘ll@ti*élﬁmml CRIBL. BT HREELSTLAY

Are users made aware of their responsibilities for maintaining a
safe and secure working environment?

=¥ RETEX LT RRALMIT S-HOOREE
ﬁaTL\égkimiﬂLrL\i?ﬁ




[e—

S« Maintaining a safe and secure working environment

CRETEF AT LIFRRRERT T2 L,

Are users made aware of their responsibilties for leaving
unattended equipment in a secure manner

A—FITHLT, BEROVGLREOBRBENRELREICETE
12T AREEH>TVAIEERALTVETH ?

Human Resources HRS-11.1
Workspace
AH

T=IAR=Z

Policies and procedures shall be established to require that
unattended workspaces do not have openly visible (e.g., on a
desktop) sensitive documents and user computing sessions had
been disabled after an established period of inactivity.

HRS-11.2

HRS-11.3

Yo FIRBEHEL T BAREOMFRZE B 7
27 by 7) CHETRGEBAEEERET S LhaL
5. gFhavEa—Fa v Ty ravh—EREFRHL
HWBBRELET LSBT,

Do your data management policies and procedures address tenant
and service level conflicts of interests?

FABEN S —EFRE E. 7T T —EALN L ORI BRI
DFBEITHBELTVETH?

Do your data management policies and procedures include a
tamper audit o software integrity function for unauthorized
access to tenant data?

T*S%Ef‘}/f&?ﬁ?l E, FFAT—FIH T ERBOGLY
3T B WS AR MR, ﬁéh!t/?%'ﬁ[ﬂ-géxg
ﬁ*x/?ﬁiﬁilﬁ))\h‘(t‘??‘

Does the virtual machine management infrastructure include a
tamper audit o software integrity function to detect changes to
the build/configuration of the virtual machine?

TR EHOA S TFANS I TV, B DR e~
DEBEZHT D00 . REABIEMEE. HDNEVIFITTITE
BREMFIUIRAEERY AN TOET ' ?

DXVEURITXVEGE R Access to, and use of, audit tools that interact with the
organization's information systems shall be appropriately
segmented and restricted to prevent compromise and misuse of

log data.

Identity & Access
Management

|Audit Tools Access
TAT/TATALT
s RER
BEY—LTIER

1AM-01.2

BBOEES ZT LLEEEP VY T REEY -1 ~DT
JEARVERIOWT, ST — R A TEENICAM L3
ATBIEEHCIBIC, BYICHBELT 7€ XHRETD
BIFNEE SR,

Do you restrict, log, and monitor access to your information
security management systems (e.g., hypervisors, firewalls,

scanners, network sniffers, APls, etc)?

T )7 (B AT L (I urz NIRRT, 7747
IA—IL. BT — —DA=T7— APIEE) DT
JEAEHBL. BEL. EﬁL‘(L‘iTﬁ"‘

Do you monitor and log privileged access (e.g, administrator level)
to information security management systems?

T2 )T B AT LNORTRT JEA(EAR. BRBL
NI ERBLEALTOETH?

Identity & Access IAM-02 | 1AM-02.1

Management

User access policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for ensuring appropriate identity, entitlement, and
access management for all internal corporate and customer
(tenant) users with access to data and organizationally-owned or
managed (physical and virtual) application interfaces and
network and systs These pol
procedures, processes, and measures must incorporate the
following:

« Procedures, supporting roles, and responsi
g user account
following the rule of least privilege based on job function (e.g.,
internal employee and contingent staff personnel changes,
customer-controlled access, suppliers' business relationships, or
other third-party business relationships)

« Business case considerations for higher levels of assurance and
multi-factor authentication secrets (e.g., management interfaces,
key generation, remote access, segregation of duties, emergency
access, large-scale provisioning or geographically-distributed
deployments, and personnel redundancy for critical systems)

« Access segmentation to sessions and data in multi-tenant
architectures by any third party (e.g., provider and/or other
customer (tenant))

« Identity trust verification and service-to-service application (API)
and information processing interoperat

federation)

* Account creden
through revocation
« Account credential and/or identity store minimization or re-use
when feasible

« Authentication, authorization, and accounting (AA) rules for
access to data and sessions (e.g., encryption and strong/multi-
factor, expireable, non-shared authentication secrets)

« Permissions and supporting capabilities for customer (tenant)
controls over authentication, authorization, and accounting (AAA)
rules for access to data and sessions

« Adherence to applicable legal, statutory, or regulatory
compliance requirements

Provision Management

TATYTATAET

ities for

cycle management from instantiation

1AM-02.2
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B BmE BB AT BETFERICES 2L,

Do you have controls in place ensuring timely removal of systems.
access that is no longer required for business purposes?

TEAERBIGSF- AT ANDT I XEE DB AIREEE
(-TbE!E%ﬁﬁL‘CL‘iTﬁ"’

Do you provide metrics to track the speed with which you are able|
to remove systems access that is no longer required for business
purposes?

ESAZEFRREILS LADTIERREEHRT 501
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Identity & Access IAM-03 1AM-03.1

to authorized individuals and applications.

User access to diagnostic and configuration ports shall be restricted| 1|

WA — FRUBREFR— bAOI—FT7 7213, ZOER
ERESNFBEERVT 7Y T —> a VICRE L BITHIE
(I

Do you use dedicated secure networks to provide management.
access to your cloud service infrastructure?

TSR G —EARBD AL ITANTIT N~ DBBRADT I CRER|
#T 210, HAORRUAVLI—VEHALTLETH?

Identity & Access IAM-04 1AM-04.1
Management

Policies and Procedures

Policies and procedures shall be established to store and manage
identity information about every person who accesses IT
infrastructure and to determine their level of access. Policies shall
also be developed to control access to network resources based on
user identity.

1AM-04.2
TAFYTATAET

TAYT7IRALTOF v~ LT VL AT HTRTOACHT
HIDERERELERT 5720, RUL. ZOADT I E2RL
ALVERET BfodD, FY Y —RUFIRERLLEITUE
LHRV, A—FODICETVTHRY FT7—2EBE~DT 7
CREFETBLHORY - LRI LBEFNEFEE S AL,

Do you manage and store the identity of all personnel who have
access to the IT infrastructure, including their level of access?

MY ISR 9F v —~DT 7L REEHT 5T NTOAIZHLT,
TILAROLANESTDRBEFELRELTOETH ?

Do you manage and store the user identity of all personnel who
have network access, including their level of access’

FIRT—DERA~DT JCAEERT 52 COAIHILT, 77 ER
HOLALESLI—FDRBEFELRELTLETH?

IAM-05  1AM-05.1

User access policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for restricting user access as per defined segregation
of duties to address business risks associated with a user-role
conflict of interest.

TAFYTATALT
L RAER
s o

ERSNEBESMAHCIELTA-Y T/ XEHIRL,
A—YO—LOFBOBREIHES FHY T ICHILT 270
20 A—FT I RAFY - RUFIRZREIL, Zhoz
Y BT HOEHT Ot AR S RE L E
HOBL,.

Do you provide tenants with documentation on how you maintain
segregation of duties within your cloud service offering?

55 IF G —EADRBI-HBU T, BBOSENE D ESIHFENT
WBEMIZDNT, FFUMNXBTRELTOES 11?7

DOETAVE I Access to the organization's own developed applications, program,
or object source code, or any other form of intellectual property
(1P), and use of proprietary software shall be appropriately.
restricted following the rule of least privilege based on job function
as per established user access policies and procedures.

Identity & Access

1AM-06.2

ARESIMRLLT IV r—vay, Ja54 7
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ARUBHBAROY 7 b7 =7 OEMIE. WEICG LR
HERA SRRV, EHonfa—FTI/L£20FY S
RUFBEIVT, ECHRLEFRERSEL,

Are controls in place to prevent unauthorized access to your
application, program, or object source code, and assure it is
restricted to authorized personnel only?

7V —2ay. J0G b, A TSI IR —AA—FADKEENT
BOT 7 LAEMH LT SEERERIEL . KRENAOHIHRE
MTVBZEERMRISLTVET A ?

Are controls in place to prevent unauthorized access to tenant.
application, program, or object source code, and assure it is
restricted to authorized personnel only?

FIRDT IV —Taz, TG b A TSIINI—ZA—FAD
il’o’é/{t'(’al.‘77t7(§lﬁlt?’6§!ﬁ&§h!l. EBENIADH|
IHBEATNSEEHRISLTONET N ?

IAM-07  1AM-07.1
1AM-07.2

The identification, assessment, and prioritization of risks posed by
business processes requiring third-party access to the
organization's information systems and data shall be followed by
coordinated application of resources to minimize, monitor, and
measure likelihood and impact of unauthorized or inappropriate
access. Compensating controls derived from the risk analysis shall
be implemented prior to provisioning access.

HIBR

Identity & Access
Management
[Third Party Access

1AM-07.3

1AM-07.4

1AM-07.5

BEOFES ZT LRUT —Z~OBZHEOT I 2 AELE
CTREBTREATRET S Y A EHE, Fl. BER
RS2 ECBL T, EROB L E KRBT 2 €
ADFEFEMRUBEELRNRICINA, BERL. AET
Bz ENICHIETED Y Y —RERALBZINELDS
B URIBHHOBEHENS Y R G L ERE

Do you provide multifailure disaster recovery capability?

ZEOBRFCHGT PREE BRAEERELTETH?

Do you monitor service continuity with upstream providers in the
event of provider failure?

LRI BLTOY—EXRMIERNERBE
IZE=S—LTLVETH?

Do you have more than one provider for each service you depend
on?

NEBEFELTVEERDY—ERIENT, F—ERERRT HIEN
TEHEUOTOSAFEH>TLUET A ?

Do you provide access to operational redundancy and continuity
summaries, including the services you depend on?

HEERFLTNST—EREEH. &ﬁmn&ﬁe&mm SLTO
WEEHIZ(AEH)TILRTEDLILTOET A

Do you provide the tenant the ability to declare a disaster?

TR EERNT SHEERRLTVETH ?

R () 70w RERET BAICEES LGN Z 2 =
1AM-07.6 g (;% #) 7 PR BRSNS orovide o tonant-triggered falover option? ST A ERET 5A IV ERELCOETA |
1AM.07.7 BOEL. Do you share your business continuity and redundancy plans vith | & RREREL N RE DR BET 7 /FERALCOET b7
your tenants?
Identity & Access IAM-08 | IAM-08.1" | CITRe] di for pe ge and [BEEICAL S BID (AAFFIER) ICHFE&N527 R0 |Do you document how you grant and approve access to tenant |7+ 7—3~D7" ERBOFEEXRIELTNET
IL\VESP AN access of identities used for authentication to ensure identities are |, 1) s, P - e ou have a method of aligning provider and tenant data T O EAFED- DT 55 SONT, FARHETF R
7ORARY Y ZEFIREEDE 2Ly 1D RNBAEH) | o ifcation methodologies for access control purposes? SRS BE BRI 0

only accessible based on rules of least privilege and replication
n only to users explicitly defined as business necessary.

TAFYTATAET
L AER
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ADT 7R, BAVERER SERFRICETE, HHL
YELHRIRO SN A—FOIT I L RTEIT BT
LEHEILTBI L,

UAVECHTVECR I Provisioning user access (e.g., employees, contractors, customers
(tenants), business partners and/or supplier relationships) to data
and organizationally-owned or managed (physical and virtual)

, and network

Identity & Access

—2~021-—¥T7rex (R ROHE BE (F5
Y R) L BEA- RS- SBEBRLY) | RUERMA AT
HELREBTBR/BRBT 7Y r—vay, ERYRT L

shal be authorized by the organization's management prior to

Ry b T—s AV R—RY FADI—FT IR

Does your management provision the authorization and
restrictions for user access (e.g. employees, contractors,
customers (tenants), business partners, and/or suppliers) prior to
their access to data and any owned or managed (physical and
virtual) applications, infrastructure systems, and network

‘!E%Vx ’7&¢ﬂ&ﬁ‘§iﬁx!x!ﬂ?é(%dﬁﬂ)?j‘)‘rf/s
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1AM-09.2

access being granted and appropriately restricted as per
established policies and procedures. Upon request, provider shall
inform customer (tenant) of this user access, especially f customer
(tenant) data is used as part of the service and/or customer
(tenant) has some shared responsibility over implementation of
control.

T e ADHEAENBHICEROEEE I L > TRA SN,
EwbNT —PFIRICGE > TEEHIRE N5
BnBL, BRIECTY 77 FEERHE, BB (55
Y B OF-gHY—ERO—PL LTHBS ALY, BE
(Frvh) PERBREOREIHT EEO—BERALLE
YLTLBHBER, COo1-¥T7 /e RHEEE (FF>

>

Do you provide upon request user access (6.2, employees,
contractors, customers (tenants), business partners and/or
suppliers) to data and any owned or managed (physical and virtual)
applications, infrastructure systems and network components?

T*Q’Mﬂﬁﬂ“ﬁﬁllt'ﬁ&?’é(i/ﬁﬁ!)?'x")?f/z/ &t?/
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Identity & Access IAM-10 1AM-10.1

1AM-10.2

1AM-10.3

User access shall be authorized and revalidated for entitlement
appropriateness, at planned intervals, by the organization's
business leadership or other accountable business role or function

supported by evidence to demonstrate the organization is adhering|

to the rule of least privilege based on job function. For identified
access violations, remediation must follow established user access
policies and procedures.

A-YT IS ZORRMGESOELICOLT, EHEY

. EBOEXREESL LRBBEEH I LBORB L2
ﬁ;&ﬁ?%t: & U, A BB ISR S CRVERFE I
H-TLAH I LERTIMICES LT, BFES WAERER
BRGNS BT, T 7 RRRA RS b NS, B
SREI—YT L RAOKY &~ ROFIRIHE > THEHEE
ERHEL BT NEL DL,

Do you require at least annual certification of entitlements for all
system users and administrators (exclusive of users maintained by|
your tenants)?

DECEV EIL—E, TRTOVATLI—FRUEEEIHLTHE
BROERET>TVETH ? (FHUMEELTNSL—FERO

If users are found to have inappropriate entitlements. are all
remediation and certification actions recorded?

A—FHAT B GHEREF>TOA LA HBALIBAICE. TRT
DHREHEERROERERBLETH ?

[Will you share user entitlement remediation and certification
reports with your tenants inappropriate access may have been
allowed to tenant data?

TBYGT 7L AN T T DT—SISHLTHASATOEES,
;77;‘/}&0)Hvlfﬁkmwﬁl%l%ﬁ&iﬁmﬂiﬁ&ﬁl‘??

Identity & Access IAM-11 1AM-11.1
Management

User Access Revocation
TAFYFATAET
I RER
1—YT 7L RRYH
L

1AM-11.2

Timely de-provisioning (revocation or modification) of user access
to data and organizationally-owned or managed (physical and
virtual) applications, infrastructure systems, and network
components, shall be implemented as per established policies and
procedures and based on user's change in status (e.g., termination
of employment or other business relationship, job change, o
transfer). Upon request, provider shall inform customer (tenant) of
these changes, especially if customer (tenant) data is used as part
the service and/or customer (tenant) has some shared
responsibility over implementation of control.

EHLNFAY Y- RUFIRCHEL, 1-FORT—K2D
ZE (BRI Z0MORMEIBRORT. REOLELL

>

Is timely deprovisioning, revocation, or modification of user access
to the organizations systems, information assets, and data
implemented upon any change in status of employees,

istomers. business partners. or involved third

2]

T*&Xﬂfiﬂ(ﬁil, =
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HEEATVETH?
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Is any change in user access status intended to include
termination of employment, contract or agreement, change of
employment or transfer within the organization?

HRET7YLAEORT—IROLE (S, RABERORET , ZH)
EFEV)!EE HEAOBBITHIET 551 lilféh‘(b‘??‘

Identity & Access IAM-12 1AM-12.1

Management
User ID Credentials
FATYTATALT
s ERER
1 — Y IDEEHE
1AM-12.2
1AM-123

1AM-12.4

1AM-12.5

1AM-12.6

1AM-12.7

1AM-12.8

1AM-12.9

1AM-12.10

1AM-12.11

Internal corporate or customer (tenant) user account credentials

shall be restricted as per the following, ensuring appropriate

identity, entitlement, and access management and in accordance
established policies and procedure

« Identity trust verification and service-to-service application (API)

and information processing interoperability (e.g., S5O and

Federation)

« Account credential lifecycle management from instantiation

imization or re-use

* Adherence to industry acceptable and/or regulatory compliant
authentication, authorization, and accounting (AAA) rules (e.g.,
strong/multi-factor, expireable, non-shared authentication secrets)

B HAANHR, EREE. 70w RAEREHEICEET B
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Do you support use of, or integration with, existing customer—
based Single Sign On (SSO) solutions to your service?

MECEIBADL TG A AU SSODHBE[EAHANE
YR—PLTOETH?

Do you use open standards to delegate authentication capabilties
to your tenants?

T TP OERAERBROFRICHLT, —RIEDITLIRE
EEALTVETH?

Do you support identity federation standards (e.¢, SAML, SPML,

:. *fﬂ)Ell ﬁ'[”)#akh‘( 747/74T4z!ﬁﬂ3§(SAML
E)EY WETH?

WS-Federation, etc) as a means o

Do you have a Policy Enforcement Point capability (e.., XACML)
to enforce regional legal and policy constraints on user access?

A—F7 A ﬁL(Mﬁw’i&hﬁﬂlwﬁlmiﬁﬁlTér 2
12, 7K1 S — DT MPolicy Enforcement Point(f=& A (&, XACML#
HEABLTOETH?

Do you have an identity management system (enabling
classification of data for a tenant) in place to enable both role~
based and context-based entitlement to data?

F—EHIZHLT, D*Ilﬂ\*XRU: %’—Xl"\*xwﬁﬂﬁfi%'l
HEIST AT

ERELTVETH?

Do you provide tenants with strong (multifactor) authentication
options (e.g., digital certs, tokens, biometrics, etc.) for user
access?

LT, 1T 77 LAD-HOBER (RILT I755—)
i‘!‘t LAV (FORNGERE, =T ERDILE) ERELT
WETH?

Do you allow tenants to use third-party identity assurance
services?

7T HHLT, Y —F/ A~ T ODRIEY —EROFREFALT
WETH?

Do you support password (e.g., minimum length, age, history,
complexity) and account lockout (e.g, lockout threshold, lockout
duration) policy enforcement?

RZDO—F (BREOKS, Fe. WE. HH) ETADMOVIT I
KD;;Z#FH(L Buo7 MR DR —DBAESR—-LT
VETH?

Do you allow tenants/ customers to define password and account
lockout policies for their accounts'

szl‘/liii:( 77:7»0)/(7\'7 FRUTADFODT Tk
—EEBRT I wEIn?

Do you support the ability to force password changes upon first
logon?

5%7141)n’}?r‘/ﬁl:/(xquﬂJiiiiiﬂ?‘éﬂitiﬂ&L‘(L‘i

Do you have mechanisms in place for unlocking accounts that
have been locked out (e.g. self-service via email, defined
challenge questions, manual unlock)?

Oy57 IhEhts 771")/%5%3’9‘6? mwtﬁiﬁ?ﬁibﬂ‘i‘!‘
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Identity & Access
Management

Programs Access
FATYTATALT
s RER
2-F4UF470Y
FLTIER

1AM-13.2

1AM-13.3

Utility programs capable of potentially overriding system, object,
network, virtual machine, and application controls shall be
restricted.

YRFL ATV b Ay 7= fETYY TT
Ur—varollft LEET2AREOB2 1T ¢ U
FATRTT L EREHRLBEFRERSEL,

Are utilities that can significantly manage virtualized partitions.
(e.g., shutdown, clone, etc.) appropriately restricted and
monitored?

BRI 474 A EELALRET FIENTEHL—T 1)
FA(zERIE, Y, HR—URE) (&, WHEISHRENES
5 E/(t'(l‘i‘rﬁ"’

Do you have the capability to detect attacks that target the
virtual infrastructure directly (e.g., shimming, Blue Pill, Hyper
|iumping, etc)?

RREBREMEEERET HWE (7=EZ (T, shimming, Blue Pill, Hyper
jumpingF &) ERAT SMMEWA TLETH ?

Are attacks that target the virtual infrastructure prevented with
technical controls?

GEEBRETREARLT SRR, BRWOTHRFREALTHCS
ENTEETH?

Infrastructure &
\Virtualization Security
|Audit Logging /
Intrusion Detection
1277 LiRBED+
FalTq

EEA Y/ @BARA

1vs-o01 [Ivs-01.1

15012

15013

V5014

V5015

Higher levels of assurance are required for protection, retention,
and lifecycle management of audit logs, adhering to applicable
legal, statutory, or regulatory compliance obligations and providing.
unique user access accountability to detect potentially suspicious
network behaviors and/or file integrity anomalies, and to support
forensic investigative capabilities in the event of a security breach.

BEAS(CHETARE R TA7FAILERER VL
SUTERRLEGAEE S B, BOLAL el B
BiERL L CRRAICHT 2RFRBER T L, BOHL
F 7= OB T 7 A LORERIOVT, HED
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L EF2 T RROFENELLROT LYYy B
HEEYF-bTBIE,

Are file integrity (host) and network intrusion detection (IDS) tools.
implemented to help facilitate timely detection, investigation by
root cause analysis, and response to incidents?

/h AT 254 LI —GRE. RARESHI-LSME. 31
L IPANERAER S KRR Y=L ERIRT—IRAR
ﬁm(ms)/ W RELTOFETH?

Is physical and logical user access to audit logs restricted to
authorized personnel

EEOT~ONENRVBENI—F 77 RF KBS ADH)
:MJﬁéhTL\i?t""

Can you provide evidence that due diigence mapping of
regulations and standards to your
controls/ architecture/processes has been done?

AT LO) IV O— L (BEER) 7 —F7 7. JOERIH
?‘6i§ﬁ‘liﬁﬁ$®7/t’/7ﬂ<7 — DRIZESNTITHAT
WBELSIENE R TEETH ?

Are audit logs centrally stored and retained?

EEOTE RPLTRESLERSATOFET 1 2

Are audit logs reviewed on a regular basis for security events (e.g.|
with automated tools)?

E§D7H X EEERCELTEMMICLE 2 —ShTLY
(ERIE BBY—LEERLT ?

Infrastructure &
|Virtualization Security
|Change Detection
1277 LRBfEOE
FalUFa

EERH

V502 1V5-02.1

15022

The provider shall ensure the integrity of all virtual machine images
at all times. Any changes made to virtual machine images must be
logged and an alert raised regardless of their running state (e.g.,
dormant, off, or running). The results of a change or move of an
image and the subsequent validation of the image’s integrity must
be immediately available to customers through electronic methods
(e.g., portals or alerts).

777 FEEER, TRTORBT I YA X —YOReiE
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Do you log and alert any changes made to virtual machine images
regardless of their running state (e.g. dormant, off or running)?

BRI AT ﬂLThhka EEL, TORTRE (F-EX
(£, Fries, LR, RITHL R TATRBRLIERE

Are changes made to virtual machines, or moving of an image and
subsequent validation of the image’s integrity, made immediately
available to customers through electronic methods (e.g., portals or.
alerts)?

ESBMLTNET M2
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Infrastructure &
|Virtualization Security.
(Clock Synchronization
177 LRBfEDE

1503 |1vs-03.1

A reliable and mutually agreed upon external time source shall be
used to synchronize the system clocks of all relevant information
processing systems to facilitate tracing and reconstitution of
activity timelines.

L
EROXA LTA EEWRVBRTES L5, TATOR
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1504 |Ivs-04.1

1275 LRBEOE
FalUFq
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1V5-04.2

15043

Infrastructure & 1505 |1v5-05.1

The availabilty, quality, and adequate capacity and resources shal
be planned, prepared, and measured to deliver the required
system performance in accordance with legal, statutory, and
regulatory compliance obligations. Projections of future capacity
requirements shall be made to mitigate the risk of system
overload.

Do you use a synchronized time-service protocol (e.£. NTP) to
ensure all systems have a common time reference?

2TOVRT LN FACHMESET S LERREICT 5701, AL
HMY—ERTARL (LR IENTP) EBRALTVET A ?
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Do you provide documentation regarding what levels of system
(e.g. network, storage, memory, 1/0, etc.) oversubscription you
maintain and under what circumstances/scenarios?
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Do you restrict use of the memory oversubscription capabilities
oresent in the hvoervisor?

SAF LT, A DF-
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Do your system capacity requirements take into account current,
projected, and anticipated capacity needs for all systems used to
provide services to the tenants?

THT ~ATDOUATL
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Is system performance monitored and tuned in order to
continuously meet regulatory, contractual, and business
requirements for all the systems used to provide services to the
tenants?

SATFLDNTF—IVAR, FFIMNRALTOEY
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Implementers shall ensure that the security vulnerability
the .

\Virtualization Security
Management -
[Vulnerability
Management

1275 LRBEOE
FalUFq

Is or services
technologies used (e.g. virtualization aware).

|REER, £¥207 EREOFBY—LEEF —E AR
BRERARELHEHIHGL TS EERRITUAIT RIS
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Do security vulnerability assessment tools or services
accommodate the virtualization technologies being used (e.g
virtualization aware)?
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Infrastructure & IVS-06 | 1VS-06.1
|Virtualization Security
Network Security
477 eRBlLOE
EEVE ]
ESAL AR St FY]

T4

Network environments and virtual instances shall be designed and
configured to restrict and monitor traffic between trusted and
untrusted connections. These configurations shall be reviewed at
least annually, and supported by a documented justification for use
for all allowed services, protocols, ports, and compensating
controls.

1V5-06.2

1V5-06.3

1V5-06.4
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For your laaS offering, do you provide customers with guidance on
ow to create a layered security architecture equivalence using
your virtualized solution?
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Do you regularly update network architecture diagrams that
include data flows between security domains/zones?

EXL)TAF A T DEDT—SDRNEBATAFIFT—5
HAT IS LEEMNIT YT T—LTOET A2

Do you regularly review for appropriateness the allowed
access/connectivity (e.g. firewall rules) between security
domains,/zones within the network?

FIFT—DIEBNT, X7 AF A/ TS BDF A En=7 5
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Are all firewall access control lists documented with business

ETOI717— 94— ILO7 JEAISFO— LR, £5 LD

1507 |Ivs-07.1

Infrastructure &
|Virtualization Security
|0S Hardening and Base
|Conrols.

477 eRBILOE

Each operating system shall be hardened to provide only necessary|
ports, protocols, and services to meet business needs and have in
place supporting technical controls such as: antivirus, file inte
monitoring, and logging as part of their baseline operating build
standard or template.

BEARL—FA YTV RT LR, EBICLETH AR
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(Are operating systems hardened to provide only the necessary
ports, protocols, and services to meet business needs using
technical controls (e.g. antivirus, file integrity monitoring, and
logging) as part of their baseline build standard or template?
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1 [production and non-production environments shall be senamed
to pr access or changes to informati
Separation of the environments may include: stateful inspection
firewalls, domain/realm authentication sources, and clear
segregation of duties for personnel accessing these environments
s part of their job duties.
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For your Saa$ or Paa$ offering, do you provide tenants with
separate environments for production and test processes?

S2aSH BN EPaaSRIAISHENT, ABRELETANTOLARBLE
BOBBELTTFUMBRLTOET S ?

For your laaS offering, do you provide tenants with guidance on
how to create suitable production and test environments?

2aSREICHENT, LELVABRBLT AMRREE DESITHERT
2HODHAT D AERBLTVET N ?

Do you logically and physically segregate production and non-
production environments’

FERRLFABRREBENHONENIHELTOETH?

Infrastructure &
\Virtualization Security.
|Segmentation

1>77 eREfLO
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S fREE | Multi-tenant organizationally-owned or managed (physical and
virtual) applications, and infrastructure system and network
components, shall be designed, developed, deployed, and
configured such that provider and customer (tenant) user access is
appropriately segmented from other tenant users, based on the
following considerations:
« Established policies and procedures
« Isolation of business critical assets and/or sensitive user data
and sessions that mandate stronger internal controls and high
levels of assurance

ce with legal, statutory, and regulatory compliance

1V5-09.2
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Are system and network environments protected by a firewall or
virtual firewall to ensure business and customer security

ESFAEBED L F 2T ERERIT 578, VAT LRUFY
T—IREETTAT IA— D REITAT I+ — L TRELTOE

re system and network environments protected by a firewall or
virtual firewall to ensure compliance with legislative, regulatory,
and contractual requirements?

SEE BN, QR EGERERILT 375, D37 LECAT
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Are system and network environments protected by a firewall or
virtual firewall to ensure separation of production and non-
production environments?

AERBRLFAERRONMERREIT 510, VAT LRUFIE
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re system and network environments protected by a firewall or
virtual firewall to ensure protection and isolation of sensitive data?)
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Infrastructure &
\Virtualization Security
VM Security - vMotion
Data Protection
1>77 eRfLOE
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110 [Secured and encrypted communication channels shall be used
when migrating physical servers, applications, or data to virtualized
servers and, where possible, shall use a network segregated from

production-level networks for such migrations.
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Are secured and encrypted communication channels used when|
migrating physical servers, applications, o data to virtual servers?

MEY—N FT V=LA RET —GEREY — /BTS¢ 51
Bz, RETHS LS -AEEREEALTVET M ?

Do you use a network segregated from production-level networks
when migrating physical servers, applications, or data to virtual
servers?
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Infrastructure &
|Virtualization Security.

1= = Access to all hypervisor

functions or
ized systems shall be restricted
ciple of least privilege and

477 LRBLOE authentication, audit tr
FalU7q

VMMEF 2 U F 1 -

A 758 YREY

Is, 1P address filtering, firewalls, and TLS
to the. consoles).
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Do you restrict personnel access to all hypervisor management
functions or administrative consoles for systems hosting
virtualized systems based on the principle of Ieasl privilege and
supported through technical controls (e.g., two-factor
authentication, audi trails, IP addmss filtering, ﬁrewalls and TLS-
consoles)?

EE/ZTAE'TXFTS/XTA 959 < TONA /" — AT
lEXVtEE:/&/;lL'\GJ)\ ;6771122 kll‘!il’ﬂﬂ)lﬁ

H‘Iliﬁﬁb‘fﬂﬂ Wﬁﬂil—&ﬂ‘(ﬁ' i‘rﬁ"’
(fz&x FE SO Y

—E3 N PF7F
?;7»{77»—;» B — LI ﬁ?‘iTLS'Eﬁilénr SEiE
5

Infrastructure &
|Virtualization Security
|Wireless Security
1377 LiRBEDE
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= [T policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
protect wireless network environments, including the following:
« Perimeter firewalls implemented and configured to restrict
unauthorized traffic
« Security settings enabled with strong encryption for
authentication and transmission, replacing vendor default settings
(.8, encryption keys, passwords, and SNMP community strings)
* User access to wireless network devices restricted to authorized
personnel

* The capability to detect the presence of unauthorized (rogue)
wireless network devices for a timely disconnect from the network

V5122
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Are policies and procedures established and mechanisms.
configured and implemented to protect the wireless network
environment perimeter and to restrict unauthorized wireless
traffic?

TAXLAF YT — UHﬁﬂ)ﬁ-ﬁi'ﬁilLiEéh‘(L"lt‘?'ﬂ*v
ARFTAYIERIRT BT DKIS HBEL TO1RHDA
H=ZXLEMELERLTVETH?

Are policies and procedures established and mechanisms.
implemented to ensure wireless security settings are enabled with
strong encryption for authentication and transmission, replacing.
vendor default settings (e.g. encryption keys, passwords, SNMP
community strings)?

vgavxt#—;u-’mﬂi BT —IEBTIA N OBEE|

Are policies and procedures established and mechanisms.
implemented to protect wireless network envi
the presence of unauthorized (rogue) network devices for a timely
disconnect from the network?

jronments and detect|
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Infrastructure & 1= |5 = [ Network architecture diagrams shall clearly identify high-risk

environments and data flows that may have legal compliance

impacts. Technical measures shall be implemented and shall apply
, deep packet analysis, traffic

, and black-holing) for detection and timely response to

1V5-13.2
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and/or distributed denial-of-service (DDoS) attacks.
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Do your network architecture diagrams clearly identify high-risk
environments and data flows that may have legal compliance

ES /I-’7—77—=Pr7¥v§»f77‘71x!$ . ,ﬁﬁﬁu’.m:/:h{?/

Do you implement technical measures and apply defense-in-depth
techniques (e.g., deep packet analysis, traffic throttiing and black~

i.%';lﬂl‘]ﬁ&l!%ﬂ%ﬂ)ﬂ{'l(&—/ﬁf kx!iMAC?HxX’FW‘(:

holing) for detection and timely response to
attacks associated with anomalous ingress or egress traffic
patterns ( \C spoofing and ARP poisoning attacks) and/or
distributed denial-of-service (DDoS) attacks?

ARPT4X /7lﬁll7\55ﬂ!‘f CXME(DDGS)KKU’»EU)%JF
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Interoperability & IPY-01 |IPY-01.1 |The provider shall use open and published APIs to ensure support

CMHOHEEREOYR—EREERIL. 7T —

Do you publish a list of all APIs available in the service and

F—ERI; m\'(ﬂm'ng?xv/\rmwmuzbim-rl, EnEm

Ea—TEBLICLBEFREESE,

rtability for interoperability between components and to facilitate migrating| /azwkhz‘rﬁtl T B1=0IT, H5IFBEEEIL A —T VT |indicate which are standard and which are customized? ATENHEHDLONERTLTNET A
APIs applications. — IR AMEh TV BAPIEEA L ThIEESEL,
HEERE L BEES
I3
API
Interoperability & IPY-02 |IPY-02.1 |All structured and unstructured data shall be available to the T RT OB RV ST — 2 #BEHNFITE5 L5 |ls unstructured customer data available on request in an industry-| E@m;mﬂtf—m ERMEOHR (F-EX (L. doc, xis, pdf)
customer and provided to them upon request in an industry- L. BEREBUCERBEOTR BIAE, docT 74 standard format (e.g., .doc, xIs, or p THAT
Data Request. standard format (e.g., .doc, .xis, .pdf, logs, and flat files). - - o N
R Jo ds7 T AN, pdfT T AN BTT AN 7T b
Iy T7AN) TRELEFAEE SR,
F-RER
Interoperability & 1PY-03 [IPY-03.1 |Policies, procedures, and mutually-agreed upon provisions and/or |41 & —_ F/f. /R4 L 7-40/4F & H1L L. ¥ — £ |Do you provide policies and procedures (ie. service level EHROT —CALT—F\—7107 77— DROREER
e s shallbe establshed tosatly customer “‘;’:;‘” ) AT T =22y (AP 1) . HULEORERR | ooments) govering the use of APls for interoperabilty Eiganby Ekeﬂ.zugmm“ 2 0e
I P32 | toromerebie oo wortabil £ Y. RUT T U= = v BIR E RO - 578 - 244 |Do you provide policies and procedures (ie. service level KEROT—_CALOMO7 )7 23w 7 50BB RAAE
information processing interoperability, and portability for n = - |asreements) governing the migration of application data to and L\rmwm‘éw R
1 application development and information exchange, usage, and | (51251 SBMBBUIET 5HE (77> 1) OERF [go oo o0
KUy b integrity persistence. A T B,
Interoperability & 1PY-04 [IPY-04.1 | The provider shall use secure (e.g,, non-clear text and 50 FREEG. F—A0A> Can data import, data export, and service management be —50 A R—F RU LI AR—FEOI= T cx%!lx B2 (2]
rtability authenticated) standardized network protocols for the importand | & /iy~ o mm o r 0 mas (§): S, 7 conducted over secure (e.g. non-clear text and authenticated), ;li ;ézgizgt;ﬁ{;v g« _ggivmlg AhshTLS
Standardized Network ort of data and to manage the service, and shall make available U o Ll it ] £yt =
1PY-04.2 x) | L&t k7—% 70 kaL%ERL, %2 |Dovou provide consumers (tenants) with documentation detailing [EE @M PEIER BIEISMHET 57 kT — 97:1#:1»&1;0)*1
Protocols a document to consumers (tenants) detailing the relevant § § ’ the relevant interoperabilty and portability network protocol el AL e RO g
HEERN L BEES interoperability and portability standards that are involved. KEEh2BET ZHELEMAMPBEEFMOBELHL < standards that are involved?
k3 BAELLXBEEE (FFF) CRELABThERS L
EERy F7-o7R Lo
e TEZRERT ERTK Bt
Interoperability & 1PY-05 [IPY-05.1 |The provider shall use an industry-recognized virtualization 257 FEEHI, MEEREORRELIET 572012, % |Do you use an industry-recognized virtualization platform and BEEREERRT 1202, RRTRBMSNI R .
platform and standard virtualization formats (e.g., OVF) to help Rl RS MR TS v b 7 4 — LR UEED R standard virtualization formats (e.g. OVF) to help ensure T4 —LRUBERRETI+—I vk (OVFEE, )é{ieruﬁa—f;\
Virtualization and shall h custom - Y o < 5
1PY-05.2 -2 A8 BUREE SE L Do you have documented custom changes made to any hypervisor| I3 3/ \A/\—/\A F—~DBEDEE®. JJ2— 3~ ERD
R BES changes made toany hypervisorn use, and al soutionspecific |77~ I (Ovete &) AL AU S L. &8 T et e e e o | G187 £ X L. AL E 2 TE S ESILTIET A7
" virtualization hooks, available for customer review. oo ERENTLENAS—/SAFAOREDEELT ST | uctomer review?
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Anti-malware awareness training, specific to mobile devices, shall
be included in the provider's information security awareness
training.

779 FEZEORE ¥ 2 U7 A LIS, T84
AT R RBEROTIL Y = TIEEHA EIEERY Ahi
FhiE sk,

Do you provide anti-malware training specific to mobile devices as.
part of your information security awareness training?

EHEF2 )T RRMALIRO—ELLT, T/ AT/
TNITHRIHERBLTOETH 2

A documented list of approved application stores has been
communicated as acceptable for mobile devices accessing or
storing provider managed data.

779 FEEXENERT ST -4 TEALRETHEN
ANTFRAZBFALTRY, FRENFT TV —va>
OXBENLYZ P E BERELBEINERS AL,

Do you document and make available lists of approved application
stores for mobile devices accessing or storing company data
and/or company systems'

—HRER T LB CT JEART € AT X
ﬁpriﬂéhrt\b FINr—aV AT OUAMEXBIELF
RATEDLIILTLET A ?




The company shall have a documented policy prohibiting the
installation of non-approved applications or approved applications
not obtained through a pre-identified application store.

BHIE, FBENTOEVTTYU =Y a>, FLETHE
BOTTY =2y AP TEETAFLTOALER
FHRTTVr—var, OAVRb—LERETBHEY S —
EXEBLL THALINEL B,

Do you have a policy enforcement capability (e.g, XACML) to H‘!ém 77'177 ISJRUiEénIL\Zﬁ#'J »r;yyxlv

ensure that only approved applications and those from approved
application stores can be loaded onto a mobile device?

HISESA LT NARIZO—FTEHTEER
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The BYOD policy and supporting awareness training clearly states
the approved applications, application stores, and application
extensions and plugins that may be used for BYOD usage.

BYODIZBIT 24 U & —RU T hZ ey 2 BEim LAIMICH
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TF—vavA LT RUTTVr—va viRET 774>
EFERLATNER SR,

Does your BYOD policy and training clearly state which
applications and applications stores are approved for use on
BYOD devices?

AL k®77u'7—/szbault77u
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The provider shall have a documented mobile device policy that
includes a documented definition for mobile devices and the

through the company's security awareness and training program.

759 FREEE, AT ROER, RETATD
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Do you have a documented mobile device policy in your employee
training that clearly defines mobile devices and the accepted
usage and requirements for mobile devices?

ERANT AR (DB RUE (LT AARTHLTHB SN
BERERUERPREREICEALIE AT SAZDOR)—
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All cloud-based services used by the company's mobile devices or
BYOD shall be pre-approved for usage and the storage of company
business data.

DEDENALT N REFIBYODTHEAENETRTDY
77 RR=ZOHF—ERE, ZOEMELLRORBT -4
OEHIZOVT, FHRREBI AT AL B0,

Do you have a documented list of pre-approved cloud based
services that are allowed to be used for use and storage of
company business data via a mobile device?

ENALTARAEBLTEROESKRAT—SERM. BRiF T 4T
IZFIRT BN WEh TS, RREHDIFIRA—ZDY—!
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The company shall have a documented application validation D% (2. ENANTNAR ARL—F 425 A7 L. 7 |Doyou have a documented application validation process for | ZARF/\AR. 08 7707 —~ 2V ERIEA T 5777 ——a7
process to test for mobile device, operating system, and S —s s OE R OB L CREEF ST 7Y lesling, device, operating system, and application compatibility BRETOEREXBELTOET H ?
application compatibility issues. issues?
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The BYOD policy shall define the device and eligibility BYODDEM & AEEIC T B 7 /54 A £l PEE (231 | Do you have a BYOD policy that defines the device(s) and BYODRIADT-5)| 12hb-r:(41(m!ﬂ>e{—mf HOERE
requirements to allow for BYOD usage. S BEREEE. BYODHY 2k ) E s Lo | ERIY reauirements allowed for BYOD usage? EHLIBYODHK S —ABYES h

W,

‘An inventory of all mobile devices used to store and access
company data shall be kept and maintained. All changes to the
status of these devices, L.e., operating system and patch levels,
lost or decommissioned status, and to whom the device s assigned
or approved for usage (BYOD), will be included for each device in
the inventory.

LEF-SEBAL AT L RTEOIERENE TR
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Do you maintain an inventory of all mobile devices storing and
accessing company data which includes device status (
oporating system and patch levels, lost or decommissioned. devics
assignee)

ERT—FERHRUT TELAT BT ~CDE AT ARD. T
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A centralized, mobile device olution shall be
deployed to all mobile devices permitted to store, transmit, or

process customer data.

HET -2 2R, BE BT B LEFTEINLTAT
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Do you have a centralized mobile device management solution
deployed to all mobile devices om  are pormitted to storo,
transmit, or process company dat:
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The mobile device policy shall require the use of encryption either
for the entire device or for data identified as sensitive on all mobile
devices and shall be enforced through technology controls.

ERAATRAZRY &=l TRTDEAAAT /AR
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Does your mobile device policy require the use of encryption for
cither the entire device or for data identified as sensiti
enforceable through technology controls for all mobil

devices?
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The mobile device policy shall prohibit the circumvention of built-
in security controls on mobile devices (e.g.,jailbreaking or rooting)
and is enforced through detective and preventative controls on the
device or through a centralized device management system (e.g.,
mobile device management).
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Does your mobile device policy prohibit the circumvention of buitt-|
in sscuriy controls on mabile devicss (s.. jaibreaking or

i/\»f;bv-/\»fz-\‘"J/—lt ERALT AARIHAREN L F
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0 you havu detective and preventative controls on the device or
via a centralized device management system which prohibit the.
circumvention of built-in security controls?
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The BYOD policy includes clarifying language for the expectation of
privacy, requirements for ltigation, e-discovery, and legal holds.

The BYOD policy shall clearly state the expectations over the loss of
non-company data in the case that a wipe of the device is required.
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Does your BYOD policy clearly define the expectation of privacy,
requirements for litigation, ediscovery, and legal holds?
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Do you have detective and preventative controls on the device or
via a centralized device management system which prohibit the.
circumvention of built-in security controls?
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ompany owned devices. to require an
automatic lockout screen, and the requirement shall be enforced
through technical controls.

BYODPRENFIH T ST/ Rk, BEFO Y/ BEEERE
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Do you require and enforce via technical controls an automatic
lockout screen for BYOD and company owned devices?
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Changes to mobile device operating systems, patch levels, and/or
applications shall be managed through the company's change
management processes.

TCEOTEER/OLREEAL T, E/ALTAROT
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CHTAEBEEEL LGNS b,

Do you manage all changes to mobile device operating systems,
patch levels, and applications via your company's change
management processes?
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Password policies, applicable to mobile devices, shall be
documented and enforced through technical controls on a
company devies or deices approved for BYOD usage, and shll
lengths and

LEOTRTOTF /A 2 £/ 4BYODTOEAN D >N
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Do you have password policies for enterprise issued mobile.
devices and/or BYOD mobile deviges?

SHEBDHLUBYODD L TOE AT /IARITHLT, /IR
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(Are your password policies enforced through technical controls
(i.e. MDM)?

AT —FRYS—IE, i EERE (F7h5, MDMEEL THHE|
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[Do your password policies prohibit the changing of authentication

requirements (i.e. password/PIN length) via a mobile devi
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The mobile d policy shall require the BYOD user to perform
backups of data, prohibit the usage of unapproved application
stores, and require the use of anti-malware software (where
supported).
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Do you have a policy that requires BYOD users to perform
backups of specified corporate data?
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Do you have a policy that requires BYOD users to prohibit the
usage of unapproved application stores?
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Do you have a policy that requires BYOD users to use anti-
malware software (where supported)?
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‘All mobile devices permitted for use through the company BYOD
program or a company-assigned mobile device shallallow for
remote wipe by the company's corporate IT or shall have all
company-provided data wiped by the company's corporate IT.
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Does your IT provide remote wipe or corporate data wipe for all
companv-accented BYOD devices?

ﬁ*tﬁiﬂu F RTOBYODT /A RITHLT, n’um-;éu;—
FEEHDVFEET—SOHEEEALTNET H

Does your IT provide remote wipe or corporate data wipe for all
company-assigned mobile devices?

TR iaﬂ'at«twi/x»fn,-nwxl_i%r.rr’lHl. =2
E-MAEHIVERET -SOBEEEALTVFET L ?

Mobile devices connecting to corporate networks or storing and
accessing company information shall allow for remote software
version/patch validation. All mobile devices shall have the latest
available security-related patches installed upon general release by
the device manufacturer or carrier and authorized IT personnel
shall be able to perform these updates remotely.

DEOFRY FT—7IEREL. PEOEROEMREST 7
CRETIENANT AT, YE-FTY T RTTT
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Do your mobile devices have the latest available security—related
patches installed upon general release by the device manufacturer|
or carrier?

AT ARE WEBHHVEF T D—BRETII—AhE
NHEE AR TRTEHOLF2) T BE SyFEAVAP—ILL

TOETH?

Do your mobile devices allow for remote validation to download the| :
latest security patches by company IT personnel?

EXALT AR, RROMESEN)E—IOSHBLTRHDE
F2UTAVFES VAR TEDES L TVET A ?

The BYOD policy shall clarify the systems and servers allowed for
use or access on a BYOD-enabled device.

BYODH U & —Tld, BYODE L TRA ENA T/ 34 RN A%
KT 7R RTRER Y R T LRUY — A ERRLE AR

Does your BYOD policy clarify the systems and servers allowed
r use or access on the BYOD-enabled device?

BYODK )2 I# BVOD&L‘E"'}éhY ?I?{Xﬁ‘ﬁﬁlli??t
REHSNS: LRUY—/ ERHRLTVET

Does your BYOD policy specify the user roles that are allowed

BYOD1“J /—I# BVOD&L‘E"'}éhY TI\»(XE)IU T IR
hB1—HOO—LERELTLET A ?

SEF-01 SEF-0L1

[Security Incident
Management, -

Discovery, & Cloud
Forensics
toma(l/ Authority

cope and/or a change in any compliance obligation) to
ct compliance liaisons have been established and to be
prepared for a forensic investigation requiring rapid engagement
with law enforcement.

Y HEE, ET4 RN
KU IFTETAL

DOEEELR L OWEROEMEF L, RRANCER (B
EERDERABEOLE, BFRBOEBEALY) Luth
o,

Snu. acoess via a BYOD-enabled device?
Points of contact for applicable regulation authorities, national and | > 775 £ 77 X (- 14 5 215 /% & 0> {2175 4% & 0" | Do you maintain liaisons and points of contact with local
and other legal thorti : i ~ """ |authorities in accordance with contracts and appropriate
& BEREETE 74Py VBEORKERR TS
shall be maintained and regularly updated (e.g., change in 7 i regulations?
<fe HETZRHL/. ARECUHOTELRE. £

%ﬁ&ﬂm!féﬁm}!—MhUméiﬁnﬂ)(E!? ELIECNVED
GERR) CERBOZRITOET A

LIS 7 0 ] Policies and procedures shall be established, and supporting

EHLNTY—EXT ¥ rORY Y —RUFIEIC

Do you have a security incident response plan?

XEEENEEFAVTAA T IABHEEBYFET H 7




Management, E- SEF-02.2
Discovery, & Cloud
Forensics.

Incident Management
X2 YFAAVTT
Y MEE, ET42A
KU IFTETAL

SEF-02.3

SEF-02.4

SEF-03.1

Incident Reporting

X2 YTFAATT
¥ MER, ET4 2N
KU 9FIETAL

SEF-03.2

AYYFY bLF—
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|Security Incident
Management, E-
Discovery, & Cloud
Forensics.

Incident Response Legal
Preparation
CREVESE Y
¥ MER, ET4 2N
RUNEE LA T EY%

SEF-04.4

business processes and technical measures implemented, to triage
security-related events and ensure timely and thorough incident
management, as per established IT service management policies
and procedures.

-T2 F a2 T4 BHEOEREERIRLM I L. EED
D—BLiA v YTy MERERRIT 0
RUFEEHIL, ChoEHET2LHOL
ZRURHHIIRERE L BT AER SR,

Y-
270+

what you vs. your tenants are responsible for during security
incidents?

Do you integrate customized tenant into your 77> EFLTAAL TN HEREHTUE
security incident response plans? Th?
Do you publish a roles and responsibilities document specifying | £F 27 11 FOPTO . FERELAFEOREORELHT

U, BEILHEICET HNEERELTLFETH?

Have you tested your security incident response plans in the last.
year?

Eﬂz& BFIUTAA ST I AGHEOT AFERBLCOES
N7

Workforce personnel and external business relationships shall be
informed of their responsibility and, if required, shall consent
and/or contractually agree to report all information security events.
in a timely manner. Information security events shall be reported
through predefined communications channels in a timely manner
adhering to applicable legal, statutory, or regulatory compliance
obligations.

EEARVABOBBIBIREC AP RS NS REEAML
BHNER LBV, i, BRAHTHE, EXERUN
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Does your security information and event management (SIEM)
system merge data sources (e.g. app logs, firewall logs, IDS logs,
physical access logs, etc.) for granular analysis and alerting?

t*;\‘JT{’(!H{'\/FQQ(SIEM)/ZTLR HEOBVRHT LT
5| 85— 3A%5 . IDSAY
M§ﬁ77tlﬂ7s )%gﬁﬂféﬂlkiﬂx.fl\i‘!’h"’

Does your logging and monitoring framework allow isolation of an
incident to specific tenants?

D¥/7&Ui 2T DRI AT TFAETF ORI LIS
ST TNET M ?

Proper forensic procedures, including chain of custody, are
required for the presentation of evidence to support potential legal
action subject to the relevant jurisdiction after an information
security incident. Upon notification, customers and/or other
external business partners impacted by a security breach shall be
given the opportunity to participate as is legally permissible in the
forensic investigation.

BEE*2 U4 T L ORER, BIRT B AKER
EOHE 7D RO B HSHOENEEE E ) B
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B2 BAECHOSNPEGIBERE 15, EHL
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Does your incident response plan comply with industry standards
for legally admissible cesses.

AL TG EIE . EMIA O D & E (Chain-of-
)

and controls?

custody management) ) TOERRUALMA—LIZIZHT 5%
L TWETH?

Does your incident response capability include the use of legally
admissible forensic data collection and analysis techniques?

A TR GRRIZIE ;mt-amw»w/ VOT—SORE
DHBEMEEB AN TOET D

Are you capable of supporting litigation holds (freeze of data from
2 specific point in time) for a specific tenant without freezing.
other tenant data?

ROTF DT —SE R fl-; HWEDT IR T HEFEE—
ILF (BHEFAN DT —SERET ) ETOTENTEET A ?

Do you enforce and attest to tenant data separation when
oroducine data in resonse to leeal subooenas!

ENGBRRISHLTT ﬁﬁinB&T‘f'/H HLTTF—50
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[security Incident SEF-05.1
Management, E-

Discovery, & Cloud SEF-05.2

¥ MER, ET 42N
KU IFTIETHL

Mechanisms shall be put in place to monitor and quantify the
types, volumes, and costs of information security incidents.

HHEEF2UT 14Ty PEERL, ZOESPHRR,
SARMETRLT B &S wEEFALBIRER S0,

Do you monitor and quantify the types, volumes, and impacts on
all information security incidents?

gtmm;&t%au-rﬁzn‘—vm&»ﬂ U=

[Will you share statistical information for security ncident data with
your tenants upon request?

T—RELTHOTOET
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STA-01 STA-OL1
[Transparency, and
|Accountability

Data Quality and STA-01.2

Providers shall inspect, account for, and work with their cloud
supply-chain partners to correct data quality errors and associated
risks. Providers shall design and implement controls to mitigate
and contain data security risks through proper separation of duties,
role-based access, and least-privilege access for all personnel

in their supply chain.

777 FERER, F2REORMREEET S YR 2R
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Do you inspect and account for data quality errors and associated | 7
risks, and work with your cloud supply-chain partners to correct
em?

—SREDORMEMET 5UAVEREL. REERTL. 7578 Y|
77»(?:.—/0)/\ Pr—EELITEhOERET 10O MEE
FITLETH?

Do you design and implement controls to mitigate and contain
data security risks through proper separation of duties, role-based|
access, and least-privileged access for all personnel within your
supply chain?

FITZAFI—VRDT S TOARISHLT BEOGHBOSE], 0—|
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STA02 STA02.1

The provider shall make security incident information available to
all affected customers and providers periodically through
electronic methods (e.g., portals).

779 FERER, BFNFREEL TEANC, PEEE
F2IRTOMEL Y 79 FEEEDF VT AT
Y HMESEFATES LS CLAThIERS L (BRI
AABE) .

Do you make security incident information available to all affected
customers and providers periodically through electronic methods
(e.g. portals)?

BEFMFR (A —SLGE) EACTEMNIC, ERER (5T~
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Infrastructure Services

V774 F -V OB
B, B, RUARE
FybT7—=5 /47
FRMFIFrY—E

Business-critical or customer (tenant) impacting (physical and
virtual) application and system-system interface (API) designs and
configurations, and infrastructure network and systems
components, shall be designed, developed, and deployed in
accordance with mutually agreed-upon service and capacity-level
expectations, as well as IT governance and service management
policies and procedures.

BEICER LY - EARUREDOMEE, %45 I /<
FUYREY—EREROFY Y —RUFIRICEINT, KB
ERARGE, FRUAEE (5 R
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Fv R EBE L. BRL, BELATAERSEL,

Do you collect capacity and use data for al relevant components.
of your cloud service offering?

[RECTLO A5 Fy—CABET 53 R TOIUR—FF=H
WT BERUVERKROT—SEROTOETH ?

Do you provide tenants with capacity planning and use reports?

FIUMHLT, BRI BRUERRRELR—MRELTOET
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Supply Chain
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The provider shall perform annual internal assessments of
conformance and effectiveness of its policies, procedures, and
supporting measures and metrics.

777 FEEHE, KUy — FIR IhsedF—- 175
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Do you perform annual internal assessments of conformance and
effectiveness of your policies, procedures, and supporting
measures and metrics’
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[supply Chain STA05.1

Management,

STA05.2

STA05.3

B, EMALE, RARE STA-05.4

Supply chain agreements (e.8., SLAS) between providers and
customers (tenants) shall incorporate at least the following
mutually-agreed upon provisions and/or terms:

= Scope of business relationship and services offered (e..,
customer (tenant) data acquisition, exchange and usage, feature
sets and functionality, personnel and infrastructure network and
systems components for service delivery and support, roles and
responsibilities of provider and customer (tenant) and any

YTIAFz—2DE

& STA05.5

or outsourced bt

physical
geographical location of hosted services, and any known regulatory
compliance considerations)
« Information security requirements, provider and customer
(tenant) primary points of contact for the duration of the business
relationship, and references to detailed supporting and relevant
business processes and technical measures implemented to enable
effectively governance, risk management, assurance and legal,
statutory and regulatory compliance obligations by all impacted
business relationships

and/or pre-authorization of any changes controlled

agreement provisions and/or terms (e.g.,

certification, attestation audit report, or equivalent forms of
assurance) without posing an unacceptable business risk of
exposure to the organization being assessed
« Expiration of the business relationship and treatment of
customer (tenant) data impacted
* Customer (tenant) service-to-service application (API) and data
y requirements for application
n exchange, usage, and integrity
persistence
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Do you select and monitor outsourced providers in compliance
wiith laws in the country where the data is processed, stored, and
transmitted?

FAEIE RE, BBHTHEOERRST, FFELTLETA/N
AF DEERVERET>TVETN?

Do you select and monitor outsourced providers in compliance
wiith laws in the country where the data originates?

T—&Eﬁﬁi?élﬂ)éﬁl-ﬁ\bf EREDTAN(FORERY
BERET>TVETH

Does legal counsel review all third-party agreements?

FTRTOF=FLORBIE, FRIHNLE2L—LTLETH ?

Do third-party agreements include provision for the security and
protection of information and assets?

B=ELOZRIE. RERUAEDEF1IT(EREIBT o5
WAEFENTOETH?

Do you provide the client with a list and copies of all
subprocessing agreements and keep this updated?

5547 SNHLT, 3 A COH ) IO ARMOURNETE &8
HL. ThERBLTEHRLTOET D ?




STA06 STA06.1

Supply Chain Providers shall review the risk management and governance
processes of their partners so that practices are consistent and
aligned to account for risks inherited from other members of that

partner's cloud supply chain.

779 FEREER, RENTORAEERIEL, - —
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Do you review the risk management and governanced processes
of partners to account for risks inherited from other members of
that partner's supply chain?
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[supply Chain STA-07 STA-07.1
Management,
[Transparency, and
|Accountability

|Supply Chain Metrics
Y774 F - DE
2, EMiE. HARE
$TFAFz—V A b
Uy sz

Policies and procedures shall be implemented to ensure the
consistent review of service agreements (e.g., SLAS) between
providers and customers (tenants) across the relevant supply chain
(upstream/downstream). Reviews shall be performed at least
annually and identify non-conformance to established agreements.
The reviews should result in actions to address service-level
conflicts or inconsistencies resulting from disparate supplier
relationships.

STA07.2

STA07.3

STA07.4

BET Y774 F—> (Lf/TH) 2ELTDITY
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[Are policies and procedures established, and supporting business
rocesses and technical measures implemented, for maintaining
complete, accurate, and relevant agreements (e.g., SLAs) between
oroviders and customers (tanants)?

7Dr§»(7&!!(77‘/})0)”0)::2‘(1&1‘!!1!?5 BRE (-
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Do you have the ability to measure and address non-conformance
of provisions and/or terms across the entire supply chain

FI5AF I
AT HFEE

2RE(ER /TR Ch-oT REARERUEHIS
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Can you manage service-level confliots or inconsistencies
resulting from disnarate sunnlier

AERORBENRDSELEF—EALNLOF—HOFEEE
EETEFEIAN?

Do you review all agreements, policies, and processes at least
annually?

DECREIEL T S CORE. RIT— THEAELEa LCLE
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L1/ 8 Providers shall assure reasonable information security across their
information supply chain by performing an annual review. The
review shall include all partners/third party providers upon which

their information supply chain depends on.

[Supply Chain
Management,
[Transparency, and
|Accountability

[Third Party Assessment
Y774 F - DE
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STA-08.2

S,
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Do you assure reasonable information security across your
information supply chain by performing an annual review?

FERLEL—ERBLT, WY T5(Fr— 2R TRLULARE
FaTORBESNELERELTVET A ?

Does your annual review include all partners/third-party providers
upon which your information supply chain depends?

ERLEL—(F, BRI T5( 71—V ICAET T RTO/\—FF—
/REEETONATEBATNETH?

3725 E [ Third-party service providers shall demonstrate compliance with
information security and confidentiality, access control, service
definitions, and delivery level agreements included in third-party
contracts. Third-party reports, records, and services shall undergo
audit and review at least annually to govern and maintain
compliance with the service delivery agreements.

[supply Chain
Management,
[Transparency, and
|Accountability
[Third Party Audits

STA09.2
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Do you permit tenants to perform independent vulnerability
assessments?

TFUMTHLTT T U MRBORBIEFBEHFTLTVETH ?

Do you have exteral third party services conduct vulnerability
scans and periodic penetration tests on your applications and
networks?

7‘)7‘— AV EFYRT—=JISHLT, BBHRF o RUEMHIL
FL—YaV TAMET IO E=E Y —EXDBYETH ?

110 olicies and procedures shall be established, and supporting
business processes and technical measures implemented, to
prevent th of malware on d or
managed user end-point devices (ie., issued workstations, laptops,
and mobile devices) and IT infrastructure network and systems
components.
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Do you have anti-malware programs that support or connect to
your cloud service offerings installed on all of your systems?

RESWTLEI57FF—EXEY:
FHEIOT5LE. T RTOVAT.
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Do you ensure that security threat detection systems using
signatures, lists, or behavioral patterns aro updated across all
5 within industry accented time frames?
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|Threat and Vulneral

[ S-—
Vulnerability / Patch
Management

T RBEOER
Wt/ < FER

|- TR Hl policies and procedures shall be established, and supporting
processes and technical measures implemented, for timely

f vl ies within i d or
managed applications, infrastructure network and system
components (e.g., network vulnerability assessment, penetration
testing) to ensure the efficiency of implemented security controls.
A risk-based model for prioritizing remediation of identified
vulnerabilities shall be used. Changes shall be managed through a
change management process for all vendor-supplied patches,
configuration changes, or changes to the organization's internally
developed software. Upon request, the provider informs customer
(tenant) of policies and procedures and identified weaknesses
especially if customer (tenant) data is used as part the service
and/or customer (tenant) has some shared responsibility over
implementation of control.

TVM-02.2

TVM-02.3

TVM-02.4

TVM-02.5

TVM-02.6
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Do you conduct network-layer vulnerabmly scans regularly as
prescribed by industry best practices?
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Do you conduct application-layer vulnerability scans regularly as.
prescribed by industry best practices

ERDRATZI7AA B 77— as LAY
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Do you conduct local operating system-layer vulnerability scans,
regularly as prescribed by industry best practices?
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Will you make the results of vulnerability scans available to
tenants at their request?
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Do you have a capability to rapidly patch vulnerabilties across all
of your computing devices, applications, and systems'

Will you provide your risk-based systems patching time frames to

your tenants upon request?
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L R SRR SR policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
prevent the execution of unauthorized mobile code, defined as

software transferred between systems over a trusted or untrusted
network and executed on a local system without explicit
installation or execution by the recipient, on organizationally-
owned or managed user end-point devices (e.g., issued
workstations, laptops, and mobile devices) and IT infrastructure
network and systems components.
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Is mabile code authorized before its installation and use, and the
code configuration checked, to ensure that the authorized mobile
code operates according to a clearly defined security policy?
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Is all unauthorized mobile code prevented from executing?
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