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IoT Security Controls Matrix

Control Objective is to "Understand and mitigate risks".
1. Perform risk assessments associated with data governance requirements at
planned intervals and shall consider the following;:

» Awareness of where sensitive data is stored and transmitted across devices,
applications, databases, servers, and network infrastructure
» Compliance with defined retention periods and end-of-life disposal requirements

* Data classification and protection from unauthorized use, access, loss, destruction,
and falsification
2. Perform threat modeling at the onset of IoT system design and derive security
requirements from the threat models that are incorporated into your product
development backlogs. Validate the requirements by creating security tests and
performing those tests on each product release.
3. Identify threat intelligence feeds and track new malware to provide immediate
guidance to teams charged with monitoring IoT devices. Report relevant threat
intelligence to any security teams charged with monitoring/securing IoT devices
immediately.
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