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CSA Mobile Working Group
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CSA Mobile Application Security Testing(MAST) Working Group

Mobile Application Security Testing (MAST) Working Group Charter 235
Co-Chairs:

Henry Hu, Board Member of Cloud Security Alliance Taiwan Chapter, and Chief
Research Officer for OWASP Taiwan Chapter

Li Yao, the head of R&D Department at CEPREI Certification Body
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- To develop a reference document that fits into the OCF framework/STAR

Program and is independent from proprietary / implementation details;

- To develop a testing / vetting toolkit (i.e. approval-rejection basis) for mobile
applications, including a framework of controls and testing mechanisms based on
the high level requirements included in the MAST white paper.

- To determine whether CSA can develop a certification scheme for mobile
application security;

- To eventually develop a certification scheme for mobile application security to be

included in the CSA STAR Program.
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- Discussion regarding what role cloud plays in IoT - What are the Cloud Security
Services for the IoT?
- Potential survey regarding strategic direction of the group
® Determine audience and include question related to role
® Provide specific gaps and have respondents rate them
® Action Item: Hillary to provide sample survey
+ IoT Ambassador program
- Download the recent release "OWASP/CSA Secure Medical Devices Deployment
Standard"

Link: https://cloudsecurityalliance.org/download/owasp-secure-medical-devices-

deployment-standard/
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Secure Cloud IoT Project Plan 2019

Objective:

Research cloud IoT approaches and create a set of published artifacts (tbd) that
guide stakeholders on:

1) The use of the cloud as an enabler of security at the IoT edge (e.g., key
management services, authentication services, configuration management services,
asset management services, etc...)

2) The security of cloud services supporting the IoT at the edge

Project Goals:

1) Identify existing approaches (CSPs, etc) to providing cloud services that secure
[oT products

2) Define the scope of CSA involvement moving foward in IoT security (where is
the right intersection of cloud/edge)

3) Adopt/define a layered model for Cloud IoT security

4) Publish artifacts based on our research


https://cloudsecurityalliance.org/download/owasp-secure-medical-devices-deployment-standard/
https://cloudsecurityalliance.org/download/owasp-secure-medical-devices-deployment-standard/

Project Plan (high level)

1. Create abstract (owner Brian Russell) to define project - due 9/6

2. Identify 2 use cases to constrain our research - owner TBD - due 9/20

3. Survey loT architectural models and agree on our layered architecture owner TBD
- due 10/4

4. Agree as WG on our scope

5. Complete set of architectural diagrams per layer - owner TBD - due 11/15

6. Define set of artifacts for publication.
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