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2-1. CSA Mobile Working Group
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- Discuss new direction and review the survey results

- Look for volunteers for the top 2 topics
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- Begin discussion on each topic at high level, along with preliminary plans for

deadlines.
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CSA Internet of Things (IoT) WG
Internet of Things (IoT) WG: Bi-Weekly Call 5 A-1 (#47)

A
: WebEx Online

: Brian Russell, Chair of the CSA Working Group on Internet of Things
e
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Ryan Medelin from Nuestar discussed their new approach to managing
trusted device identities for the IoT.
[Abstract]
Neustar Trusted Device Identity (TDI) offers a fresh take on traditional
PKI; built from the ground up to address the unique security challenges
of scale and resilience required to secure and manage large IoT
deployments.
The foundational innovations are two fold; firstly device messages are
authenticated 1in real time which means that fraudulent
communications are immediately detected and invalidated; secondly our
multi-factor identity abstraction means that devices do not need to know
the identity of a message source, only that it can trust the message it is
receiving.
Real-time authentication allows for immediate device revocation,
message invalidation and exception reporting. This instant response is
in contrast to traditional PKI where the burden is placed on the end
device to do a server lookup to determine if an entity has been revoked,
thus there is no guarantee that a device will do the lookup before it
accepts additional messages.
Identity abstraction allows for identity obfuscation, fast recovery (in the
event of a breach) as well as a smaller device footprint. Devices only ever
need to trust two entities, which verify the authenticity of a fleet of

devices. The result 1s...

» Faster breach response, whereby should a server or device become

compromised they can be switched out without needing to notify
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the devices of the new server identity.

» Identity obfuscation no device needs to know the identity of
another. For example a connected car, might want to tell the car
behind it to slow down because of an obstacle. We can allow that
message to be authenticated without ever having to reveal the
1dentity of the car in front.

» Smaller devices can be secured since it does not need to store the
identities of all devices it needs to communicate from or to. The

device only needs to store two keys to validate a sender.

Internet of Things (IoT) WG: Bi-Weekly Call 5 H-2 (#7)
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Went through our Cloud Document and general discussion on IoT Sec.
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