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2-1. CSA Mobile Working Grou
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The perimeter has been changing, in many ways shrinking for quite some time
now, security and auditability is now traveling with data, containerizing
unstructured data and using technologies such as DRM to secure information
regardless of where it is rather than trying to keep it where you can secure it is
becoming the norm, especially with more stringent regulatory frameworks such

as the GDPR. The advisory aims to define the history of the perimeter, how it
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looks today, what are the best practices and what the future looks like.
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(1) Pre-writing process

(2) Planning and logistics

(3) Research/data collection and Drafting/writing

(4) Revising, editing, and proofreading
(5) Final Review and Publishing
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2-2.  CSA IoT Working Group
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Open Source tools Lead:

Maintains a listing of open source IoT tools, both security (e.g,. Blue Hydra,
etc) and functional (e.g., AllJoyn, etc). Establishes relationships with open
source project leads to better understand the direction of these projects and
optionally provide our WG views on new features that should be included.
Briefs the WG monthly on latest findings.

IoT Security Vendor Lead:

Maintains a listing of COTS security tools for the IoT and establishes
relationships with vendors to better understand their capabilities. Briefs the
WG monthly on the latest findings.

Cloud IoT Service Provider Lead:

Provides a listing and maintains an understanding of CSP IoT service

architectures and approaches as well as the security controls available for
those services. Maintains a relationship with IoT CSPs to include inviting
them to speak as guests at our WG sessions.

IoT Security Consortium Lead:

Keeps up to date on current best practice documents, industry standards and
new regulations across U.S., Europe (e.g., GDPR, ePrivacy, certification
labeling, etc) and Asia. Maintains a relationships with consortium members
and/or leaders and invites them to out-brief their findings to our WG.

IoT Security Research Lead:

Keeps the WG informed on the latest security research in both industry and



academia. Establishes relationships with researchers to better understand
potential mitigations that can be recommended based on their research, and
invites members of the research community to out-brief their findings to our

WG.
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