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Chris McMahon Stone, Tom Chothia, Flavio D. Garcia

[Spinner: Semi-Automatic Detection of Pinning without

Hostname Verification] (2017412888 )

> AEREEVBOHEERTI AT IV 7 —avIZENT, FEGR
A NBIREDA VRAZ VRATHET H1-OIZEFE L T= [Spinner] &

WSY—IL%E

FIFAL T, 4000EFELTE /N1 JL 7 App name No. of Installs | Platform |
—_ JA 1 — |2 — - Bank of America Health | 100k - 500k Android
T 4 MRSSIEICET 2 F BEME T TunnelBear VPN 1m - 5m Android
> E j( fd: %55 :Ii 75§ ;I:# J:HE é ;hj—: Megzan Bank 10k - 50k Andro?d
N . . e Smile Bank 10k - 50k Android
72— a3r—8 HSBC Sm-10m | iOS
HSBC Business 10k - 50k i0S
HSBC Identity 10k - 50k i0S
HSBCnet 10k - 50k i0S
HSBC Private 10k - 50k i0S
H 8 : Chris McMahon Stone, Tom Chothia, Flavio D. Garcial Spinner: Semi-Automatic Detection of
oSAIC Pinning without Hostname Verification] (2017%1288H)
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22 May 2017 § Vulnerability discovered

Ll

— >
9 ’r A 7 ,r ~ 23 May 2017 Initial disclosure by e-mail to HSBC
25 May 2017 § Conference call discussing details of
vulnerability

6 June 2017 | We notice that an update to the "HSBC
Business” app has added the
vulnerability, we e-mail HSBC

3 August 2017 § We send a follow up e-mail to check on
progress and we contact the UK
National Cyber Security Centre (NCSC)
who also contact HSBC

4 August 2017 | We receive an e-mail from HSBC
saying they are working on the issue

31 August 2017 Follow up conference call with HSBC
and NCSC. HSBC confirms the issue
and say they are testing a fix

14 September 2017 Patch rolled out for main HSBC app

H 82 : Chris McMahon Stone, Tom Chothia, Flavio D. Garcial Spinner: Semi-Automatic Detection of
S Pinning without Hostname \erification] (2017412888 )
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Dear NiceHash user, our service is currently
under maintenance.

We are sorry for the inconvenience and
please stay tuned for updates.

Thank you for your understanding.

4:52 PM - 6 Dec 2017

71 Retweets 209 Likes @ Ls} @ @ ‘ . ’ ,, @

O 204 11 T QO 209 5|

Hj;ﬂi NlceHash (@NlceHashMmlng) Twﬂter(ZOl?ElZ}EJ 6 EI )
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> AARZF7®MDNicehash (FA4A RNy a) HEE)
» NiceHash (@NiceHashMining) - Twitter (20174 12A6H)

@NiceHashMining

Dear NiceHash users,

we are very sorry for the inconvenience
caused. Our team is working hard to resolve
the issues on the service, it might take longer
than expected. We'll keep you updated!

8:24 PM - 6 Dec 2017

165 Retweets 555 Likes D a @ “ £ 8 g

QO 1712 11 165 QO 555 5

.':I:'.;Hi ; NlceHash (@NlceHashMlnlng) Twﬂter(ZOl?ElZﬁ 68)
i seiHashMiningstatus/938368653/4 04 i
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» AANZ=FDNicehash (FAR/N\NyPa) ERE)
» NiceHash - buy & sell hashing power - Reddit(2017512H6H)

1-3.X 8

et
Welcome to Reddit.

Where a community about your favorite things
is waiting for you.

(e TN ks B and subscribe to one of thousands of communities. -

Official press release statement by NiceHash
Andrej_ID ' MCEHasH

Unfortunately, there has been a security breach involving NiceHash website. We are currently
investigating the nature of the incident and, as a result, we are stopping all operations for the
next 24 hours.

Importantly, our payment system was compromised and the contents of the NiceHash Bitcoin
wallet have been stolen. We are working to verify the precise number of BTC taken.

Clearly, this is a matter of deep concern and we are working hard to rectify the matter in the
coming days. In addition to undertaking our own investigation, the incident has been reported to
the relevant authorities and law enforcement and we are co-operating with them as a matter of
urgency.

We are fully committed to restoring the NiceHash service with the highest security measures at
the earliest opportunity.

We would not exist without our devoted buyers and miners all around the globe. We understand
that you will have a lot of questions, and we ask for patience and understanding while we
investigate the causes and find the appropriate solutions for the future of the service. We will
endeavour to update you at regular intervals.

While the full scope of what happened is not yet known, we recommend, as a precaution, that
you change your online passwords.

We are truly sorry for any inconvenience that this may have caused and are committing every
resource towards solving this issue as soon as possible.

2270@OIA> F HE5

H B8 : Official press release statement by NiceHash (2017512H6H)
<& Aitbps’/ www.reddit.com/r/NiceHash/comments/Zi0s6o/official_press. release.statement, by nicehash/) o
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» AARZ=ZF7®Nicehash (FAL R/\va) (fi
> NiceHash: @NiceHash -Facebook(2017E12H7-8H)

El = Facebook Ads

N\ Follow

il Like X\ Follow = §3 Recommend

NiceHash

Dear NiceHash users!

Unfortunately, there has been a security breach involving NiceHash website.
We are currently investigating the nature of the incident and, as a result, we
are stopping all operations for the next 24 hours.

NiceHash Importantly, our payment system was compromised and the contents of the
@NiceHash NiceHash Bitcoin wallet have been stolen. We are working to verify the
precise number of BTC taken

Home Clearly, this is a matter of deep concern and we are working hard to rectify

the matter in the coming days. In addition to undertaking our own

About
investigation, the incident has been reported to the relevant authorities and
Photos law enforcement and we are co-operating with them as a matter of urgency.
”~ ! Videos We are fully committed to restoring the NiceHash service with the highest
LJ security measures at the earliest opportunity.
i v . Posts We would not exist without our devoted buyers and miners all around the
» — 4 globe. We understand that you will have a lot of questions, and we ask for
nire Ha d L Events patience and understanding while we investigate the causes and find the

appropriate solutions for the future of the service. We will endeavour to

Community
update you at regular intervals.

Create a Page While the full scope of what happened is not yet known, we recommend, as
a precaution, that you change your online passwords.

Wl Like 8 Comment A Share

We are truly sorry for any inconvenience that this may have caused and are
committing every resource towards solving this issue as soon as possible.

U’:) Like C] Comment £ Share [ A

Hi B8 : NiceHash: @NiceHash -Facebook (2017128 7-8H)
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» AAXRZFMNicehash (FA4R/\ya) HR=E)
> NiceHash (@NiceHashMining) - Twitter(2017%12898)

NiceHash

i s Following WV
@NiceHashMining

We are working on bringing the service back!
Stay tuned!

In the meantime, join
reddit.com/r/NiceHashHack/ and help us

analyze the stolen funds on the blockchain!
NiceHash Hack « r/NiceHashHack
This subreddit is created by NiceHash for the purpose of

investigating the NiceHash security breach and related blockchain
forensics.

reddit.com

6:30 AM - 9 Dec 2017

177 Retweets 508Likes TR 7 O PO @ & $

QO 237 n 177 Q 508 8

Hi 88 : NiceHash (@NiceHashMining) - Twitter (2017412A9H)
CSAIC Chitps:Htwitter.com/NiceHashMining/status/9383686537:70285056)co o
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10 the Noth NHS region and the Mctands and East NHS reglon

t B : National Audit Officel Investigation: Hi 88 : NHS Digital (2017458 18H &%)
o n oous WannaCry cyber attack and the NHS. |
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— N3
> (8%) NHSTOZI)LD&E (20165E11A8)

(" Eitizens J Living healthy lives and
making choices about

NG health

Health and care professionals Providing health and
care services
[ Health and care providers j Organising the delivery of

health and care services

Overseeing, influencing
and regulating the delivery
of health and care services

delivery partner for the

( m j Information and technology A

_ Digital health and care system 151
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