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Application &
Interface Security

Control Specification

Applications and programming interfaces (APIs) shall
be designed, developed, deployed and tested in
accordance with leading industry standards (e.g.,
OWASP for web applications) and adhere to applicable
legal, statutory, or regulatory compliance obligations.

Control Specification
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Consensus Assessment Questions

Do you use industry standards (Build Security in Maturity
Model [BSIMM] benchmarks, Open Group ACS Trusted
Technology Provider Framework, NIST, etc.) to build in
security for your Systems/Software Development Lifecycle
(SDLC)?
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Consensus Assessment Questions
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Do you use an automated source code analysis tool to detect
security defects in code prior to production?
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Do you use manual source-code analysis to detect security
defects in code prior to production?
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Do you verify that all of your software suppliers adhere to HEIISYIRITTERET DT RTOEEEN, VAT L/VT
industry standards for Systems/Software Development FOTTBARS AT AL (SDLOY2F 2 T4 DEFITHEIGE>
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(Saa$ only) Do you review your applications for security. (SaaSD#) 77! U’r—vazl-’a#—:')?{ﬂ)lﬁiﬁ&ﬁ‘#b\ﬁ\E—)
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AIS-03.1

AIS-04 | AIS-04.1

Prior to granting customers access to data, assets, and
information systems, (removed all) identified security,
contractual, and regulatory requirements for customer
access shall be addressed.
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Are all identified security, contractual and regulatory
requirements for customer access contractually addressed
and remediated prior to granting customers access to data,
assets and information systems?

Are all requirements and trust levels for customers’ access
defined and documented?
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Data input and output integrity routines (i.e.,
reconciliation and edit checks) shall be implemented
for application interfaces and databases to prevent
manual or systematic processing errors, corruption of
data, or misuse.
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Are data input and output integrity routines (i.e., reconciliation
and edit checks) implemented for application interfaces and
databases to prevent manual or systematic processing errors
or corruption of data?
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Policies and procedures shall be established and
maintained in support of data security to include
(confidentiality, integrity and availability) across
multiple system interfaces, jurisdictions and business
functions to prevent improper disclosure, alternation,
or destruction.
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Is your Data Security Architecture designed using an industry
standard (e.g., CDSA, MULITSAFE, CSA Trusted Cloud
Architectural Standard, FedRAMP, CAESARS)?
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Audit plans shall be developed and maintained to
address business process disruptions. Auditing plans

]

shall focus on reviewing the of the
implementation of security operations. All audit
activities must be agreed upon prior to executing any
audits.
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Do you produce audit assertions using a structured, industry
accepted format (e.g., CloudAudit/A6 URI Ontology,
CloudTrust, SCAP/CYBEX, GRG XML, ISACA's Cloud
Computing Management Audit/Assurance Program, etc.)?
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XML, ISACA’s Cloud Computing Management Audit/Assurance
Program /5&) THERLTL\ET 1 ?

(&, CloudAudit/A6 URI Ontology, CloudTrust, SCAP/CYBEX, GRC

Independent reviews and assessments shall be
performed at least annually to ensure that the

addresses of
policies, standards, procedures and compliance
obligations.
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Organizations shall create and maintain a control
framework which captures standards, regulatory, legal,
and statutory requirements relevant for their business
needs. The control framework shall be reviewed at
least annually to ensure changes that could affect the
business processes are reflected.
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Do you allow tenants to view your SOC2/1SO 27001 or similar|
third-party audit or certification reports?
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Do you conduct network penetration tests of your cloud
service infrastructure regularly as prescribed by industry best
practices and guidance?
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Do you conduct application penetration tests of your cloud
infrastructure regularly as prescribed by industry best
practices and guidance?

S5 IRRBDT TV r—a RFbL- /SJTXI‘&%?J)'\Z
FISHTAROH AL D RISRES A= LSS RIS
HERLTOETH?

Do you conduct internal audits regularly as prescribed by
industry best practices and guidance?
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Do you conduct external audits regularly as prescribed by
industry best practices and guidance?
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Are the results of the penetration tests available to tenants
at their request?
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Are the results of internal and external audits available to
tenants at their request?
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Do you have an internal audit program that allows for cross—
functional audit of
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Do you have the ability to logically segment or encrypt
customer data such that data may be produced for a single
tenant only, without inadvertently accessing another tenant's
data?
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Do you have capability to recover data for a specific
customer in the case of a failure or data loss?
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Do you have the capability to restrict the storage of customer|
data to specific countries or geographic locations?
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Do you have a program in place that includes the ability to
monitor changes to the regulatory requirements in relevant
jurisdictions, adjust your security program for changes to legal
requirements, and ensure compliance with relevant regulatory
requirements?
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CIGEMEIGEIRR A consistent unified framework for business continuity
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planning and plan shall be
documented and adopted to ensure all business
continuity plans are consistent in addressing priorities
for testing, maintenance, and information security
requirements. Requirements for business continuity
plans include the following:

« Defined purpose and scope, aligned with relevant
dependencies

« Accessible to and understood by those who will use
them

« Owned by a named person(s) who is responsible for
their review, update, and approval

+ Defined lines of communication, roles, and
responsibilities

« Detailed recovery procedures, manual work-around,
and reference information

« Method for plan invocation
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Do you provide tenants with geographically resilient hosting
options?
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Do you provide tenants with infrastructure service failover
capability to other providers?
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Business LIGEVER Business continuity and security incident response
plans shall be subject to testing at planned intervals or|
upon significant organizational or environmental
changes. Incident response plans shall involve
impacted customers (tenant) and other business
relationships that represent critical intra-supply chain

business process dependencies.

Continuity Testing
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Are business continuity plans subject to test at planned
intervals or upon significant organizational or environmental
changes to ensure continuing effectiveness?
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Datacenter utilities services and environmental
conditions (e.g., water, power, temperature and
humidity controls, telecommunications,and internet
connectivity) shall be secured, monitored, maintained,
and tested for continual effectiveness at planned
intervals to ensure protection from unauthorized
interception or damage, and designed with automated
fail-over or other redundancies in the event of
planned or unplanned disruptions.

Business BCR-03 BCR-03.1

BCR-03.2

Telecommunicatio

ns
ERUGEEL
2

*Ekﬁfiiif Itﬂiﬁ E

Do you provide tenants with documentation showing the
transport route of their data between your systems?
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Can tenants define how their data is transported and through
which legal jurisdictions?
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BCR-04 BCR-04.1
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system (e.g.

and user guides, and architecture diagrams) shall be
made available to authorized personnel to ensure the
following:

« Configuring, installing, and operating the
information system

« Effectively using the system’s security features
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Are information system documents (e.g., administrator and
user guides, architecture diagrams, etc.) made available to
authorized personnel to ensure configuration, installation and
operation of the information system?
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LIS RERE physical protection against damage from natural
causes and disasters, as well as deliberate attacks,
including fire, flood, atmospheric electrical discharge,
solar induced geomagnetic storm, wind, earthquake,
tsunami, explosion, nuclear accident, volcanic activity,
biological hazard, civil unrest, mudslide, tectonic
activity, and other forms of natural or man-made
disaster shall be anticipated, designed, and have
countermeasures applied.
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Is physical protection against damage (e.g. natural causes,
natural disasters, deliberate attacks) anticipated and designed
with countermeasures applied?

BAKEOHRECLZRENSORELEF AL, ThoISHT 5|
EMRENEERILGEALTOET A ?

(IS TE R R Il To reduce the risks from environmental threats,
hazards, and opportunities for unauthorized access,
equipment shall be kept away from locations subject
to high probability environmental risks and
supplemented by redundant equipment located at a
reasonable distance.

Business

Equipment
Location
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‘Are any of your data centers located in places that have a
high probability /occurrence of high-impact environmental
risks (floods, tornadoes, earthquakes, hurricanes, etc.)?

FT—EEUAE REGHBEOHIREIAY (K, BE, ME.
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Business LSS AR Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for equipment maintenance ensuring.
continuity and availability of operations and support

personnel.
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If using virtual infrastructure, does your cloud solution include
independent hardware restore and recovery capabilities?
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If using virtual infrastructure, do you provide tenants with a
capability to restore a Virtual Machine to a previous state in
time?
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If using virtual infrastructure, do you allow virtual machine
images to be downloaded and ported to a new cloud provider?
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f using virtual infrastructure, are machine images made
available to the customer in a way that would allow the
customer to replicate those images in their own off-site
storage location?
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Does your cloud solution include software/provider
independent restore and recovery capabilties?
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BCR-08 BCR-08.1

Protection measures shall be put into place to react to
natural and man-made threats based upon a
pecific Business Impact

Equipment Power
Failures
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Are security and to
protect equipment from uuhty service outages (e.g., power
failures, network disruptions, etc.)?
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There shall be a defined and documented method for
determining the impact of any disruption to the
organization (cloud provider, cloud consumer) that
must incorporate the following:

« Identify critical products and services

« Identify all dependencies, including processes,
applications, business partners, and third party service
providers

« Understand threats to critical products and services
« Determine impacts resulting from planned or
unplanned disruptions and how these vary over time
« Establish the maximum tolerable period for
disruption

« Establish priorities for recovery

« Establish recovery time objectives for resumption of
critical products and services within their maximum
tolerable period of disruption

« Estimate the resources required for resumption

Business
Continuity

BCR-09 BCR-09.1

Resilience
Impact Analysis
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Do you provide tenants with ongoing visibility and reporting of
your operational Service Level Agreement (SLA)
performance?
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Do you make standards-based information security metrics
(CSA, CAMM, etc.) available to your tenants?
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Do you provide customers with ongoing visibility and reporting
of your SLA performance?

BEISHLT. BBROSLAOBITRES DL T, AIRIEELR—
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Business LIGETUNEIGETR Policies and procedures shall be established, and
supporting business processes and technical measures

for iate IT and
service management to ensure appropriate planning,
delivery and support of the organization's IT
capabilities supporting business functions, workforce,
and/or customers based on industry acceptable
standards (i.e., ITIL v4 and COBIT 5). Additionally,
policies and procedures shall include defined roles and
responsibilities supported by regular workforce
training.

Resilience

Policy
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Are policies and procedures established and made available
for all personnel to adequately support services operations’
roles?

RS —RUFHEERIL, Y—EREREXETIEROHD
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Business
Continuity
Management &
Operational
Resilience
Retention Policy

TR
EF

CEERMETGERRE policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for defining and adhering to the
retention period of any critical asset as per established
policies and procedures, as well as applicable legal,
statutory, or regulatory compliance obligations.

Backup and recovery measures shall be incorporated
as part of business continuity planning and tested
accordingly for effectiveness.
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BCR-11.2

BCR-11.4

BCR-11.5
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Do you have technical control capabilities to enforce tenant
data retention policies?

TFUNT—AORER) S —ERMET
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Do you have a documented procedure for responding to
requests for tenant data from governments or third parties?
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Have you i backup or to
ensure compliance with regulatory, statutory, contractual or
business requirements?

.2, ESXROERISHT BV TS5 7 U RERIE
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Do you test your backup or redundancy mechanisms at least
annually?

BIERIFISTEL N0 IT YT HEVETRICEREDT AET
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(S LRI R eel ool Bl s A Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to ensure the development and/or
acquisition of new data, physical or virtual
applications, infrastructure network and systems
components, or any corporate, operations and/or
datacenter facilities have been pre-authorized by the
organization’s business leadership o other
accountable business role or function.

New Development
/ Acquisition
EEEREMA
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ccc-01.2
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Are policies and procedures established for management
authorization for development or acquisition of new
applications, systems, databases, infrastructure, services,
operations and facilities?
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Is documentation available that describes the installation,
configuration and use of products/services/features?

W@/ —ER/MRED VAL — Al MR, FIRERRLIZX
BFFRTRETT N ?

Change Control & CCC-02 CCC-02.1
Configuration
Management

External business partners shall adhere to the same
policies and procedures for change management,
release, and testing as internal developers within the
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Do you have controls in place to ensure that standards of
quality are being met for all software development?
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ccc-02.2

Change Control & CCC-03 CCC-03.1
Configuration

Management

Quality Testing

ccc-03.2

ccc-03.3
ccc-03.4

Change Control & CCC-04 CCC-04.1

Unauthorized
Software
Installations
EEEELA
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Change Control & CCC-05 CCC-05.1

Data Security &
Information
Lifecycle
Management
ification
Sty
LIEHRS 1T
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DSI-01  DSI-01.1

DSI-01.4

DSI-01.5

DSI-01.6

organization (e.g. ITIL service management processes).

Bye

Do you have controls in place to detect source code se

rity
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Organization shall follow a defined qualty change
control and testing process (e.g. ITIL Service
Management) with established baselines, testing and
release standards which focus on system availability,
confidentiality and integrity of systems and services

AL, SRT LY —EXOA A, BEE, TRUEE
BMETHR—RFY FANRUY ) —RDOREE{HZ
T BREISERSNRURUEEERLT AN OER
(f EXIETILY—ERTR D AVN) IZiEDRIThIERS
B,

Do you provide your tenants with documentation that
describes your quality assurance process?

BARETOEROVTRBESN-XEET T HRELTL
FIH?

Is documentation describing known issues with certain
products/services available?

R/ Y —EROBMOMBLERAL-XEFFATEETH 2

Are there policies and procedures in place to triage and
remedy reported bugs and security vulnerabilities for product
and service offerings?

RESATOBRI RV —ERITDONT, BHEIF T
FaTADRBHESE (T —2) L. RETSHORYS—
EFREERISNATVNETA?

‘Are mechanisms in place to ensure that all debugging and test|
code elements are removed from released software versions?

ETOT/\WII—FETAFA—FI&. J)—RENF=ITEILT
;)Q)b—:)svﬂ\éﬁllRéh(t\ézkiﬁ:ﬂﬁ'éf:wwﬁ&Izh‘l
h2

Policies and procedures shall be established, and

supporting business processes and technical measures 4

implemented, to restrict the lnstallat\nn of

software on d ol

managed user end-point devices (e.g., issued
workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.

ﬁﬂﬁh‘?ﬁﬁﬁf (1!‘&?‘61—*)‘014#1’4;#7/\47\
23V YTy T EALT
SUFv—F VT —IRUSRT
BN TG IRITTHAVR
F—}Léﬂé;k?l\'}i(”r DI, HEtRUFIRERIL, O

SEMET DO DEBT O LR RUBHMTHIN RERE
I.mﬂ’l,lﬂm L\

Do you have controls in place to restrict and monitor the
installation of unauthorized software onto your systems?

RSN TWVENYIEVITAY AT A LISAVRR—LEhdT
LEHBLE=S—FHIENTEETH?

Policies and procedures shall be established for
managing the risks associated with applying changes to|
business-critical or customer (tenant) impacting
(physical and virtual) application and system-system
interface (API) designs and configurations, as well as
infrastructure network and systems components.
Technical measures shall be implemented to provide
assurance that, prior to deployment, all changes
directly correspond to a registered change request,
business-critical or customer (tenant) , and/or
authorization by, the customer (tenant) as per
agreement (SLA).

UTOEEZERT IHROY R EEET 570, 1
VIZARITIF—RY FT—HRULRTLAY
A=t b LRI, XBLEEL, XEEE (75
b)) TRETRIR/MERT TV T a Y RUSRT
LEA2BTT—R (AP) DBRFHRUEET 570D
RYS—RUFIRERL LB FhIEE 50, BAR
= HAREERT C &Sk > T, TATOLEE
M, BRINCEFER, RELBECREBRE (7
FUR) CRET BRI DS, R (SLA) IS
& (T2 b) ~OBARVEZOER. OFT~T
EETEERELBHRIEE DAL,

Do you provide tenants with documentation that describes
your production change management procedures and their
roles/rights/responsibilities within it?

BRREOEEEEFHE, RUERBEETETTULOR
B AHER/ BEERBLI-XEET T UMRELTOET A ?

Data and objects containing data shall be assigned a
dlassification by the data owner based on data type,
value, sensitivity, and criticality to the organization.

—SRUT—SEBCA I DI, T—5547 M
W, fEIC Lo TOEEMEICE ST, 72O/

=
1.,
FECFOTHERSShETNIFESE,

Do you provide a capability to identify virtual machines via
policy tags/metadata (e.g, tags can be used to limit guest
operating systems from booting/instantiating/transporting
data in the wrong country)?

RS —55 /875 BLT, BRI aRHRT oo T
FIN? (ERIE BT [E 7 RIOSISE BT —h/ AV REV R 1/
TOT—SBREEHRS S LA TED)

Do you provide a capability to identify hardware via policy
tags/metadata/hardware tags (e, TXT/TPM, VN-Tag, etc)?

RS —55 /5T —8/N—FHITFHT (EAIE, TXT/TPM,
VUN-Taghh &) &L T N—FII7ERETIENTEETH 2

Do you have a capability to use system geographic location
asan ication factor?

'n‘lnlﬂ)Eiﬂ)Uk?kL’( SATLOHBEOUEEERTET
EMTEES M

Can you provide the physical location/geography of storage off
a tenant’ s data upon request?

ERIZ Fﬂ.}l,‘t T')'/W)%Ehhﬂ/iﬁ&bﬂhv'—ﬁmﬁﬁﬂ‘ﬁ
ERfTEE

Can you provide the physical location/geography of storage off
a tenant's data in advance?

l;.é_é_-rwrmmgwﬁa/mgmmr—mﬁgswmm

Do you follow a structured data-labeling standard (e.g., 1SO
15489, Oasis XML Catalog Specification, CSA data type
guidance)?

WERT—H5LIFRE (FZEA 1, 1SO 15489, Oasis XML
g:!!alog Specification, CSAT—48%4 THAH L R) IHEHL TLVE
he

Do you allow tenants to define accemable geogrinhlcal
locations for data routing or resource

T-Gﬂ)ﬁxﬁﬁﬂ&)%t‘l&')/—Z@{z?ﬁzzﬂs(mE} HE
CEETFUMSHRLETH 2




DRETRR Policies and procedures shall be established to inventory,
document, and maintain data flows for data that is
resident (permanently or temporarily) within the service's
applications and infrastructure network and systems. In
particular, providers shall ensure that data that is subject
to geographic residency requirements not be migrated
beyond its defined bounds.

Data Security &  DS|
Information
Lifecycle
Management
Data Inventory /
Flows
F—gtFayrs
LIEHSATY 1
ILEE
TSRE/ 7
a—

Y—ERDT TV —2ar AV TSRS HF v—: FUbT—o,
RUS AT LAIC (HEEE—RHI< )T

Do you inventory, document, and maintain data flows for data

that is resident (py v within the services’
i network and systems?

TO—&EML. X’ﬂ:L HIFT DD S —.
LG RIE N HIS. TR/ F [, SIREERIEES AT O
EHOXET 67' A1 BREN-HRERATBBLE
WEEERIELEHNIEBBE.

H—ERTIVT—>ay, KB VbT—5, S RT LIS CKEEHIH
BN E—! B#ML)FE‘?’%T—&OT HOT—HIO—FHEL, X
BIEL #HRBLTOET N ?

an you ensure that data does not migrate beyond a defined
geographical residency?

F—EN, EBRSW T\ EBNEFEGEEBA TBTEA TG
WEEERIETEETH ?

Data Security &
Information

LEEERILERERR Data related to electronic commerce (e-commerce)
that traverses public networks shall be appropriately
dlassified and protected from fraudulent activity,
unauthorized disclosure, or modification in such a
manner to prevent contract dispute and compromise

of data.

eCommerce
Transactions
FstFayrs

DSI-03.2

—RRISBBEh R YT — V&S TEREE He0

T—RIZ| Bﬂbév——&lt %&’Jifi‘\‘h’ HIREHCE
MTEDHF! BOHFAShT
WL BRE R Izﬁib\bﬁaﬂ,&l‘rmimbﬁt\

Do you provide open encryption methodologies (3.4ES, AES,
etc.) to tenants in order for them to protect their data if it is
required to move through public networks (e.g. the Internet)?

TFTUMINTV YR INT =Y (FEZIE, A2 8—Fuh) TR
BT —SERET DI, ABISN T\ BEES LTk (34ES,

AESTEE) ERELTVET A 2

(J{I 34ESIFIDESDIELB DI FETHARXIZBRIZRLTLY

Do you utiize open encryptlun methodologies any time your

eed to iith each
other via public networks (e &. Internet-based replication of
data from one environment to another)?

EBIVR—F Ty oF b —rEBLTEEVISHIE

EORELHBHE (A, 18—y NELIZHHEBIND
AOBBI=T—4&LTVr—95) AT TOSEESEFiE
EEALTVETH?

Data Security & DSI-04  DSI-04.1 Policies and procedures shall be established for
Iabeling, handling, and the security of data and objects;
which contain data. Mechanisms for label inheritance
DSI-04.2
containers for data.
Labeling / Security
oo

—strtalsy
LIEMS AT

&=

BE | SN
/ tF2YTA

shall be implemented for objects that act as aggregate |y

FARUT—5EECA TS IrDSN)T , JLEER
Y, 2XLUTA DD DR S —RUFIRERIILE
NIFEEDEWN, F—EEFLOTIEMT 54T x|

Are policies and procedures established for labeling, handling
?

+ |and the security of data and objects that contain data’

FARUT—SEECAT D IrDSN)2T  JLEBREL. £
FaUTADEHORY S —RUFIRERILTOETH ?

cN
FRNVERKLTRIET SHAHERELLTNIEEH

Are for label i
that act as aggregate containers for data?

for objects

FREELHTHMT 24 TV MR SNLERKLTREF
THEMEAERELTVET S ?

LRI AL R R I Production data shall not be replicated or used in non-|

production environments.

Nonproduction
Data
F—btFalTr

A
#3‘4‘« 75

ABEREOT—HIE, TRAMRHISIE— LY ALY
TIFEBLELN

Do you have procedures in place to ensure production data
shall not be replicated or used in non-production
environments?

AERBOT—SNEABRIICOE—ShiYEREh YL
WEEERIET DFHMEEBOTLET N 2

DSI-06  DSI-06.1

Data Security & All data shall be designated with stewardship, with
i assigned responsibilities defined, documented, and

communicated.

FATORBISHL TEREEENEESNLTNIEED
B, FEREFOREL. EHS, XELShBHS
NEFHIFEEBEN

DSI-07.1

Data Security &
Information
Lifecycle
Management
Secure Disposal

Any use of customer data in non-production
environments requires explicit, documented approval
from all customers whose data is affected, and must

comply with all legal and regulatory requirements for

LERVZRN < rubbing of sensitive data elements.

Are the responsibilities regarding data stewardship defined,
assigned, documented and communicated?

TAEREEEOERE. BRI, XELSh BHSh T
FIH?

TANRETORET —SOFAIE., HEERTHT—

DI NTOBEN AR TXEL SN ALBEET
B0 Ff=, WML T —IBREMBS LSBT HTTO
ERRURHIE DB hIEREE,

Do you support secure deletion (e.g.,
degaussing/cryptographic wiping) of archived and backed-up
data as determined by the tenant?

F—HAITRUINYITyTEN
NEHETREICHIBR (F2ERIE,
FAEIILTLVETA?

—8IE, TTUNZETROD
HEl/ S EERAHLHHE)

Can you provide a published procedure for exiting the service
arrangement, including assurance to sanitize all computing
resources of tenant data once a customer has exited your
environment or has vacated a resource?

BENIIIFRBAOERERT I 0/ —ADERERT L
BE RS ETNTOAVEL—TAV I BRTTFUT—5%
BIBRS 5o LEBE H—ERRT DO DX BILEN - FHEE
RELTOET N ?

LIEHIRIN Assets must be classified in terms of business

AEFTEXEOEEY, S—EALANLOMHE. BRAO!

criticality, level and
continuity requirements. A complete inventory of
business-critical assets located at all sites and/or
geographical locations and their usage over time shall
be maintained and updated regularly, and assigned
ownership y defined roles and responsibilities.

DCS-01.2

BRAOLHBLETNIERLEN, §T
D AROWBRI<{B T 5 RT LR R H D

FEUERETOEABEEMH L, EMMICEHL, E
i;éh; SERRUR AL RO EREEEENLTRIN
(FEBTELN

Do you maintain a complete inventory of all of your critical
assets that includes ownership of the asset?

FTATOERLAEAZEIOVT, ARESUTLLEREH
BLTLFEIH?

Do you maintain a complete inventory of all of your critical
supplier relationships?

BECMARELOBROZLBERERBLTLET 1 ?




DCS-02 DCS-02.1

Datacenter
Security
Controlled Access
Points

Physical security perimeters (e.g., fences, walls,
barriers, guards, gates, electronic surveillance, physical
authentication mechanisms, reception desks, and
security patrols) shall be implemented to safeguard
sensitive data and information systems.

/ 7’7‘L’X 7‘4/#

mm‘-r—s«&uﬁ#&/za—;&emnr—
BeFaUTAHR (TR, B, Ei ~ BT
FEERR . MIEBRIREE AD=X L, &ﬂTR'] §$/(H:l—
Ib&t)%i%b&l#hli&b&l.\

Are physical security perimeters (e.g. fences walls, barriers,

MEW&'&—‘\'—:'Jr{iﬁﬁ(szZ 2 . 2mA, ¥+ BF

guards, gates, electronic
mechanisms, reception desks and securvty patrols)
implemented?

ZXL.BHTRY . RE\RA—ILE)
ERELTVET A2

Datacenter DCS-03 DCS-03.1

method of connection authentication. Location-aware
technologies may be used to validate connection
authentication integrity based on known equipment
location.

Identification

7'/7'/7'4 74

Automated equipment identification shall be used as a| H&#i

S

}ﬁLf@H’hI#Qbfab\ FEAREREE O B1=
« BERI D #E 28 DR FE 15T I gﬁurm&iﬁmiﬁz?
é&ﬁ%ﬁﬁ?éi&b‘f%kb\tth;L\v

DFHELTEHMIC mgmznm«mm&l s automated equipment identification used as a method to

validate connection authentication integrity based on known
equipment location?

BERIOMBOFEBHICR SV TRERINDTLUERR TS
T, BEMICHBEERITAEEAEEALTLETI N ?

Datacenter
Security
offsite
Authorization
Fgt st

DIESRILIESERN Authorization must be obtained prior to relocation or
transfer of hardware, software, or data to an offsite

premises.

N—FILT YILIITELET—HEF A DIBFRIC
B BI<IE, BHIORKRERBLAETNIELESE,

Datacenter
Security
Offsite equipment

WIS Policies and procedures shall be established for the
secure disposal of equipment (by asset type) used
outside the organization's premise. This shall include
a wiping solution or destruction process that renders
recovery of information impossible. The erasure shall
consist of a full write of the drive to ensure that the
erased drive is released to inventory for reuse and
deployment or securely stored until it can be
destroyed.

Do you provide tenants with documentation that describes
scenarios in which data may be moved from one physical
location to another? (e.g. offsite backups, business continuity
failovers, replication)

T—HE1 DOMERILIBH A LRI DBAIBE S B (RS, A4
THAMISY T YT  BERRIEDFHDIT— LA~ LT
’7;;_5/)“‘0)/*‘)7f§aELLT XEE. THUMRHLT
Ly n?

FEMOBI THEASNIEBORELLS (BEDFAT
2£2) D=0 DR S —RUFIRERILETHIERSE
Lo Shi WBOETERARERIEICT 2R LHIRRY

')1—‘/3471\&&1&3713'(:1%‘%@'\%%&3%:5 SHESNTK

FATHBRRCRMOI-DISEEICESh S HEESh
AETRLZI ﬁ"ééﬂ'ﬂ\égkiﬁnﬁ'éf HIZHEE
FoAT2%hELEETRETHD

Datacenter LIESVERE I Policies and procedures shall be established, and
supporting business processes implemented, for
maintaining a safe and secure working environment in

offices, rooms, facilities, and secure areas.

DCS-06.2

Can you provide tenants with evidence documenting your
policies and procedures governing asset management and
repurposing of equipment?

AETHELWBROBHAERHTER) S —EFMEEXELL.
FERRELTTFUMRBTEET A 2

4742, BE, Wik, BRCHEEEREFIIRELIIT

ATORELEF2UTAHHERSN-FBRBEM T
A= ORI —RUFIEEHIL, Choxiliiad b1

DEBITOLRERELETNIEESEN,

Can you provide ewdence that policies, standards and

have bee for safe and
secure working env\ronmenl in offices, rooms, facilities and
secure areas?

7]'742 "HE Hﬁﬁ TFA)TAIYTHTRETEX 7R
iR M ENEXBACLIARY S —EFHEE, G
kLTT%JFI—E#&T?i?’b he

Gan you provide evidence that your personnel and involved
third parties have been trained regarding your documented
policies, standards and procedures?

BE FREICHT L ——V T EIHLFE
1ToTNAIEE ELEL TR TEE T

Datacenter
Security
Secure Area
Authorization

P& B @R ERN Ingress and egress to secure areas shall be constrained
and monitored by physical access control mechanisms
to ensure that only authorized personnel are allowed

access.

2 7TYFE

HASNEELIALAYTER LT B101=, BEK
BT YRRV O— L DA &> TEFAYTATYT
ADABHEHRLERLAZFAIEELE0,

Do you allow tenants to specify which of your geographic
locations their data is allowed to move into/out of (to address
legal jurisdictional considerations based on where data is
stored vs. accessed)?

(F—ENECITRESNT 7 LRSI DD, [SE SN TRZEEE
AREDCEERFT) TEAOTEREHAT DB EE
THUMMERT I EEHALET A ?

Datacenter
Security
Unauthorized
Persons Entry

WIS EMERVR Ingress and egress points such as service areas and
other points where unauthorized personnel may enter
the premises shall be monitored, controlled and, if
possible, isolated from data storage and processing
facilities to prevent unauthorized data corruption,
compromise, and loss.

Y—ERTUFHEDEAD, RUBASNTLVENEA
BRI AB AR DB DB L, T—EDWIR, &
Eh HEERTHIOIC, BEHRUEEL, AfETHL
F T2 RERVLBERH LML N IEESE.

DICEEMLEREREN Physical access to information assets and functions by

users and support personnel shall be restricted.

Are ingress and egress points, such as service areas and
other points where unauthorized personnel may enter the
premises, monitored, controlled and isolated from data storage|
and process?

H—EATUFHEDEHAD, EU#Téh’(L‘%L‘%ﬁWﬁ&'WL
B ABATREMED $HBIBF I DRER VLB DB
L'(mﬁRU’é‘ELTL\i?f)"’

FAERUYR—IREYII- L HERE E RUERILE
WREAOMBHT IR EHBLAETAIFEELEN.

Do you restrict physical access to information assets and
functions by users and support personnel?

FIAERUXER Sy 71 LHEMAERIERLERIE~ DY
EMT7ILRERBRLTOETH?

Encryption & Key EKM-01 EKM-01.1
Management
Entitlement

BEEEARETE
RS

Keys must have identifiable owners (binding keys to
identities) and there shall be key management
policies.

BICEWA AL EENFEL OFYRET(TUT 1
TAHRFOTOBIL), = ERISI) REEBARY L —
HELTIFRESEL,

Do you have key management policies binding keys to
identifiable owners?

REBA TRELBHA SR TIREER)S—DHYETH?




&Key
Management

Encryption & Key
Management
Sensitive Data
Protection

B S b L
gﬂv"—ﬁmﬂ

Encryption & Key
Management

‘Governance and

Requirements

HIVFLREYR
IEE

Governance and
Risk Management
Data Focus Risk
Assessments
ﬁm#—yz&uz
7'—97 —HR
YRIPERAVE

Governance and
Risk Management

EKM-02 EKM-02.1

EKM-02.2

EKM-02.3

EKM-02.4

EKM-02.5

EKM-03 EKM-03.1

EKM-03.2

EKM-03.3

EKM-03.4

EKM-04 EKM-04.1

GRM-01 GRM-01.1

GRM-01.2

GRM-01.3

GRM-02 GRM-02.1

GRM-02.2

GRM-03 GRM-03.1

Policies and procedures shall be established for the
management of cryptographic keys in the service's
cryptosystem (e.g., lifecycle management from key
generation to revocation and replacement, public key
infrastructure, cryptographic protocol design and
algorithms used, access controls in place for secure key
generation, and exchange and storage including
segregation of keys used for encrypted data or
sessions). Upon request, provider shall inform the
customer (tenant) of changes within the cryptosystem,
especially if the customer (tenant) data is used as part
of the service, and/or the customer (tenant) has some
shared responsibility over implementation of the
control.

Y—ERDESRTLOESREETET 518 DK

$—RUFIRERILETHIELSE (ROERADHE

R EHICEDSATH AV OER, PKL, ERShZES]
TOFILOBERUTLTYX L REFBRERISHELL|
TORRGE, EBALT S d v aVIsEREND
ROBHESTXB/RVRELL), TOIF (L, BRI
LT, BISRE (TFUN T8 —ERO—EELT
FIAShY, BE (TFN) A EROREISHT SRE
D—BERBLEYLTVDIBAE, BE (TFVH)ISES

Do you have a capability to allow creation of unique.
encryption keys per tenant

TFUPTEITRE DB REERTEIENTEETH 2

Do you have a capability to manage encryption keys on behalf|

of tenants?

TFUM RO THESRETETEE TN ?

Do you maintain key management procedures?

BREBFHEETOTVFETA?

SRTLROEEEBHLETNIEESEN,

Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for the use of encryption protocols for
protection of sensitive data in storage (e.g., file
servers, databases, and end-user workstations) and
data in transmission (e.g., system interfaces, over
public networks, and electronic messaging) as per
applicable legal, statutory, and regulatory compliance
obligations.

Do you have documented ownership for each stage of the
lifecycle of encryption keys?

BSROSITHAINDOERT—IISE 1T HHHEEXEELT
WFEIM?

Do you utilize any third party/open source/proprietary
frameworks to manage encryption keys’

BEROEEIC. E=H/F—T/—R/BRHOIL—LT—V%
HALTLET A ?

BT HEMRURF EOEFEBH-T AFL—S
OF7ANH—IN, F—ER—R IVFI—HFDT—HR
T—2aVBE) W, TEOFERE (FEY), RUT—5D
AER (VRTLAVETT—R, SMRYET—VEH. B
Fry—URIERE) OWBET—2ORELBMELT
ST AR EERT 21012, RS —RUFIRERET
L. ChoEiad 510 0BT Ot ARURHIRE
ERELLThIEELE0,

Do you encrypt tenant data at rest (on disk/storage) within
your environment?

BEOBREDTARIPAN —V LT TFUPDTF—HEBESL
LTOETA?

Do you leverage encryption to protect data and virtual
machine images during transport across and between
networks and hypervisor instances?

FURT—IRRUNA I F AV RE REDBEISH LT,
T—ERMREI LA A= D DREO-HEBILETNET N ?

Do you support tenant-generated encryption keys or permit
tenants to encrypt data to an identity without access to a
public key certificate (e.g. identity-based encryption)?

TR DE%EE"H‘“—&-Lﬁ?’ﬁ\”P)éNI FFUk
AABAREREICT /LRI HEL SEBBILTHIE
[(2=ACN lD'\—ZO)D“v{t){—"F'IL??’b\

Do you have documentation establishing and defining your
encryption management policies, procedures and guidelines?

S EEER) S — FHRE S ERELEBL-XEE
FoTLEIN?

Platform and data appropriate encryption (e.g., AES-
256) in open/validated formats and standard
algorithms shall be required. Keys shall not be stored
in the cloud (i.e. at the cloud provider in question),
but maintained by the cloud consumer or trusted key
management provider. Key management and key
usage shall be separated duties.

F—TUGRIEFHDRRNORETLTIZLTHET
FYRTH—LA ﬁl,f B8 =L 75 = (AES-25675&)
EEALETREESEN, BIE(SRIFVETON(S
D)7 IFAI EE?&L’)TI&&( 93 IRDRBESE
[HEFTEHREDTO NI HNRELLFNIEESE,
&?Eflﬂi&ﬁwﬁiﬁli REPEBELTHMSNETh

EBIELN

Do you have platform and data appropriate encryption that
uses open/validated formats and standard algorithms?

Are your encryption keys maintained by the cloud consumer
or a trusted key management provider?

Do you store encryption keys in the cloud?

Do you have separate key management and key usage
duties?

F—TUBREFHORRANEET LTV XLTHETFvE
TA— LT —RISELIESEARERALTVET N ?
ESRIE, /77 OFAER FERTSIRERT 0/ \(FHUR
BLTLFEIA?

BSRIE. IFVFRIZRESATOET A ?

REBLQERE, RERBLLTHRSATOET L ?

B FIEBAFEH T, MBS ELEET S

Baseline security shall be for

or acquired, dor
managed, physical or virtual, applications and
infrastructure system and network components that
comply with applicable legal, statutory and regulatory
compliance obligations. Deviations from standard
baseline configurations must be authorized following

E/ARET TV —2a0 AV IFANGIF—S AT LR
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Do you have dosumented information security baselines for
every of your .. hyp 3
operating systems, routers, DNS servers, etc.)?

(RERIE A=A F ARL—T AV TS AT L b—45,
DNSH—/3&) DY RTHORBaR—FRUMHLT, Hifit
X T REEXBELTOETH?

Do you have a capability to continuously monitor and report
he of your i against your i

secunty baselines?

WX T REITHTIEROEFRIRE , RIFHIE=
S—LLR—IBERFTEETH 2

change policies and prior to
deployment, provisioning, or use. Compliance with
security baseline requirements must be reassessed at
least annually unless an alternate frequency has been
established and established and authorized based on
business need.

i FRADHIC. ZEEEK) S —RUFIRIS
DEYLE, ZOMEAE SR RERIZE
SWTHEENKR éhm\iﬁ L EIEIEBE
fliEhaithiFasii,

Do you allow your clients to provide their own trusted virtual

machine image to ensure conformance to their own internal
standards?

9FAT UK
TYRRETI L DA A—

LT, 7517 2B OREBRECERLIFSR
ERETIIENTEETH ?

Risk assessments associated with data governance
requirements shall be conducted at planned intervals
and shall consider the following:

« Awareness of where sensitive data is stored and
transmitted across applications, databases, servers,
and network infrastructure

« Compliance with defined retention periods and end-
of-lfe disposal requirements

 Data classification and protection from
unauthorized use, access, loss, destruction, and
falsification

F—EANFYADERBEICEET HYRIT RSV
EERICEOLON-MATRIEL. TORIUTOERE
HEELEITNIES N
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A—2Z, *i—/\ :?wh'? GAVIZANSFr—TE
R{EThHH
EHDII &ﬁmm&uﬁﬁﬁYﬁﬂ)ﬁil» EEE 23
$lﬁ'\ 2L
FADNBELPIH AN TOVELMER. 772, #)
%. BIRRUSEADLDRE

Do you provide security control health data in order to allow

tenants to implement industry standard Continuous Monitoring|
(which allows continual tenant validation of your physical and

logical control status)?

TFUSERRAEQRGEAR (IR - SHERAE 57 N FER
EORIEET TV MREL TITIC LA TES) EREAREITT D
=012, tFaY TAERREUT —SERHELTVET N ?

Do you conduct risk assessments associated with data
governance requirements at least once a year?

d)f,(é;%ni;L 3
ToTWETH?

T —EHNF RO ERIZE S RS

Managers are responsible for maintaining awareness
of, and complying with, security policies, procedures
and standards that are relevant to their area of
responsibility.

FEEE, BoOFERBEICEDI X TR —
FIRRVEEZREL. EFLHTEHENHD.

‘Are your technical, business, and executive managers

responsible for maintaining awareness of and compliance with

security policies, procedures, and standards for both
themselves and their employees as they pertain to the
manager and employees' area of responsibility?
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An Information Security Management Program (ISMP)
shall be developed, documented, approved, and
implemented that includes administrative, technical,
and physical safeguards to protect assets and data
from loss, misuse, unauthorized access, disclosure,
alteration, and destruction. The security program shall
include, but not be limited to, the following areas
insofar as they relate to the characteristics of the
business:

« Risk management

« Security policy

« Organization of information security

« Asset management

* Human resources security

« Physical and environmental security

Governance and ~ GRM-04 GRM-04.1

.C and t
* Access control
. ion systems acquisiti and

maintenance

AERVT—FEHK, B, FASh TOVENT7ER,
B, % BURALRIET H7=¢h (<, WHM, Biflit),
EMREHELSOH

k2]
fitF )7 RRIANTOTS
L (ISMP) &BIRL , SO ﬂ:L i{,zl, RELAHNELD
B, HaTFIOTS L, BEORIEEhAHE
s, ;pt«rt,wwﬁmsmtmlxmbmx
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-1EHS 2T LORIE. ARERURT

Do you provide tenants with documentation describing your
Information Security Management Program (ISMP)?

HMEF2L T EETOT 5L (SMPERRLI-XEE, TFb
[CRELTLFETA?

GRM-04.2

Governanceand  GRM-05 GRM-05.1
Risk Management

Management

Support /

Involvement

HINFZREYR
(5

Executive and line management shall take formal
action to support information security through clearly-
documented direction and commitment, and shall
ensure the action has been assigned.

Do you review your Information Security Management
Program (ISMP) least once a year?

FHREF2UT(EETNTSLISMPE, DaCELIEIT—
Ea—LTWETH?

REBRUEERE, XBICLOHARLETRUISTYIA
IrEBLTEBR X2 UTAEIEBRT B-OOEBIRTE
iél/ HERDRIEICBINCEERBLETNIEREDM

Do you ensure your providers adhere to your information
security and privacy policies’

TONAED AEREF2)TAET AN
BTLEHRICRERTETLFIA?
(U59FI—FOBBEEEL TRATNAZLITER)

S—RY S —ZFBFLTLY

Governance and  GRM-06 GRM-06.1
Risk Management

Information security policies and procedures shall be
established and made readily available for review by
allimpacted personnel and external business
relationships. Information security policies must be
authorized by the organization’s business leadership
(or other accountable business role or function) and
supported by a strategic business plan and an
information security management program inclusive of
defined i security roles and

for business leadership.

GRM-06.2

GRM-06.3

GRM-06.4

HFHRLF2T(OR) S —RUFIREHIL. HEEZIT
2T RTOAARVIEOMB|BFEALDOTHLE2—
TEHLSEMLTHENETIIEEDEL WEEF2UT 4
DR S —(E ABHOBETEE (F-LEORIELAS
DDREELZHEE) [CI-TRBESN, BEREFD
DB EF2UTAI=H T BRERVEEERRL
HEROBEHERVFREF1)TIATOAUNTOTS
LlR&HTHESNBTNIEESE,

Do your information security and privacy policies align with
industry standards (IS0-27001, 1ISO-22307, CoBIT, etc.)?

EHEFLUTAET T/ —RY /—lt !%54:2; (15027001,
180-22307, CoBITZE)EB>TVET A

Do you have agreements to ensure your providers adhere to
your information security and privacy policies?

TIUFBROEBEFAITAET AN —RIS—EEFTE
CEE TONAIDNBBLTVET A ?
(D7F1—FDRELLTRRTNBIEITER)

Gan you provide evidence of due diigence mapping of your
controls, architecture and processes to regulations and/or
standards?

AR TLEE, FT—XT/F v, TOEREIYILE
Ta—TUPIVADFERERBRTEET N ?

Do you disclose which controls, standards, certifications
and/or regulations you comply wit}

BFLTVSEE, R, REE. RUEAMTEETH ?

Governance and
Risk Management
Policy
Enforcement

HIWNFZREYR
OEE
RYS—HIE

GRM-07 GRM-07.1

A formal disciplinary or sanction policy shall be
established for employees who have violated security
policies and procedures. Employees shall be made
aware of what action might be taken in the event of a
violation, and disciplinary measures must be stated in
the policies and procedures.

GRM-07.2

X2 TR —RUFIEISERLIGERAISH S B E]
1&@:-15%\[;#1&@1‘0 ;E—EEE_LLQHNi&b&
L

X B(CRRMIEY
RS —RUFIECRRFHEER

NIFEDAELN, F=.
EL&(‘H’LIi&b&L\

Is a formal disciplinary or sanction policy established for
employees who have violated security policies and
procedures?

X2 T RS —RUFIEISERLGERAISH T DER R
FHDNEHBEDOR) S —ERILTVET H ?

Are employees made aware of what actions could be taken in
the event of a violation via their policies and procedures?

i‘)“/—RU%\IEIZJ‘!ELU:H%V)ME& HERRACAALCOE
2

Governance and
Risk Management
Policy Impact on

Risk Assessments

78T IREYR

YRIFHERAN
(~8I1’65‘K'} -
ROZat]

[ELUVEVERCTIVE R Risk assessment results shall include updates to
security policies, procedures, standards, and controls

to ensure that they remain relevant and effective.

WRIT LRIV ORERICIE, DR LIEEHMEEMR
RO, XU TR — FIR RERVEEE
DEHEEDRETNIEESEL,

Do risk assessment results include updates to security
policies, procedures, standards and controls to ensure they
remain relevant and effective?

WRGTERAVEORRICIE, £ TR S —,
Uéﬂﬁﬂ)&’éﬁkﬁﬁlﬁinﬁ?éf mwiﬁ&sb'ﬂ‘i?

Governance and
Risk Management
Policy Reviews
77‘;\7‘/7\ YR

IEE
RYS—LE2—

GRM-09 GRM-09.1

The organization’s business leadership (or other
accountable business role or function) shall review the
information security policy at planned intervals or as a
result of changes to the organization to ensure its
continuing alignment with the security strategy,
effectiveness, accuracy, relevance, and applicability to
legal, statutory, or regulatory compliance obligations.

GRM-09.2

H*ﬁt%’-:'h’»r‘?") /7.‘:124’-1'}74&!&&0)1&%%9974 &
F2) TR S — DB EE, ERE

Do you notify your tenants when you make material changes
to your information security and/or privacy policies?

EREF LT HIVRTSAN\—RIL—ZEEBLBE. T
FUMZHLETOESH ?

B, fifs
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=0, MO EXHEE (F-FTOEEE

DEEBLUITHEEE) . FATISEOH S r‘llﬁ%f—lﬁﬂm

EHISRGEL TR EF L) TR S—ELE2—LE

hIFEBRL,

Do you perform, at minimum, annual reviews to your privacy
and security policies?

jv{/\x—tt#:')v»{ﬂ)‘r"}/—l DNT. BRI FT LIV
Ea—LTWETH

(LA MRECIVET L IVETRN Aligned with the enterprise-wide framework, formal
Risk Management tisk assessments shall be performed at least annually
Risk Assessments or at planned intervals, (and in conjunction with any
HIlFUREYR changes to information systems) to determine the
o%E . likelihood and impact of all identified risks using

TOURYORETRN RO EEL NS 7
EOMBMEIBE UL ER BRI T LAAINE,
SEEIERIERRIS O ET (

RIELATIUEESHL,
RUBRUASIBET SR SR R UBE

Are formal risk assessments aligned with the enterprise-wide
framework and performed at least annually, or at planned
intervals, determining the likelihood and impact of all identified
risks, using qualitative and quantitative methods?

EREAORAHEL T, ERBYRIT 2RI EDELELE

[, FF-IEFE DM TRIEL . M TER SR EMTFEERE
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qualitative and quantitative methods. The likelihood
and impact associated with inherent and residual risk
shall be determined independently, considering all risk
categories (e.g., audit results, threat and vulnerability
analysis, and regulatory compliance).

TOYRIATAY (F-EAIE. ERIER . BESH LT
BIEDU RHOBFEE) EFEL. RILTHIRS N
FIEE5E0,

Is the likelihood and impact associated with inherent and
residual risk determined independently, considering all risk
categories (e.g, audit results, threat and vulnerability analysis,
and regulatory compliance)?

BHYRIRUEFAYISHET SR EFAEERVEEERL, 7]
RTOURGHTIY (LA (E EERER, FRAMRVREHES
i R DEFEE) EEEL, RILTHIFLTOETH 2

(Governance and
Risk Management
Risk Management

(GIEEWCLIVEERN Organizations shall develop and maintain an
enterprise risk management framework to mitigate risk
to an acceptable level.

GRM-11.2

WAYERBAREL N IVISETRRELLEGRIEESEN.
YRGEAISHESCRFARLBL AL, F B EHE
B R U EEORZIS A SV TRESA X ELShi
[FhIEEBEN

Do you have a documented, organization-wide program in
place to manage risk?

WAYEEET BIZ; f:f ST, XBEEN-AARLKITEZTOT
FLEFSTVET,

Do you make available documentation of your organization-
wide risk management program?

%méﬁouz';‘%g;'ua‘-u\mx:& FIFATBEISLTLVES
X

G eSS EE R Upon termination of workforce personnel and/or
expiration of external business relationships, all
organizationally-owned assets shall be returned within

an established period.
HRS-01.2

XA DBMEHAN IS EEDIBIBIROET B
[ ARIRET 5T~ TOEEEEDH SN = HMAIE
HLBHFREESE,

Human Resources HRS-02 HRS-02.1
Background
Screening

Pursuant to local laws, regulations, ethics, and

all didat
contractors, and third parties shall be subject to
background verification proportional to the data
classification to be accessed, the business
requirements, and acceptable risk.

*
BEERDY—.
Z

Are systems in place to monitor for privacy breaches and
notify tenants expeditiously if a privacy event may have
impacted their data?

TSN —BEEE=F—L. TFA U —ICBh BT
FUNT SIS BESASARENHEBE. TTUMNREIS
HSERENTEETA?

Is your Privacy Policy aligned with industry standards?

TN =R —E ERREEELTVETA?

Ei&wi& ], MERUZAHLOHFMIHT, I~
DRATEE, ZHERV el

Pursuant to local laws, regulations, ethics and contractual

A S ORBIL. P DT e SOAM,
KBORKFRRURB NG AT
(FIEBAEL,

are al didates, an
involved third parties subject to background verification?

RIBDER, Bl MERUZH LOFINICESE TRTOR
Eiiﬁ‘ ZHERVE=FICVTEREORBETTNE
X

G LS e Employment agreements shall incorporate provisions
and/or terms for adherence to established information
governance and security policies and must be signed
by newly hired or on-boarded workforce personnel
(e, full or part-time employee or contingent staff)
prior to granting workforce personnel user access to

corporate facilities, resources, and assets.

HRS-03.2

HRS-03.3

HRS-03.4

HRS-03.5

EARAECE, RIS IEBH/ SRRV

TR —OEFICE T HRERVEHERY AN
NIFBBE, =, FREAS I i;‘é%é(?)l«?*fl»i

TolZA—P A LGERER R ER AL

Do you specifically train your employees regarding their
specific role and the information security controls they must
futfill?

ST MRSV ERBE R ORBILHREX LT OE
BEECESE EEROINL —=VTET>TVETH?

HR RE~OT 7 EAEHT BHII. RRRIEI-E
BEERTRFEDEN

Do you document employee acknowledgment of training they
have completed?

;b—:/7{—¥§7Lf::tEﬁE*iﬁWE%‘?’éKI(IZ}Ui?’
N2

Are all personnel required to sign NDA or Confidentiality
Agreements as a condition of employment to protect
customer/tenant information?

BE/TTNORBETR0 X TOUERERADEHE
LTNDAB BV EHERHEZHISH (UL TVET A ?

Is successful and timed completion of the training program
considered a prerequisite for acquiring and maintaining access:
to sensitive systems?

F—=257T07 S L0OMBADTET % BRI ZTLNDTY
CROHA. RUT 7 LA F OO DEREHELTOET N ?

‘Are personnel trained and provided with awareness programs
at least once a year?

REIFIS—0. ERAICI—=2T RUBREBDHB-HDT
QY SLERBLTVETA?

Human Resources 'HRS-04
Employment
Termination

L0 Roles and

for performing
or change in
be assigned, documented, and communicated.

shall

AFE
V20

REAORTHKIRAFHRENEE I HRARUE
;ilzr\ BAREISEIY S THOA., XELEh, BRShATAIE
EBIELN,

Are documented policies, procedures and guidelines in place
to govern change in employment and/or termination?

BRAOEERUETEEET ZEHORYS— FHE HIFS
AVEXBLEShTOETH ?

Do the above procedures and guidelines account for timely
revocation of access and return of assets?

LROFHERVHIFTAVE 5 L)—BT 7 LRAEDEHC
HAEDEHNEEATOETH?

Human Resources HRS-05
Portable / Mobile
Devices

L5  Policies and procedures shall be established, and
implemented, to manage business risks associated
with permitting mobile device access to corporate
resources and may require the implementation of
higher assurance compensating controls and
acceptable-use policies and procedures (e.g.,
mandated security training, stronger identity,
entitlement and access controls, and device
monitoring).

AE
E/NAIUTINAR
EE

supporting business processes and technical measures | %
b

BROFR~NDESALT/ Hxh\boﬁ’ﬁzx’é#'ﬁ'
’E%}"éf I

ChioEiET B
ARV RERELZFRIEROH, Fo, £YR
WREEEAHMFEMI FO— )b RTARLAR) S —R U
FIB (LX) TANROBH 1, HTRBOMIE, ER
5 ET VLRGN, THRARERLE) DRIEHBELIS

athd.

Human Resources HRS-06 HRS-06.1
Nondisclosure

Requirements for non-disclosure or confidentiality
agreements reflecting the organization’s needs for the
protection of data and operational details shall be
identified, documented, and reviewed at planned
intervals.

Are policies and procedures established and measures
implemented to strictly limit access to your sensitive data and|
tenant data from portable and mobile devices (e.g. laptops,
cell phones and personal digital assistants (PDAS)), which are
generally higher-risk than non-portable devices (e.g., desktop
computers at the provider organization’ s facilities)?

R—ETLBINEEANBEE (FEXE, FyTr T EHE

&, PDA) N, &ﬁ%T-&‘\‘-‘TTJ DT —H~DT I LRE
HISHIBRS % 1’ EFIENHESH, TOREARE
ShTWETH? Vfll& — WIS —LT LT

HEDT/
INAR(FEZIE 7‘1:!/\470)#&‘0)&&?![ HETAYYTa
YEA—B) EYBURIMENTT .

—SR B OFEEAERE T 570 DB

RI=BhE T, FHEBRHOLLERERR 2K

ZHERBREHEL, XBIEL. FRIEDH-MMTL
Ea—LaHhEEsi.

Are requirements for non-disclosure or confidentiality

9 | agreements reflecting the organization’s needs for the

protection of data and operational details identified,
documented and reviewed at planned intervals?

TFARVEROFMERERET SO DBHNO——XIZEDH
T FREBZHLLIHERFZNICET IERBRES
EL. XELL. FHTIEDHT- HﬂlWElA:;—LTL\inJ\"




Roles and responsibilities of contractors, employees,
and third-party users shall be documented as they
relate to information assets and security.

Human Resources HRS-07 HRS-07.1
Roles /
Responsibilities

a—p | BE

LLERVER R Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, for defining allowances and conditions
for permitting usage of organizationally-owned or
managed user end-point devices (e.g. issued
workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.
Additionally, defining allowances and conditions to
permit usage of personal mobile devices and
associated applications with access to corporate
resources (i.e., BYOD) shall be considered and
incorporated as appropriate.

Human Resources HRS-08
Acceptable Use

AFE

RiHI=EIA
hENSRR HRS-08.2

HRS-08.3

S—RUF

AV EER

ZWH R, ERRUHNBOFAENRRAER UL
XaU74/BELTVBE. TORBRUREEXEL
LR IEEDHLN

jon document
versus those of

Do you provide tenants with a role de
clarifying your administrative responsi
the tenant?

TS EENEREEELT S UL OTEFEEEHEICL:

A—LEBOXEE. TTUMNBRELTOET A ?

(X#ESh =7 —9RT

ERAFTAEEEET 21— FOIURRAUET /(2]
LAy ST BTN
ARGE)  TEBORYNT—IRUL AT LAVH—F
HDEﬁ%ﬁﬂ?éﬁﬂ&ﬁﬁ#&i!f{sf:mwiﬁ‘)
IEEREIL. Choxiad - DEH I 0|
ARV RERELZ TN IERLE, SIS, BE
ITBLT, ﬁ)\w{/\»ﬂw—/\'fzhlﬂ&!#‘é 77
TEEDARIZTIERTRIE(Tahb,
BvoD)E‘?'I‘e"élﬁE UEHEERTHELERL.
BERYANBTREESEN,

Do you provide documentation regarding how you may or
access tenant data and metadata?

TFUEDT—ERAET—5%, EQLSISHALT /2R B
DVTEARLI-XEFERELTVETH?

Do you collect or create metadata about tenant data usage
through inspection technologies (search engines, etc.)?

AV ARG AVl (BRIVIUVBEERANT. 7T DT —
SERAISONTOAFT—HEEH DN EERLTVETH ?

Do you allow tenants to opt out of having their
data/metadata accessed via inspection technologies?

'f/x’\7/5/ﬁm§ﬂbr7'7'/"0)7'—9/}77'—5| Tt
A BIEE. TFTUMYEE (opt out) TEETH

i A security awareness training program shall be
established for all contractors, third-party users, and
employees of the organization and mandated when

appropriate. All individuals with access to

Human Resources HRS-09
Training /

organizational data shall receive
awareness training and regular updates in
organizational procedures, processes, and policies
relating to their professional function relative to the
organization.

HRS-09.2

FEBOT R TORMHA, SMBOFIAE, GERAITHLT
XU TABHEA LOINETOT S LEREL, BEISH
LTHEBNTRITREREE ROT 2T It
i~ ﬁ?’é!ﬁﬁ‘]ﬂﬁtl:&ﬁ!}‘é

LT

HOM
HlgERHE T IEE5E

Do you provide a formal, role-based, security awareness
training program for cloud-related access and data
management issues (e.&., multi-tenancy, nationality, cloud
delivery model segregation of duties implications and conflicts
of interest) for all persons with access to tenant data?

-rszD-r—&l TIEXTHTRTOAIS ﬂL’C 93IKIZE
YA T4 EEOME JLFTFY
|~ lﬁ,77'7h&9ﬁi-rll« BBOSE. *Jiﬂ)sﬁtﬂ_r.)l‘
DNTHOEXTA—NLA—RDEFaYF B LD —=
JIRTSLERBLTLETA?

‘Are administrators and data stewards properly educated on
their legal responsibilities with regard to security and data
integrity?

BEEOT—IRF2T—F(T—EREH) E, £F¥a)T1ET—
SDFLIECET HEMGREOKBEERFTVETH?

LGS A All personnel shall be made aware of their roles and
responsibilities for:

« Maintaining awareness and compliance with
established policies and procedures and applicable
legal, statutory, or regulatory compliance obligations.
« Maintaining a safe and secure working environment

Human Resources HRS-10
User
Responsibility

F
aA—YELE

HRS-10.2

HRS-10.3

ﬁ’éﬂ‘ﬁ?f! &(ﬂ‘ui&bf

FTATHOARIS, IA‘FW‘E( T HEHORERVE

WESH :‘! BEN LR L E1IERE
éwﬁ?iﬁl ﬁ?‘%:ﬂ‘!&!}:u?h»f?zz’éitﬁ?’

&
RETEXATHERRAEHIE T

Are users made aware of their responsibilities for maintaining
awareness and compliance with published security policies,
procedures, standards and applicable regulatory
requirements?

A—HFITHLT, ARSI TV S X2 TR —, FHiE &
#EYEHAEDEREMREGICBEL . BFTEIREELST
WBIEERMLTOET A ?

Are users made aware of their responsibilities for maintaining
a safe and secure working environment?

I—FIHLT. RE CLX 17 G RBAR R T S-DDEFE|
FLoTVASLERALTLET 22

Are users made aware of their responsibilities for leaving
unattended equipment in a secure manner?

A—HFISHLT, BEBOVEVREORBNRL2LHETER
ENTVBILISHT ZEEER - TVALERALTLET A ?

Policies and procedures shall be established to require
that unattended workspaces do not have openly
visible (e.g., on a desktop) sensitive documents and
user computing sessions had been disabled after an
established period of inactivity.

Human Resources HRS-11 HRS-11.1

Workspace

T—HIN—=ZX HRS-11.2

HRS-11.3

0N

BADEIIBF T, WL XE (TR /;U:hk‘t)
B AT AR AE IS BAVh SN £5(2 T f

B ERASh NS 1— Y OEyaY,

F3I2FBII, f'}/-&U%l\H%EﬁL&H‘nI:ﬁsb

Do your data management policies and procedures address
tenant and service level conflicts of interests?

FABEA)S—EFHEE. 7T Y —EAL AL OFEE|
FROFEEICHBLTNET A ?

Do your data management policies and procedures include a
tamper audit or software integrity function for unauthorized
access to tenant data?

TAEER) S —EFHEEL, TF T —HITHT HEROBLN
TORRIZHIET 2= DEEQT BT AR, HBVIFI TR
I7REMFIIIREESHTVET N ?

tamper audit or software integrity function to detect changes
to the build/configuration of the virtual machine?

Does the virtual machine management infrastructure include a

R UEBERE, RETOOER/MEAOTFELEEE
BT L OEENTREARK. HAVEYTLITT LM
FIVIHBEEEDTVET N ?

Access to, and use of, audit tools that interact with the|
organization's information systems shall be
appropriately segmented and restricted to prevent
compromise and misuse of log data.

Identity & Access  IAM-01 IAM-01.1
Management

Audit Tools Access

=
BEEY—NTFIt
=

1AM-01.2

D7T—5ﬂ‘&é"héﬂf—L)Eﬁéﬂf—u?éhk@ﬁt‘;v
1=, %ﬂﬂwﬁﬂzlﬂhaﬁ")WU’&?‘élﬁi“/—)b&Eg

Do you restrict, log and monitor access to your information
security management systems? (E.g. hypervisors, firewalls,

FHEARVERIZOLT
ThRTHIEESEN.

3l

RN

scanners, network sniffers, APls, etc.

HREF L TAEBIRTLANOTIEREHRL, OTEEY,
EZB—LTOETH ? (R E NA1SNAY  T7AT 94—
I BB F v — VT —IR=T7— APIZE)

Do you monitor and log privileged access (administrator level)
to information security management systems?

HBEFL)TIEELRTLANOHET VLR (EBELAL)E
E=S—LAJERSTOET A ?




1AM-02

Identity & Access
Management

User access policies and procedures shall be
established, and supporting business processes and
technical measures implemented, for ensuring
appropriate identity, entitlement, and access
management for all internal corporate and customer
(tenant) users with access to data and
organizationally-owned or managed (physical and
virtual) application interfaces and infrastructure
network and systems components. These policies,
procedures, processes, and measures must incorporate|
the following:

« Procedures and supporting roles and responsibilities
for provisioning and de-provisioning user account
entitlements following the rule of least privilege based
on job function (e.g., internal employee and
contingent staff personnel changes, customer-

TS PREOS A (EEET R/ RET T T —
avA VBT I—R, TEBEOFRY FT—IRUDR
FLAVR=F Y MITF I ELRTHTRTOHARY
BE (7Y b)) 1—YO@YeaTHS. ERIT
5. 7O RAEBERRITI3 OIS, 1—FT7 5+
ADR) S—RUFIREHIL. ChdEMAT 51
HOXH T O+ R RUEMIMEERE L IThIER
5%, CABORY o—, FIR, TOLARUFE
[SlE. UTOBRAZEDHEFIIEESE,

- BB HAEREBRVEHERAOLE. BE
b § A7V R, HEANELEOWEIME. Ot
EOWMBIBIRAEE) (SESERERMG SR
RS> TEOH SNz, I—FFHhH > FOERMS
RURRETS OOFIRE L VIS TOREL B HE
%D VI E

FEVART—REFELE. LYBEORIERUS

controlled access, suppliers' business
other third-party business relationships)

* Business case considerations for higher levels of
assurance and multi-factor authentication secrets (e.g.,
management interfaces, key generation, remote
access, segregation of duties, emergency access, large-
scale provisioning or geographically-distributed
deployments, and personnel redundancy for critical
systems)

« Access segmentation to sessions and data in multi-
tenant architectures by any third party (e.g., provider
and/or other customer (tenant))

 Identity trust verification and service-to-service
application (API) and information processing
interoperability (e.g., SO and federation)

« Account credential lifecycle management from
instantiation through revocation
* Account credential and/or identity store
minimization or re-use when feasible

. ization, and (AAA).
rules for access to data and sessions (e.g., encryption
and factor, expireable, hared
authentication secrets)

« Permissions and supporting capabilities for
customer (tenant) controls over authentication,
authorization, and accounting (AAA) rules for access to
data and sessions.

« Adherence to applicable legal, statutory, or
regulatory compliance requirements

1AM-02.2

BRRDARE (e zIE, BEAS V5
Tz—R, REMOBEE, VE— LTI RRGEEF
AT 588, BHEERIMORRLRE. RRT7/t€
RETSBE. KARREY Y —REBELTETAE
SV TOHEMICH L REETD &3 HIBA.
FELEVRTLANDARDTREEDBEL E)
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(AP) EMESRIMEOREERMYE (fz& X (Ess0& BEE

Do you have controls in place ensuring timely removal of
systems access that is no longer required for business
purposes?

ESAZDOBHDOI=T TITBEDBNSRT LANDT I RE|
BALY—ITHIRLTOET D 2

TITFL—YavBREDVTOLD) ST ZHER
A VRE VRN DHBEICEZETOT HY > R
AWEDZ A T 1 JILERICET 5HE
s THY Y FOREBERRVIDREDOR/MEF =135
A (ARAHS) (ST 2HE
FTERUEYZIIADT I AN DB,
B, PHOT427 (AAA) L—LISET 285
(fzL AIFHERIE, BANDOINF 779 2 —OHIR
HEFXBORES—I Ly bEFERATHEN SR
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TR RUEYSAUADT I AN OO,
AL THAIUT 420 (AAA) L—LE. BE (771
k) BEHNERT H-HOOHAHEARTRET 51
BIRRE(SBIT BB
- BT BERELERHEFOEREE~OEMRI<
B3 3BENOY— F/S—TF 1 — (FO/A F0HD
FFUrEE) TED, TERUEY YA vITHT
2702 AORHEICET 2HRE
- IDDEMAMERER. ¥—ERMEET T r—>a>
(AP) EfEMMBOREERMY (f=& Z(ES50& REE
FrTL—YavBECDVTOLD) ST EHE
A VRE VRN LBEICESZETOT AV R
HRDS A TH4 7 LERIZET HFH
* ThO U FOEBKERR VIDREOR/MERIZEHA
(ATREEIBE) 1SBT 55|
FTARUEYSAVADT I AN OO,
A THIUT 42T (AMA) L—LICET BHE
(=& RIFERIE. BADDILF T 79 5 —OHIR
XA EQPEE L —2 Loy b EEETAL N8

Do you provide metrics to track the speed with which you are
able to remove systems access that is no longer required for
business purposes?

ESHRADEMDEHIZT TITBEDBENLRT LNDT I2RE|
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Identity & Access  IAM-03 1AM-03.1
Management
Diagnostic /

Configuration

be restricted to authorized individuals and
applications.

User access to diagnostic and configuration ports shall | &

FRUBER—ADI—FT7 I 2RI TDER
g ?th#ﬁé’l%&!}?j‘)'r—“/a‘zl:lﬂﬁl-t;l‘rmi
EHTELN

Do you use dedicated secure networks to provide
management access to your cloud service infrastructure?

IR —ERRBADEEANDT VL RAERH{T 5=t T
LEREBHVMI—VEFALTLET 1 ?

Identity & Access  I1AM-04 1AM-04.1
Management
Policies and

Procedures

Policies and procedures shall be established to store
and manage identity information about every person
who accesses IT infrastructure and to determine their
level of access. Policies shall also be developed to
control access to network resources based on user
identity.

1AM-04.2

AV ISRNSOF v —ISF I 2RT BT R THOAICET S
IDIEHERELEEL, BAOTILALAILERET 5=
HORY S —RUFIRERILE TN EBSE, 21—
DRIZRSNTHRYSI—IERANDT I REH T 51
HORY S —LHILBITHIEESEN,

Do you manage and store the identity of all personnel who
have access to the IT infrastructure, including their level of
access?

MM ISR I Fv—IST I 2R THT S TOANIZBITREAD
TIEALNNEECDERERELERLTOETH ?

Do you manage and store the user identity of all personnel
who have network access, including their level of access?

FIRT—FBRATIERAT 21— FDEADTIEALA)LE
BUDHEEEELTOETH ?

Identity & Access
Management
Segregation of
Duties
FAToTAT1E
FOLREE
BEDS

IAM-05 IAM-05.1

User access policies and procedures shall be
established, and supporting business processes and
technical measures implemented, for restricting user
access as per defined segregation of duties to address
business risks associated with a user-role conflict of
interest.

A—FO—)LOBEAICEET HERYRJISHNTHE
EEMELTRESNEBBEO AR AHISELTI—Y7
JEREHIRT B1=0I<, 1—FF 7 2ARY L —RUF
ERIL. CASEHRT B8 ORBET O R RUHH
Bt RERELATNIEELE0,

Do you provide tenants with documentation on how you
maintain segregation of duties within your cloud service
offering?

9FIRH—ERQREIZHEVT, BBOSEE O LSIHiRFE
ATLBMDNT, FHUMNXETRELTOET A ?




1AM-06 1AM-06.1

Access to the organization's own developed
applications, program, or object source code, or any
other form of intellectual property (IP), and use of
proprietary software shall be appropriately restricted
following the rule of least privilege based on job
function as per established user access policies and

UAREER o rocedures.

Ey)bhf—l—*fTTQND'FU/ RUFIRIZESL
T BHBISH U R/ MER G S RAICHEL. 8B 5400
L7 IVr—Yay, TATSL AT Dxhhy—Ra—
Eo %mmwﬂmhg(w)«w77tx&uaﬁsﬁxwv
Thoz7 OEREEYISHIRLA TR EESE,

Are controls in place to prevent unauthorized access to your
application, program or object source code, and assure it is
restricted to authorized personnel only?

TONAEDT TV r—ay, TOG 5L ATy —Ra—F|

~NOERBENTHEVT JEREHILT 5 bA— LA TETONE

;’_f;:; Flo KRBESN-ADHIZHIREH TULHTEERFELTLY
N7

Are controls in place to prevent unauthorized access to
tenant application, program or object source code, and assure
it is restricted to authorized personnel only?

FIIRDT TN —2as, TAT b A TOTIRI—AT—F~

ORBESN TN T U REMIES HI A LA TETNEY

g:; Fho KBESNI-ADHIHIRESh TOBELRIELTLVE
X

IAM-07 1AM-07.1 RGT3 and of
risks posed by business processes requiring third-party
access to the organization's information systems and
data shall be followed by coordinated application of
resources to minimize, monitor, and measure
likelihood and impact of unauthorized or
inappropriate access. Compensating controls derived
from the risk analysis shall be implemented prior to
provisioning access.

Identity & Access
Management
Third Party Access

1AM-07.2

1AM-07.3

1AM-07.4

1AM-07.5

1AM-07.6

1AM-07.7

BUOHB AT LRUT—S~DE=BEDT I LREDL
B Té%#jutxv%i;?‘)?’&ﬁﬂ R, 5%

RICHIA , EARL T
A’)L‘%*LI X TS —AER AR S5

')Z7ﬁﬁﬁ‘b¥%:ﬁéhé')zm LT B (S (56
ZERD) T ERERET BRICRESNBTEESE
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Do you provide multi-failure disaster recovery capability?

BHOMEITH T HXEEIBMAEE (K 2) ERELTOETH 2

Do you monitor service continuity with upstream providers in
the event of provider failure?

LROTONAT QY —EZRRICEELTOY—E R BRIERED
ERFICE=F—LTOETH ?

Do you have more than one provider for each service you
depend on?

SHEEFELTLBE R DY —ERITHNT, Y—ERERHFTH
ENTERMBOT O AFERH>TOETH?

Do you provide access to operational redundancy and
continuity summaries, including the services you depend on?

ABEFELTLSY—EXESH. BRAOTRELEHEISONT|
DFEFRIZ(MEH) T IERATEDLIILTOETH?

Do you provide the tenant the ability to declare a disaster?

TS KEEBAMT DHAERBELTVET S ?

Do you provided a tenant-triggered failover option?

FTTUMSTIT— VA —N\F TV ERBTE DA EERHELTL
FIH?

Do you share your business continuity and redundancy plans
with your tenants?

BREGHEETREOHEET TUMNRELTOETH ?

& Access
Management
Trusted Sources
TFATYTATAE
FoOwAWE
(EEEhI ST
T

(LUERVAYEVER RN Policies and are for pi

storage and access of identities used for
authentication to ensure identities are only accessible
based on rules of least privilege and replication
limitation only to users explicitly defined as business

necessary.

1AM-08.2

FL\S A0 (RABAIER) ORFERVTI7EZ
DHBHEIPIT RS —EFIREED. ID (AR
) ~NDT I ERIE, KL LB LB bhtz
A—F DHERRELI-BIMER ORI AT RHIIRI< S
EEBENBITNEESE.

Identity & Access
Management
User Access

A urhanzauan
FA7.

(CVESERREULER S Provisioning user access (e.g., employees, contractors,
customers (tenants), business partners and/or supplier
to data and d or
managed (physical and virtual) applications,
infrastructure systems, and network components shall
be authorized by the organization's management prior
to access being granted and appropriately restricted as
per established policies and procedures. Upon
request, provider shall inform customer (tenant) of
this user access, especially if customer (tenant) data is
used as part of the service and/or customer (tenant)
has some shared responsibility over implementation
of control.

Do you document how you grant and approve access to
tenant data?

EDESTF DT —E~DT I A DR E EFAET>TLY
MOV TIEELTOET A ?

Do you have a method of aligning provider and tenant data
classification methodologies for access control purposes?

THRARFHDI . F—ENRFECONTIANIFET T
OMTRESIHEEABELTVETH?

TSN T AFIEETAR/RET T r—a
2 RBORT L YT —JAVR—R I ADI—HT
71!7\(1?&%5 R A, BE (THUN)  ER/S—F
—, ERERMFRLL) OREF. Tt Zb‘ AT AR

ﬁﬂﬂ!ﬂ)ﬁ‘i!%hkaf EBEN, BOONIKYS—
%Jlﬁl-#t—ftﬁw ﬁlﬁéhtb‘blfﬂlf&buk\
FOnSFE ERICELT, BISBAE (TFUN OT—2
Y —EXD—EELTHAINIY, BR (TN AE

BRORECHTIREN—HERAALIYLTLSHE
(F, COA—FT7 IR BEERE (TP (SBHLET
NIFEBEL,

Does your management provision the authorization and
restrictions for user access (e.g. employees, contractors,
customers (tenants), business partners and/or suppliers) prior.
to their access to data and any owned or managed (physical
and virtual) applications, infrastructure systems and network
components?

HEROERE N, T-HORELSHARTEET S (R/RB) 7
7')‘7—‘/3/‘¥B$/ 7- ,$/|~'7—7:lz1‘—$./|~ 5

R BRI k. BE(TIUN . B
il\—H‘— #F%Eﬁﬁ)& #_Il/ if SEYIHIBLTLNET

Do your provide upon request user access (e.g. employees,
contractors, customers (tenants), business partners and/or
suppliers) to data and any owned or managed (physical and
virtual) applications, infrastructure systems and network
components?

EiE, T APEEA AR EEET S (R/RB) 7TV —
Ay RRVAT L FYET—IAVR—FUADI—FT I
Z(ERA. SREEE (D) SR — BEES
F)E ERISGLTRELTOET A ?

User access shall be authorized and revalidated for
entitlement appropriateness, at planned intervals, by
the organization's business leadership or other
accountable business role or function supported by
evidence to demonstrate the organization is adhering
to the rule of least privilege based on job function. For
identified access violations. remediation must follow

Identity & Access
Management
User Access

IAM-10 1AM-10.1

1AM-10.2

A—HTFIERIF. ZOERF 5 DR BHEISONT, 1l
OEXBREELEHEHILIFORBE (T EEES
DFIZKY. MR RS R SB/MERDREI
FOTNAEERTIIUE ST, EMMISHFEL
ERERIRTNEESED. PO ERERDPFESAT
A, EHLh1— T IR RO~ RUFIRI

FoTHERBERELATAIEESEL.

Do you require at least annual certification of entitlements for
all system users and administrators (exclusive of users
maintained by your tenants)?

DIECEV FEIZ—E, TATOLRT LI RUEEEITHLT|
EROBERETOCNETH ? (FHUMEEL TN~ %

If users are found to have inappropriate entitlements, are all
remediation and certification actions recorded?

J—*fb‘TiEﬂ]&ﬁﬂﬁ&ﬁo'(L%..tij‘#‘lﬂﬁl,f BEIE. TR
TOHREHELAFAOERFRBSAETH




established user access policies and procedures.

Will you share user entitlement remediation and certification
reports with your tenants, if inappropriate access may have
been allowed to tenant data?

TBEET 7 EAENTF DT —FISHLTHASh TS5
&, ;;;I-kﬂ)mfl—’fﬁﬂﬁmﬂkiﬁﬁLﬁﬁﬂﬂ)ﬂ‘Ei—kﬁL
TWETH?

IAM-11 IAM-11.1

Identity & Access Timely d or o
user access to data and organizationally-owned or
managed (physical and virtual) applications,
infrastructure systems, and network components, shall
be implemented as per established policies and
procedures and based on user's change in status (e.g.,
termination of employment or other business
relationship, job change or transfer). Upon request,
provider shall inform customer (tenant) of these
changes, especially if customer (tenant) data is used as
part the service and/or customer (tenant) has some
shared responsibility over implementation of control.

1AM-11.2

Ebf)bhf ‘I"'J/-&U?JIEI»{Z‘EL\ A—HFDRF—ER
DEE ZOMOIMEIBERDOET  BEOLE
F lsin&&k)

Is timely deprovisioning, revocation or modification of user
access to the organizations systems, information assets and

SHBLT, 7
?‘6?/1&577')‘7—‘/3./« AVTSRNSYF v — R
T L FIRT—HAVR—R U ADI—Y T I RIER
L')HXU/HL/(Rﬁif (X258 %5l B b&l'rhli&b&
W, TO/1H(F, BRISHLT, H
BHY—EZD— "B&L'C*JEZ?LL") ES(T?JH’J(
EEORIEISH T 2EEO—BERFLEYLTLDBE
(F ChoOEBERE (TF0) [SRHLETHIEESE

o

FF=($E| data i

§

upon any change in status of employees,
contractors, customers, business partners or involved third
parties?

HER, BTk BE, EORRN—NF— F—F—F1—Ih
[FRAT—BAQEENFELIBE AMDOIRT L FHRE
B F—4I23 S 51— F OF S AROBEAHEROET RN
L BEMTRAEAHEBATVET N ?

IAM-12 1AM-12.1

Identity & Access Internal corporate or customer (tenant) user account

credentials shall be restricted as per the following,

ensuring appropriate identity, entitlement, and access
andin with i

policies and procedures:

Is any change in user access status intended to include
termination of employment, contract or agreement, change of
employment or transfer within the organization?

AT—SANEE L. ERBFRORT. XK. A8 BAOLE.
HEHAOBHEEATNET N ?

i!ﬂlhtlkﬁ!' BRI 5, 7O RAEEERRICRET
LIRS —BUFIRIS T, WIS CEE
T%)EH:ET [FEE (TFU) OA—FThIU DA
2 RTINS EIHIRLA NI

IDOIEFIERER, +—E AWM T T —S 22 (APD &
BB At (SSOLRRE I TL—Yar DB A|

« Identity trust and
application (API) and information processing
interoperability (e.g., SSO and Federation)
« Account credential lifecycle management from
instantiation through revocation
* Account credential and/or identity store
minimization or re-use when feasible
* Adherence to industry acceptable and/or regulatory
compliant authentication, authorization, and

ting (AAA) rules (e.g., i-factor,
expireable, non-shared authentication secrets)

ice

1AM-12.2

1AM-12.3

1AM-12.4

1AM-12.5

1AM-12.6

1AM-12.7

1AM-12.8

1AM-12.10

Do you support use of, or integration with, existing customer—
based Single Sign On (SSO) solutions to your service?

Y—ERHLT, EFEOBER—ADY LT LY (A (SS0)
DHABIVEHAEYR—ILTOET N ?

BIEROS 174

BE)
AERMOBIEISERETDT NV
A7IER

° 771'7‘JM)Htﬁﬁiﬁ&l}lbxb?wldﬂt?f:l&ﬁi" ]

Do you use open standards to delegate authentication
capabilities to your tenants?

-T—;Dh«mii!ﬁlﬂ”);ﬁl:iﬂ,t F—TUBEEERLTL

(RBARLIBE
HERIZ lZi(ﬁlf}\hbhéﬂ*ﬁ‘th&ﬁﬁliﬁﬂ'u 2|
BE BRI FHIUT 40 (AAA) L—)L (e R I, 38 A b

Do you support identity federation st.andards (SAML SF‘ML

J—*f@ﬂﬁ[‘ #’M)*Eﬁ&l}( TATUTATABEIRE
(SAML, SPML, BE)EYR—LTVETH?

WS-Federation, etc.) as a means of
users?

DINFI7E— HRERE. EAHOBIREHRE
RBE)

Do you have a Policy Enforcement Point capability (e &

i—*f?ﬂ:ll SHL T DR DITBLEDHIRET =01,

XACML) to enforce regional legal and policy
user access?

gy i?’/‘)’u Point(fz&Z 3, XACML#EE
Ty N

Do you have an identity management system (enabling
classification of data for a tenant) in place to enable both
role-based and context-based entitlement to data?

F—HITHLT, A= R—RR VAT FRIR—R O HEF|% 7T fE|
23 ZIDEESRT L (TFFUDT—EDIFR S T EA RIS
B)EFOTLFETH?

Do you provide tenants with strong (multifactor)
authentication options (digital certs, tokens, biometrics, etc.)
for user access?

FFUNHL T A—F 702 ROEHDRER (ILFI77
A=) REEA T 2av (FORERE. b—o> . ERRILE) &
R#LTOETH?

Do you allow tenants to use third-party identity assurance
services?

FTFTUMNHLT, $—F/ =T/ QDRI —ERDFAEFAL
TLETH?

Do you support password (minimum length, age, history,
complexity) and account lockout (lockout threshold, lockout
duration) policy enforcement?

SRO—R(REDRS, Fin, BE, FHS) E7NVIUOVITY
R By 77 MR, B ST M) QRS —0BGERE Y
R—rLTOET N ?

Do you allow tenants/customers to define password and
account lockout policies for their accounts?

TFUNRERD, THIVEDIART—FRUTH IO I T IH
RS- ERETBELEHALETH?

Do you support the ability to force password changes upon
first logon?

BAOOTAUHIZ/SARDT—FOEBEHHT DA RELTL
FIM?

Do you have mechanisms in place for unlocking accounts that
have been locked out (e.g, self-service via email, defined
challenge questions, manual unlock)?

By 7 IS FTh I ERRT B0 OMEEERTVET
M2 (EAIE, email kB TH—ER, EEShFFrL oD
. FRILBME)

Identity & Access  IAM-13 1AM-13.1
Management
Utility Programs

Access

Utility programs capable of potentially overriding
system, object, network, virtual machine, and
application controls shall be restricted.
FAFTF1T1E (AHE
FOCREHE

27 778

TILT IR 1AM-13.3

L ATITHM FubD—) REIIU TTY
LAVHIEERENIST AAREEDHEI—T1)T4T
RIS LE, ERERBLETHEEDEN.

Are utilities that can significantly manage virtualized partitions

(e.g., shutdown, clone, etc.) appropriately restricted and
monitored?

S—T42aVEELALEET SN TESI—
T A (F2ERIE, v F oY HO—E) £, MEEISHIRE
ME=S—ShTVETH?

Do you have a capability to detect attacks that target the
virtual infrastructure directly (e.g. shimming, Blue Pill, Hyper
| jumping, etc.)?

REEREEEEEET HWE (2EX (L, shimming, Blue Pill
Hyper jumping/a &) E1RANT LI TEETH 2

Are attacks that target the virtual infrastructure prevented
with technical controls?

ﬁ?&&g%i& BT HWERIE, BT EEEALTHCSE
5 2

Infrastructure &
Virtualization

(ot [T 05 Higher levels of assurance are required for protection,
retention, and lifecyle management of audit logs,
adhering to applicable legal, statutory or regulatory
compliance obligations and providing unique user
access accountability to detect potentially suspicious

network behaviors and/or file integrity anomalies, and

event of a security breach.

BASNDESLLGRACH T HYFEBER:L.
DHBLLRYRI =S OBELT7ALOTEEIZDNT,
BOI—HT7ILRICEET S EEHBTES LD
t*l')T(&ﬁ@%Eﬁb‘iLf ﬁ(l)?;ﬂ// 7
G| R 54
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Are file integrity (host) and network intrusion detection (IDS)
tools implemented to help facilitate timely detection,
investigation by root cause analysis and response to
incidents?

AV TURZ ﬁTéﬁ{A'J—fa&Hﬂ L —ME—BIS#7I2 & 55
RGO, T7AILTEERE (RRAR) Y—ILERvrT—
DRABHEIDS)Y—ILIE, RSN TINES 17

A0 BEOY BT HRME,
#47IL§E§EL\lz/\llftiﬁl.mﬂtli By,

Is physical and logical user access to audit logs restricted to
authorized personnel?

BEEOT~OMEHRFRENL—FT7IERIE RBEhEA
DHISHIRSATNET A 2

Gan you provide evidence that due diigence mapping of
regulations and standards to your
controls/architecture/processes has been done?

(BVATLD) IO )L (EEER) . 7—X77F v, TOtR
(S5 BIRFCREDIVE LT M TFa—FUS VR ITRSNT
IO TVBEN SRR ERBTEET A 2

Are audit logs centrally stored and retained?

BEOJE RRLTRFSAMRSATOETH ?

Are audit logs reviewed on a regular basis for security events
(e.g., with automated tools)?

BEOJIE, £X2)TBLEERICBL TRMMICLEL—Eh T
LWETH (FEx(E BHY—ILEERLT 2

Infrastructure &
Virtualization
Security

Change Detection
ISR
DEFaY7r
ZERA

(= 1T The provider shall ensure the integrity of all virtual
machine images at all times. Any changes made to
virtual machine images must be logged and an alert
raised regardless of their running state (e.g. dormant,
off, or running). The results of a change or move of an
image and the subsequent validation of the image's
integrity must be immediately available to customers
through electronic methods (e.g. portals or alerts).

TORAFIE, TATU){EE?//»{,«— <
HRLEHNIEELEN, RIBYS VA A—STHLT
NE-ZE(E, EORITRE (85, féjtlﬁ ifﬂmt)
(SBAR7S, § A TREL, ERGEELE A

W AA—SOERF]- Iﬂ&ﬁk%ﬂ)&wﬁ‘f
DRBORERE, EFHF B (K— —Mz&
;ko’(ﬁ@b‘f(‘ﬁbhb.k?(-uhIfhli&b&L\

Do you log and alert any changes made to virtual machine
images regardless of their running state (e.g. dormant, off or
running)?

TRV AA—JISHLTITOM R R (E, TORTRE (il
B LR, RATHAE) ISBRAC, TN TRBLIRREZ ST
HLTLETH?




1V5-02.2

Infrastructure &  IVS-03 | IVS-03.1

A reliable and mutually agreed upon external time

Are changes made to virtual machines,
and subsequent validation of the image’

methods (e.g. portals or alerts)?

moving of an image
inte;
immediately available to customers through electronic.

ity, made

FRTVDEBREAA—JDBHEZDED(A—SDRLHE
DHROFRERIE. BFHTFER (K-S, 75—ME) L& TR
BEHNELITEONDELIIHSTVET A ?

FHEHRRINCBHRUBRTESDSS. T TORET
LDYAT LELZERBT S0, B

source shall be used to the system clocks
of all relevant information processing systems to
facilitate tracing and reconstitution of activity

| Synchronization timelines.
T2TFERE

DEeFayrr

BRI

VISBBShI-ERTENBOMLIREREEALET
IR,

Do you use a synchronized time-service protocol (e.2, NTP)
to ensure all systems have a common time reference?

RTOIRTLNELEMES BT 55510, FMLI-ERY—E
RTORIL (FEZENTP)EERLTOET M 2

VS-04 The availability, quality, and adequate capacity and
resources shall be planned, prepared, and measured to
deliver the required system performance in accordance
with legal, statutory, and regulatory compliance
obligations. Projections of future capacity requirements
shall be made to mitigate the risk of system overload.

Infrastructure &

2T L
*

ERR U L OB T RS H-T. BB A7 LIEREERH] Do you provide documentation regarding what levels of

FRDI-, AR, KEEYLERBRUAREHEL, £
L MELETREESEN, VAT ADBAFOURIERET
Bfl=. BRUBLEBETHLEFLELSEL,

system (network, storage, memory, /0, etc.) oversubscription
you maintain and under what circumstances/scenarios?

DATL(RIRT =G L= A I/OBE) DA —/—H
TRIYT LAV DLA . ELIRR S FUASONTRBL
TR A RERBLTOETH 2

present in the hypervisor?

Do you restrict use of the memory oversubscription

NAR=INAFET, AR DA = —FTRHY T a BEEDF|
AEHIBLTNES M2

Do your system capacity requirements take into account
current, projected and anticipated capacity needs for all
systems used to provide services to the tenants?

TFUMH—ERERETETNTOLAT L
BE HESATVEEE. PEFELERELI
[ TWET A2

the tenants?

Is system performance monitored and tuned in order to
continuously meet regulatory, contractual and business
requirements for all the systems used to provide services to

SATFLDISTF—RURIE, FFUNZRELTL
AENBT A TOYATAISHLT, il 2#, ESHR!
sewl-,amrx—n&_s«—shmgénrugn‘°

H—ERI<E
FERIS

IV5-05 Implementers shall ensure that the security vulnerability
assessment tools or services accommodate the

used (e.q.

Infrastructure &

aware).

Vulnerability
Management
12 ISEREE
¥l
B - EHNE
E:3

REH, LX) THRBUEOFEY — L EEF—ERH
RSB RABEBMHISHEL TO AT LERRISLAITh GRS
S, (Fab5EBIEAE)

virtualization aware)?

Do security vulnerability assessment tools or services
the

being used (e.g.

REBEDFEY— L XY —E 2 ERSHSRBLREHMHIT
BLTWETD ? (RBIEXGEEH DHR)

IV5-06. Network environments and virtual instances shall be
designed and configured to restrict and monitor traffic
between trusted and untrusted connections, these
configurations shall be reviewed at least annually, and
supported by a documented justification for use for all
allowed services, protocols, and ports, and
compensating controls.

Infrastructure &
Virtualization
Security

Network Security
TSR
DEF2UT1
FofT—0t
Falyrr

FYRD—IBBERURBIS &, EETED YT —
HLERTERL R YT —DREMORS 7 (9 VERIBL

BT HEIBELBRSN BT NIEEST | Fi-E 1
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2| equivalence using your virtualized solution?

For your laa$ offering, do you provide customers with
guidance on how to create a layered security architecture

laaSIEHSH T, EHORBILYY 21— 3V ERANT, BELE
Ni=tF 2 TAT—XTIF v ERFORBELE DLSITHET D
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Do you regularly update network architecture diagrams that
include data flows between security domains/zones?

EXI)TARA /= DBDT—EDFNEE ARV T—
GFAT IS LEERMIST T TF—LTWET A ?

domains/zones within the network?

Do you regularly review for appropriateness the allowed
access/connectivity (e.g, firewall rules) between security
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|justification?

Are all firewall access control lists documented with business

ETOI7A7—9F —LOFIERAVFA—LUARE. KB E
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Infrastructure &  IVS-07 | IVS-07.1

Each operating system shall be hardened to provide
only necessary ports, protocols, and services to meet
business needs and have in place supporting technical
controls such as: antivirus, file integrity monitoring,
and logging as part of their baseline operating build
standard or template.

05 Hardening and
Base Conrols
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Infrastructure &  IVS-08

Virtualization

Production and non-production environments shall be
separated to prevent unauthorized access or changes
to information assets. Separation of the environments
may include: stateful inspection firewalls,
domain/realm authentication sources, and clear
segregation of duties for personnel accessing these
environments as part of their job duties.

1V5-08.2

ZFEF | TRIREE

or template?

Are operating systems hardened to provide only the
necessary ports, protocols and services to meet business
needs using technical controls (i.e antivirus, file integrity
monitoring and logging) as part of their baseline build standard
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Infrastructure & | 1V5-09
Virtualization

Security

Segmentation

1 TSRE
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Multi-tenant organizationally-owned or managed
(physical and virtual) applications, and infrastructure
system and network components, shall be designed,
developed, deployed and configured such that
provider and customer (tenant) user access is
appropriately segmented from other tenant users,
based on the following considerations:

« Established policies and procedures

« Isolation of business critical assets and/or sensitive
user data and sessions that mandate stronger internal
controls and high levels of assurance

« Compliance with legal, statutory and regulatory
compliance obligations

For your Saa$ or Paa$ offering, do you provide tenants with
separate environments for production and test processes?

SaaSEH DL\ EPaaSREISHE T, ABEMET AT OLRRIE|
EROBRFELTTFUMBRBELTOET H ?

For your laa$S offering, do you provide tenants with guidance
on how to create suitable production and test environments?

laaSRESHET, ZELLABRREE T AMRREE D L5I<1E
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production environments?

Do you logically and physically segregate production and non—
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requirements?

Are system and network environments protected by a firewall
or virtual firewall to ensure business and customer security

ESAREBED X2 T BERERIET 578, VAT LRY
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regulatory and contractual requirements?

Are system and network environments protected by a firewall
or virtual firewall to ensure compliance with legislative,

ERE BALL. RO EOBRERIET 570, S A7 LRUAY
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WETH?

production environments?

Are system and network environments protected by a firewall
or virtual firewall to ensure separation of production and non-
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sensitive data?

Are system and network environments protected by a firewall
or virtual firewall to ensure protection and isolation of

WROT—SORERUIRHERIET 5720, AT LRUAYE
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T [VETEVE T Secured and encrypted communication channels shall
be used when migrating physical servers, applications,
or data to virtualized servers and, where possible,
shall use a network segregated from production-level

networks for such migrations.

1V5-10.2
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servers?

Are secured and encrypted communication channels used
when migrating physical servers, applications or data to virtuall

WEY—/N 7TV r—a v RET—HERBY—\IBTEE
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to virtual servers?

Do you use a network segregated from productior
networks when migrating physical servers, applic

level
ions or datal
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Access to all hypervisor management functions or
administrative consoles for systems hosting virtualized
systems shall be restricted to personnel based upon
the principle of least privilege and supported through
technical controls (e.g., two-factor authentication,
audit trails, IP address filtering, firewalls, and TLS

to the

consoles).

NN —EERBREET RS 2T LERRANS
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Do you restrict personnel access to all hypervisor
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ctions or consoles for systems.
hosting virtualized systems based on the principle of least
privilege and supported through technical controls (e.g. two-
factor authentication, audit trails, IP address filtering, firewalls
and TL! to the i
consoles)?

AL AT LERRNT DL AT AISHT 5T RTD/NA/8—/1
H—EEBRER (FEEILY—LADNIEDT I LRI, RME|
BRORAISESWTHBSN ., HfRERR (CBRRDIL, BE
SEEROMIE, PTELADIANAY YT  I7AT 94— BES

Y= VISHT BTLSTRESNLBELE) 2L THHR—bEh
TOETH?

Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to protect wireless network
environments, including the following:

« Perimeter firewalls implemented and configured to
restrict unauthorized traffic

« Security settings enabled with strong encryption for
authentication and transmission, replacing vendor
default settings (e.g., encryption keys, passwords, and
SNMP community strings)

« User access to wireless network devices restricted to
authorized personnel

« The capability to detect the presence of
unauthorized (rogue) wireless network devices for a
timely disconnect from the network
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Are policies and procedures established and mechanisms
configured and implemented to protect the wireless network
environment perimeter and to restrict unauthorized wireless
traffic?
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Are policies and procedures established and mechanisms
implemented to ensure wireless security settings are enabled
with strong encryption for authentication and transmission,
replacing vendor default settings? (e.g. encryption keys,
passwords, SNMP community strings)
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Are policies and procedures established and mechanisms
implemented to protect wireless network environments and
detect the presence of unauthorized (rogue) network devices
for a timely disconnect from the network?
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Network architecture diagrams shall clearly identify
high-risk environments and data flows that may have
legal compliance impacts. Technical measures shall be
implemented and shall apply defense-in-depth
techniques (e.g,, deep packet analysis, traffic
throttling, and black-holing) for detection and timely
response to network-based attacks associated with
anomalous ingress or egress traffic patterns (e.g., MAC
spoofing and ARP poisoning attacks) and/or
distributed denial-of-service (DDoS) attacks.
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Do your network architecture diagrams clearly identify high—
risk environments and data flows that may have legal
compliance impacts?
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Do you implement technical measures and apply defense-in-
depth techniques (e.g., deep packet analysis, traffic throttling
and black-holing) for detection and timely response to
network-based attacks associated with anomalous ingress or
egress traffic patterns (e.g, MAC spoofing and ARP poisoning
attacks) and/or distributed denial-of-service (DDoS) attacks?
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Interoperability & | IPY-01 [1PY-01 The provider shall use open and published APls to AUR—A UMD EEAEZERKBRICHR—KL. 77 [Do you publish a list of all APIs available in the service and | H—ERIZEVNTHIFAFRELT X TOAPIDY RREBIRL, ENh]
Portability ensure support for interoperability between U —2av OBTERRT BFl=. TO/AH (&, A— |indicate which are standard and which are customized? BETENS BRI OLONEFRLTVET A ?
Arie components and to facilitate migrating applications. TUT—RISAMSh TOAAPIEERALE TR IEESE
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AP
Interoperability & | IPY-02 [IPY-02 All structured and unstructured data shall be available [ § N TOMEIL R UIFHBIEL T—2ERBHFI A TE S &|Is unstructured customer data available on request in an BEOFMELT—5E. ERFEOMR (F=EAIE. doc, xis,
Portability to the customer and provided to them upon request in| 21=Ls ERITHL TRRBAEDT R (doc, s, pdf. A |industry-standard format (e.g. .doc, xls, or pdf)? pd) THIATEETH ?
Data Request an industry-standard format (e.g, doc, xls, .pdf, logs, | 2~ 222 F 77 A TRELBIT RIFEBE.
HHEBFEERE and flat files)
HES I
TF—SER
Interoperability & |IPY-03 |[IPY-03.1 | Policies, procedures, and mutually-agreed upon RYS—, FIEAEICABELI-FE/FEHEMIL, — [Do you provide policies and procedures (i.e. service level i*im*f—l:‘x&*f—h‘/(—-?40)77‘)'7—:/;‘/0)&510)@53;
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RIH 1 BBRA BN T SIS (7720 QBRI
HEEFHER application (API) and information processing RE B RIEA B,
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RISk development and information exchange, usage and
integrity persistence.
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agreements) governing the migration of application data to DVTHET HHRY S —PFIR(H—ERLRLZE) EEHTL
and from your service? FEM?
Interoperability & |IPY-04 [IPY-04.1 [The provider shall use secure (e.g., non-clear text and zn/wggﬁ&—gw{zgr—(iﬁgzés Can data import, data eE(port and service management be Z‘;—f%»f‘;g;—)b&l;:i;(rﬁ—l;é%%*f—t‘é"éggiiz
—ER e B2 conducted over secure (e.g., non-clear text ant 2= Ar N T THRARMD] 3 T, —RRIZ: Y
e e b T = KPR TET ) 7T TG % |authentioated),industry accepted standardized network | LTV ABAT AL EBLTHS=ENTEET 2
' B@lﬁ?’%ﬂﬂﬁ@ﬁﬁ*B‘E%Eﬁ@ﬁ-ﬁ%#b(%ﬂﬁl,t protocols?
Network Protocols and shall make available a document to consumers | 3 B2 g% (34 /1) [<HRE LA A5 N
ggggf_@t# (tenants) detailing the relevant interoperability and
b portability standards that are involved.
Zaran
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detailing the relevant interoperability and portability network | FIFARIRELHDE SRR LI-XBEEE (TR ITRH#LTOES
protocol standards that are involved? ne
Interoperability & | IPY-05 |[IPY-05.1 | The provider shall use an industry-recognized TONAHF HEEREDREEXZIET 51 I-« FF [Do you use an industry-recognized virtualization platform and | {8 E @A ZERER T 1=, KR TLRBHMSN-RELTSY
Portability virtualization platform and standard virtualization TIESRHSNARBIE TS0 T+ — L R UHR: 77 | standard virtualization formats (e.g. OVF) to help ensure A —LRURERBIET+— v (OVFEE) EEALTLET
Virtualization formats (e.g. OVF) to help ensure interoperability, and | 1 V2 (OVFRE)ERBLAITAEREALY, iL & [interoperability? e
ERTLBNA =N F—~DREDEBE LT TN
HEEFILER shall have documented custom changes made to any | (o) 1) 2 —S 2  EE DT TYS (/A7 3—1 4
B hypervisor in use, and all solution-specific GO ) EXBIEL. BEANLE 1—TEHES
== virtualization hooks, available for customer review. | IZLZZIFAIFEEELY.
1PY-05.2 Do you have documented custom changes made to any FEATENAS— N (F—~DREDEEDL. V2— 3 EE

hypervisor in use, and all solution-specific virtualization hooks

available for customer review?
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Anti-malware awareness training, specific to mobile
devices, shall be included in the provider's information |/
security awareness training.

S OFHEF2L)TAEBA LRI, E3ALT
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Do you provide anti-malware training specific to mobile
devices as part of your information security awareness
training?

HHEF2L)TABRALNRO—BEL T, EALT/IRE
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A documented list of approved application stores has
been communicated as acceptable for mobile devices
accessing or storing provider managed data.

TONSFINEET BT LT IEAL, HBVEED
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Do you document and make available lists of approved
application stores for mobile devices accessing or storing
company data and/or company systems?

ERTEORFEPLRESRT LANDT I EREATIE LT/
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The company shall have 3 documented policy
the i of

applications or approved apphcanons not obtained

through a pre-identified application store.
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Do you have a policy enforcement capability (e.2, XAGML) to
ensure that only approved applications and those from
approved application stores be loaded onto a mobile device?
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The BYOD policy and supporting awareness training
clearly states the approved applications, application
stores, and application extensions and plugins that
may be used for BYOD usage.
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Does your BYOD policy and training clearly state which
applications and applications stores are approved for use on
BYOD devices?
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The provider shall have a documented mobile device
policy that includes a documented definition for
mobile devices and the acceptable usage and
requirements for all mobile devices. The provider shall
post and communicate the policy and requirements
through the company's security awareness and
training program.

TANAFE, BT HNAADES, RUTRTOEN
ANT AR THBESNBERERUBREEE ML
ENANTNARORY S —EXEELTED BTN IS
SRV, TANAF(E, TON(E DtFa ) T B#E L3
WI0TSLEBLT. KL —RUBREAEARLEE
LB RIEREDEL

Do you have a documented mobile device policy in your
employee training that clearly defines mobile devices and the
accepted usage and requirements for mobile devices?

E/\»(II»?IWZ(ﬂ)i!ﬁ)RU’EI\»{‘LT/MZ‘EB‘F@E‘#VBEE
ERUBREBEHREICEELIZE (LT /ARO:
KR —=2T DRICXELLTOET N ?

All cloud-based services used by the company's mobile
devices or BYOD shall be pre-approved for usage and
the storage of company business data.
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Do you have a documented list of pre-approved cloud based
services that are allowed to be used for use and storage of
company business data via a mobile device?
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The company shall have a documented application
validation process to test for mobile device, operating
system, and application compatibility issues.

EREENALT AR ARL—FAVTVRTL T
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Do you have a documented application validation process for
testing device, operating system and application compatibility
issues?
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The BYOD policy shall define the device and eligibility
requirements to allow for BYOD usage.
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Do you have a BYOD policy that defines the device(s) and
eligibility requirements allowed for BYOD usage?
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An inventory of all mobile devices used to store and
access company data shall be kept and maintained. All
changes to the status of these devices, (i.e., operating
system and patch levels, lost or decommissioned
status, and to whom the device is assigned or
approved for usage (BYOD), will be included for each
device in the inventory.
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A centralized, mobile device management solution
shall be deployed to all mobile devices permitted to
store, transmit, or process customer data.

Do you maintain an inventory of all mobile devices storing and
accessing company data which includes device status (os
system and patch levels, lost or decommissioned, device
assignee)?
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Do you have a centralized mobile device management solution|

deployed to all mobile devices that are permitted to store,
transmit, or process company data?
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The mobile device policy shall require the use of
encryption either for the entire device or for data
identified as sensitive on all mobile devices and shall
be enforced through technology controls.
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Does your mobile device policy require the use of encryption
for either the entire device or for data identified as sensitive
enforceable through technology controls for all mobile
devices?
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The mobile device policy shall prohibit the
circumvention of built-in security controls on mobile
devices (e.g. jailbreaking or rooting) and isenforced
through detective and preventative controls on the
device or through a centralized device management
system (e.g. mobile device management).
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Does your mobile device policy prohibit the circumvention of
built-in security controls on mobile devices (e.g jailbreaking
or rooting)?
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Do you have detective and preventative controls on the
device or via a centralized device management system which
prohibit the circumvention of built-in security controls?
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The BYOD policy includes clarifying language for the
expectation of privacy, requirements for litigation, e-
discovery, and legal holds. The BYOD policy shall
clearly state the expectations over the loss of non-
company data in the case a wipe of the device is
required.

BYODR S —TIE, TS5/ — DR EREL AL BFE
wE# BT HIEEHLBAR . BREAR—ILF (BRIA% I BSEL

REH - ERE T 58 FIS DLV THIRICRBL

&l‘fﬂli&b& o BVDDT"J & FRA2ADET—45iH|
LD 184

EPBEIAE Gl
TREMEIS DT ‘E‘é’év

Does your BYOD policy clearly define the expectmon of
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privacy, for litigation, and legal
holds?
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Do you have detective and preventative controls on the
device or via a centralized device management system which
prohibit the circumvention of built-in security controls?
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HBLTWETH?

BYOD and/or company owned devices are configured
to require an automatic lockout screen, and the
requirement shall be enforced through technical
controls.

BYODRREAFAT HT/\(RIZIE. BEHOvVIEEEH
BT %, COBRBHAL, B EEREAEL TRIMESH
BiHhEESEN,

Do you require and enforce via technical controls an
automatic lockout screen for BYOD and company owned
devices?

[BYOD B EA AT 57/ SAXIHLT. EMOYIXRAT)—>
ERBHT . EHORHTRICEYERLTLOFTA 2

Changes to mobile device operating systems, patch
levels, and/or applications shall be managed through
the company's change management processes.

RROEREETOLRAETELT, ENALTAADA
RU—FAVT YRT L 1SYFLAIL FIr—aviz
HIPEEEERLEFNEESEL,

Do you manage all changes to mobile device operating
systems, patch levels and applications via your company’s
change management processes?

EREOEREETOLREBLT, EXALTAAIRADFAL—
FAVT VAT LIHT BT R TOLEE. SvFLAL FTVr—
SAVEBELTOETH?




Password policies, applicable to mobile devices, shall
be documented and enforced through technical
controls on all company devices or devices approved
for BYOD usage, and shall prohibit the changing of
password/PIN lengths and authentication
requirements.

IE*G)?‘N‘CW-T—'/WZ?T:I:BYODI‘U)EEb‘iﬂw%h
=TI RISHT B/ SR —FHRY S —(d, XEEL, &l
MEBREELTRBSWETNIEESE, CORY S —
(&, 7SR T —FPORFEEE S (PIN) DRSO EE, BENE
HOEBERLBTNIEESEN,

Do you have password policies for enterprise issued mobile
devices and/or BYOD mobile devices?

BEOTRTOE AT AAZARIFBYODEN LT /NARIZ,
SRD—FRYS—DBYFETH 2

Are your password policies enforced through technical
controls (ie. MDM)?

ISR —RARY S —IE, &fﬁwﬁﬂﬁiﬁbrﬁﬁﬂﬁﬁéh'ﬂ\i
T (Fahb, MDM)?

Do your password policies prohibit the changing of
authentication requirements (i.e. password/PIN length) via a
mobile device?

SRD—FRYS—F, ENANT A RAEBL-REERDER
(F7hb. SRT—F/PINDRE) ERILTNET 1 ?

The mobile device policy shall require the BYOD user
to perform backups of data, prohibit the usage of
unapproved application stores, and require the use of
anti-malware software (where supported).

ENRAILTAARORY S —TlE, BYODDI—H[Z, F—
BDINVIT VT DRTERRL, RERBDT T/ r—3
SRNTOFEREEL, TV THE/ IR T DR
(HR—PENTNRHE) EERLEITNIELSEL,

Do you have a policy that requires BYOD users to perform
backups of specified corporate data?

BYODA—HIZ $EESNERET—ED/\WIT YT ETITEE
ERTHERIS—DBYETH?

Do you have a policy that requires BYOD users to prohibit
the usage of unapproved application stores?

BYODA—HI[Z, RBESNTLRLTF T —>av A7 OFIAD
RUAEBBR IR —DBYETH 2

Do you have a policy that requires BYOD users to use anti~ |BYODA—I<, 4L AB5 /7#&17(#1"—#3111'.‘63

malware software (where supported)?

8) DEREEBTER S —bBYETH

All mobile devices permitted for use through the
company BYOD program or a company-assigned
mobile device shall allow for remote wipe by the
company's corporate IT or shall have all company-
provided data wiped by the company's corporate IT.

REDBYODTOTSLEBLTEAAHASNIT ST
DESANT AR, FELEREAZHELIENA LTI
ARTIE, REOITHIBB< LB E—NEENHASH)
Bh, FEFEEHRET DT A TOT D REDITH
FEBPISE>THESh BT hIEEDHEL,

Mobile devices connecting to corporate networks or
storing and accessing company information shall allow
for remote software version/patch validation. All
mobile devices shall have the latest available security-
related patches installed upon general release by the
device manufacturer or carrier and authorized IT
personnel shall be able to perform these updates
remotely.

Does your IT provide remote wipe or corporate data wipe for
all company-accepted BYOD devices?

ﬁiﬁ‘iﬁbf F N TOE/NAIL(BYOD) T7/3A RIZH LT, ITH
FHEHIVEERT—FOHEEBEALTNET

Does your IT provide remote wipe or corporate data wipe for
all company-assigned mobile devices?

RENZHT DT XTOE/ )L (BYOD) T/ SARISHLT, ITH
TI:;b')i—Hﬁihbtﬂzﬁ:i?—&miﬁi&!ﬁbft\ﬁv'
N

D—JI<EHL . REORBOEMRELT
EREFTIENANTNARTIE, YE—RTYIRITT
N—=2aV/ Ny FERRTEL LS LETNIEESHL,
TIAAA—D—F IS EERFO— MR ) U— RIS L]
T IRTOESAUTNARIRFTO X1 T1BE
ISYFEAD A= VLT RIERDEN Fho, R
MBS FFEDLSHT YT F—hE! ')-'E—I"Eﬁ');&f:“(‘
EFBLSITLBITRERSEL,

Do your mobile devices have the latest available security—
related patches installed upon general release by the device
manufacturer or carrier?

ENATAARIE, WETH B EFTUT7O—HEFUY—R
AENSHE, BATRETRIFOLF21)TBE SFEAVR
P—LLTWETH?

Do your mobile devices allow for remote validation to
download the latest security patches by company IT
personnel?

ENALNTNAARIE, REOITELENE— D SREL TRIT
DX T YFETDIO—FTERLILTVET A ?

The BYOD policy shall dlarify the systems and servers
allowed for use or access on a BYOD-enabled device.

BYODZR!) S —TI%, BYODEL TR A SN T/ S R AR
i; l3}’7t’7\_llEh/ZTA&U*f-/\EEﬂ?Lde‘h
ELTAN

Does your BYOD policy clarify the systems and servers
allowed for use or access on the BYOD-enabled device?

BYODAR!Y > —[E, BYODEL THA TN I=T /A RADMERRIET Y
LRARLL AT ARUY—NERRBLTOET M ?

Does your BYOD policy specify the user roles that are
allowed access via a BYOD-enabled device?

BYODARJS —I&. BYODEL CEF el &L1=7/\ A& BLI=7 I R]
ABOHSNBI—FOO—LERELTVETH?

BLEILEET RS S SR Points of contact for applicable regulation authorities,

A TSA7 VAT SRR LREQEEN T EERY

Management, E- national and local law and other legal
jurisdicti shall be and
regularly updated (e.g, change in impacted-scope
and/or a change in any compliance obligation) to
ensure direct compliance liaisons have been
established and to be prepared for a forensic
investigation requiring rapid engagement with law
enforcement.

Maintenance

¥y T
=

X;?/ \'J 77’7f
s’ei’? / &!ﬁﬁmrf

BEETHIAL DY IRAEDEMEEZT
BB, HBTHMGILR. BRRU S D ES
B, TOMOEERLBLEOEREOEHIEL, EMHI
B (R EERTLERREAOEE. EFBBOLEL
ENBFNIBESHN,

Do you maintain liaisons and points of contact with local
authorities in accordance with contracts and appropriate
regulations?

R R UBE T HHIISBIDY HAHMTO (BE) L4RBED. YT
V(B R) SEREOEHRLTOETH?

BSOS B Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to triage security-related events and
ensure timely and thorough incident management, as
per established IT service management policies and

procedures.

Management, E-

Discovery & Cloud SEF-02.2

SEF-02.3

SEF-02.4

(//7/# -¢:

EHONT rr*r—::‘;w* U AR DR S —RUFIEIS

WO T, HaYTAIEDBEREBEIRLL(TTL, BFFH
D—HLf 4//?‘/l~§§&6!§|- 1= RS —
RUFIRERIL. ChoZRT 2 OESRRTAE

ZRU&WE&‘J%‘]%E;&L&I?M#&I:&L\

Do you have a documented security incident response plan?

EXLTAAV D TUIHIGHBEIEX B LS TOET N ?

Do you integrate customized tenant requirements into your
security incident response plans?

TT;_FE(D%*’& EFANTAALTFUIRIGEHBEICEDH T

Do you publish a roles and responsibilities document
specifying what you vs. your tenants are responsible for
during security incidents?

EX ) TAA TN REB QBT 0)7-7'4}-0)?‘10)
BREHECOVTHRELEXEEAMLTOETH

Have you tested your security incident response plans in the
last year?

gﬂiﬁfi\ EXATAAL YT U GHBOTAPET>TOET
h?

SR LTEE EU TS SN E RS S 2R B Workforce personnel and external business
relationships shall be informed of their responsibility
and, if required, shall consent and/or contractually
agree to report all information security events in a
timely manner. Information security events shall be
reported through predefined communications
channels in a timely manner adhering to applicable

legal, statutory, or regulatory compliance obligations.

SEF-03.2

HEXARVIMEBOESIBIREIC Eﬂb‘ﬁ5'¢§i&iﬁ

HLEFRIEESE, Fo, BRAHIIBE, ERAR
‘Cﬂ)'*ﬁt!#z‘)

* peds] BL

B RIEEDRELN, Nﬂt%’—;'}v—»f‘ﬁli Eﬁéhéi
%‘J:if (FFRH) £ DB F RIS ST, EONIZHRHIS
EShi-EERBEEC TRESNETREESEN.

Does your security information and event management (SIEM)|
system merge data sources (app logs, firewall logs, IDS logs,
physical access logs, etc.) for granular analysis and alerting?

HEQEHVEITOTS—FOREDHIZ, £Fa2) T HEHRAN
DNEE (SEMY AT AIS, F—5Y—R (7T r—Yavny,
DS  MBHT I EADT HE) EEHELTVET A ?

Does your logging and monitoring framework allow isolation of
an incident to specific tenants?

OX T RUE=SU2Y DRAIE. 122 T
T BESITEOTVETA?

METFURT LSS

S= [HSE T proper forensic procedures, including chain of custody,
are required for the presentation of evidence to
support potential legal action subject to the relevant
jurisdiction after an information security incident.
Upon notification, customers and/or other external
business partners impacted by a security breach shall
be given the opportunity to participate as is legally

permissible in the forensic investigation.

Incident Response SEF-04.2
Legal Preparation
tFaYFr o

/ SEF-04.3

AL TSR
e 7'_/H/X

FERDAME SEF-04.4
Vi

FREX LTI TORORER BT 2R RER
I BNTITOIRAREMEOH LS RDEMIEEE RS
SEBVE 1R T B1=8 (<. SEBLAE N O — LB IERER
(cham of custody) EELBYLIA LU DV I FHABE
TH5HEBHITESNCT, tFa)THEROBEERITD

BE PO SRS BIRECIL, SEMISRO bW SFEE
}'\ ‘;’tlf‘/*‘/"y’liﬂﬁlifiﬂ?%&%ﬂ‘—’fiB#Lfa‘l‘fﬂli
EBIELN

Does your incident response plan comply with industry
standards for legally admissible chain-of-custody
management processes and controls?

AL TG, ERICRH N EEOEHTOLAR
UkE— )L (Chain-of-custody management processes &
controls) (THSCRFIFACHMLTNFTH 2

Does your incident response capability include the use of
legally admissible forensic data collection and analysis
techniques?

AT U IGERISIE, ,iaﬂkﬁsbbhf TALU TV T—H
DREESHEMEEATNET A

Are you capable of supporting litigation holds (freeze of data
from a specific point in time) for a specific tenant without.
freezing other tenant data?

HOTFUDT—SERERT IS BEDT T MIHT IR
zﬁ—ll«F (BRERNSDT—HERHET D) EITITENTEET
N2

Do you enforce and attest to tenant data separation when
producing data in response to legal subpoenas?

ERBBRRICHLTT—5EERT 58, TTFOT—505
BETL, Fo TABELVCEEEATEET A ?




SEF-05 SEF-05.1

Security Incident
Management, E-
Discovery & Cloud
Forensics

Incident Response
Metrics

tFLY T2
TFUNEE ET,
RBNY, 5K
A 7z

Mechanisms shall be put in place to monitor and
quantify the types, volumes, and costs of information

S22l security incidents.

ST
AR 7/“//72

HWHREFLTALSTOMERERL, ZOMELRE. 2
AMERRIET BLILHEELFALLFRE RS,

Do you monitor and quantify the types, volumes and impacts
on all information security incidents?

2TOFELF2L) T TUH
S—L#fEkLTOET A ?

DEAT B AV EE=

Will you share statistical wformauen for security incident data
with your tenants upon reque:

WHEFIUTA ST ORI T 5% BRIHLTT TN
[SR#tTEETH?

Supply Chain STA-01 STA-OL1
Management,
Transparency and
Accountability
Data Quality and
Integrity

YIS FT—>
w"s‘* = 15&?1_“{

= &ngﬂtz:f
3

Providers shall inspect, account for, and work with
their cloud supply-chain partners to correct data
quality errors and associated risks. Providers shall
design and implement controls to mitigate and contain|
data security risks through proper separation of
duties, role-based access, and least-privilege access for
all personnel within their supply chain.

STA-01.2

7!:!/\»(7(1 T—ﬁﬂﬁwﬂlﬁk&!?‘&)zb’éﬂﬁi‘
E1TL. BHEERLHCL. 59 TS5,

7-1 /(—H-—tttl HERET: bt;lﬁ\.ltt;bm,\
TORAF(E A TFAF—VROTRTHOARITHT S

Do you inspect and account for data quality errors and
associated risks, and work with your cloud supply-chain
partners to correct them?

ENEHBORE, O—ILA—2DTH+R, RIMERO
THOEREBLT, T—8Fa) TAURIEEFHLINHT
B-HDEBFERELRELEFNEEE

Do you design and implement controls to mitigate and contain
data security risks through proper separation of duties, role—
based access, and least-privileged access for all personnel
within your supply chain?

T-i&!@ﬁm&ﬂ!!fé')l')ﬂ)ﬁﬁ&ht\ REERMRL, 7|
YISAFI—2 DI~ b —EEBITENOERET 1D
®mﬂ§harl.\§3'b\”

BISAFI—UADTRTOABIS awmmummﬁsq

O—LA—20T75 A BRIMERDT I tAEELT, 75t

;;‘;v—ﬂlx?&iiﬁl.ﬂ"ﬁﬂ?’éf A‘W)EHﬁEiELgﬁLtL\
N

Supply Chain STA-02 STA-02.1
Management,

Transparency and

Accountability

Incident Reporting

The provider shall make security incident information
available to all affected customers and providers
periodically through electronic methods (e.g. portals).

TOAAF(E, BFHFER—SNEE) #BLTEHRN
2. BEERT BTN TOBELTON(F DX T o
AV TUMERERIATESLSICLATRIERLELY,

Do you make security incident information available to all
affected customers and providers periodically through
electronic methods (e.g. portals)?

BFHFE RGO ZBELTEMMIC, BEERTHTT
DREELTO LI B EF) T TUMEREFATES L)
[SLTWETH?

SupplyChain  'STA-03 | STA-03.1
Management,
Transparency and
Accountability
Network /
Infrastructure

Business-critical or customer (tenant) impacting
(physical and virtual) application and system-system
interface (API) designs and configurations, and
infrastructure network and systems components, shall
be designed, developed, and deployed in accordance
with mutually agreed-upon service and capacity-level
expectations, as well as IT governance and service
management policies and procedures.

STA-03.2

HHEICAT —ERBEOFR, THAFVR H—
EREER) S —RUFIRIH-T, B LFARGES
liﬁg(v-?vb)l BB AR/ RRT7 TV — 3 RY

Do you collect capacity and use data for all relevant
components of your cloud service offering?

RELTNBI5VFF—ERDT A TOMET VK- HS
BT FERUEARED TSRO TVETH ?

z-:—AHo)»r/a?z—x(Apl)o)ﬂ;fRU
AFSYF—EBDFR UK AT
hEREL. BASEL. Eﬁb&(?hli&b&t\

Do you provide tenants with capacity planning and use
reports?

;;‘/H:ﬁl.'t BEABRUERKRELA—MERELTOE
X

SILS LR B The provider shall perform annual internal

a5, ‘t"U > —, FIB, ChoEHR—LF D3 E

of and ofits
policies, procedures, and supporting measures and
metrics.

Accountability
Provider Internal
Assessments

i
Z0/ 1S DAEF
S

AW ERETEiE 1 ERIELSF
hlﬁ&bkt\

Do you perform annual internal assessments of conformance
and effectiveness of your policies, procedures, and supporting
measures and metrios?

RY>—, FIR, RUZNESR—FF SFEREFASEISONT,
BEMERVEHEONERTEE FIARELTOETH ?

Supply Chain STA05 STA-05.1
Management,
Transparency and
Accountability
Third Party
Agreements
YIS FT—>
wE i, BHIE,

Supply chain agreements (e.g., SLAs) between
providers and customers (tenants) shall incorporate at
least the following mutually-agreed upon provisions.
and/or terms:

« Scope of business relationship and services offered

(e.g., customer (tenant) data acquisition, exchange and
usage, feature sets and functionality, personnel and
infrastructure network and systems components fo
service delivery and support, roles and responsibili
of provider and customer (tenant) and any

or business
physical geographical location of hosted services, and
any known regulatory compliance considerations)

« Information security requirements, provider and
customer (tenant) primary points of contact for the
duration of the business relationship, and references
to detailed supporting and relevant business processes
and technical measures implemented to enable
effectively governance, risk management, assurance
and legal, statutory and regulatory compliance
obllgauons by all impacted business relationships

STA-05.2

STA-05.3

STA-05.4

STA-05.5

TONRAFERE (TFUR) EDYTSAF—ITDNT
DRKE (SLAGE) [Z(F, DHED T O &SBAEIS
BELEER/ FHERY AMBTNISELEN,

Do you select and monitor outsourced providers in
compliance with laws in the country where the data is
processed, stored and transmitted?

TAERE RE. BHTIEOERICA-T, FFELTLETA
NAFDRERVE=SET>TVETH ?

‘IR RURH#EN DY —E R OE (BE (TFk)
DT SO - FIRF K, MRTVTL—FRUH
B Y —ERRRBRUSR—FBEZAR R b
D=5V AT LAV R—F Uk, 7D/\4§&Ui§§(7f
) OBREIRVE &

Do you select and monitor outsourced providers in
compliance with laws in the country where the data
originates?

T-&’&{'ﬁﬁi?‘é@ﬂ)ﬁ&hﬁﬂﬁ‘t\ EREDTONATDRER
UE=SETOTLETH

£, FHlTRUSH
RSN DY —E R m;wm;wmiaaw BEAD
DI L OEFHYTFIBIT HE BB

Does legal counsel review all third-party agreements?

FTRTOEZFLORMIE. FEEHLEL—LTVETH ?

L) T OEREE, JO/ \4§KLUEE (FF
Hﬂ)m%\ﬂﬂﬁ@#ﬁﬁﬂﬂq’@if {miﬁﬁll wEER
l‘réT’\’C@ﬂY%lBﬂfﬁé & BHNFUR NRITHRTAY

Do third-party agreements include provision for the security
and protection of information and assets?

FEHEORKCIE AEBRUAEDO X1 TLREICHTZ
FENEFATONET N ?

b AREE, BHU &Uiﬁﬁﬂlwiﬁf}ﬁiﬁ’&m

BISRATT 51 ASh B AR IBIEE DA 2
TOERRUBHHHRANDE R
iﬁE(T'}'*Jh)AO“Sh’éHOjDI\*f&'G)"E“iE'FI-
B HLEEOEHCBHK
HE E&IT&?A(®E§(T+/H%Wﬂ'ﬂ)lﬁ?léﬁm
HHEERITET VIR —LRUF IV —LDH|
74?:.—/)1“tJ\'r:‘JT{ofz‘/v‘—‘théL\l; w®
Eéd’bf WAV GHEEBMNT 52 &

W ROBHUSHFBTELVESRRYRIAR AL

 BYEBEEEFLTVDNE SN EFFELIRIL TR
H 1’ CECRRARHHIRAE. AEAAERREE, T0

and/or p ofany
changes controlled by the provider with customer
(tenant) impacts.

* Timely notification of a security incident (or
confirmed breach) to all customers (tenants) and other
business relationships impacted (i.e., up- and down-
stream impacted supply chain)

« Assessment and independent verification of
comphance with agreemen( prowslons and/or(erms
(e.g., industry

audit report, or equ\va\em forms u!assurance}
without posing an unacceptable business risk of
exposure to the organization being assessed

« Expiration of the business relationship and
treatment of customer (tenant) data impacted

* Customer (tenant) service-to-service application
(API) and data interoperability and portability
requirements for application development and
change. usage. and integrit

£&)
‘BEIEEROR T RUEEERTIBE (TFUNT—%
DIE

FIVT—La RS WERORE, ER. Tt
BMET D BE(TFYNOY—ERMO7 T r—2a
2(APD ETF—S OB EBAER VA HRENERER

Do you provide the client with a list and copies of all
subprocessing agreements and keep this updated?

IFATUNRLT FRATOHTTOERZHDYRhEaE—%
REL. ThERBELTEHRLTVETH ?

Supply Chain BSIE LSRR Providers shall review the risk management and
governance processes of their partners so that
practices are consistent and aligned to account for
risks inherited from other members of that partner's

cloud supply chain.

Accountability
Supply Chain
Governance
Reviews

TON(FE RERBOBEMEREL, N—F—D)
7'7h")'77471—/0)ﬁ|90)><41\—h\b%l%&l.\ RY|

/(—FT—VJ'JZU‘U? AR USA. /\‘1‘/X7Dt7~
{'L/t aA—LEFhIEELEL,

Do you review the risk management and governanced
processes of partners to account for risks inherited from
other members of that partner's supply chain?

SR—bF—DFTSAFT—2 DD A 13— EEIEVIS:]
BT B8, "= F—DYRIERRUS/NFURTAEREL
Ea—LTOETH?

S S ESTAT policies and procedures shall be implemented to
ensure the consistent review of service agreements
(e.g., SLAs) between providers and customers (tenants)
across the relevant supply chain
(upstream/downstream).

Supply Chain

Metrics

YIS FI—>

DEE, FHIE.
BEE

S Reviews shall performed atleast annually and identity

to The
reviews should result in actions to address service-
level conflicts or inconsistencies resulting from
disparate supplier relationships.

YIS51Fz
VrYvIR
STA-07.3

WEd 59 7 5AF1— (Lt T ) CI O/ A5 |
FHUDBOY—ERZH (LA E, SLAD—BLEL
t;—*&&’ﬁ'é‘t"‘)/—k*l\ﬁii%b&l*hlimbﬁ

Are policies and procedures established, and supporting
business processes and technical measures implemented, for
maintaining complete, accurate and relevant agreements (e.g.,
SLAs) between providers and customers (tenants)?

jnl\»{i‘&ﬁ@(f#uh)ﬂ)ﬂiﬂ)*ﬁ ERTEHETIEENT
(EEAESLAE I B1=0(, KU S —LFIREREIL. Y7K—
h?‘él:'3«?Z7ntzk&ﬁﬁ$§i§ﬁ§bth¥?‘ﬁw

LEa—(E, PUCELFIETTLY, BT Shi- AR HEIE
ﬂ!L&LmtE%EL&Hh(t&b&L\ LEa—IE, Z0HE
R EASLTOVEVDBEMERNSELEY—ERLA

éI;OJT ﬁ’@’Fﬁ‘”&%E‘[%é;al RETETH

Do you have the ability to measure and address non-
conformance of provisions and/or terms across the entire
supply chain (upstream/downstream)?

HIFAFI—V R (L Til) [Shio T RENBRUEH
[T BTBEEHMLRANT SEENDHYET N ?

Can you manage service-level conflicts or inconsistencies
resulting from disparate supplier relationships?

EEBORBEBRISELEY—EALRLOT—
EFETEFIN?

BOTES




STA-07.4

Do you review all agreements, policies and processes at least.
annually?

DBELELFIEL TATORK, K >—, TOERELE2—LT
VETH?

Supply Chain LSS SR providers shall assure reasonable information security
annual review. The review shall include all
partners/third party providers upon which their

information supply chain depends on.

Accountability
Third Party
Assessment

across their information supply chain by performing an| ="

&, FERLE2L—ERMELT, WY T/ Fz—|

G247 'Miﬁt#—JUTm‘&ﬁéhéngEﬂL
BIFRIEEDIEN, LE. AP TIAF IS
B TéT'\'C!DI<—F+—/%_§7D/\47§§H)M+
NIFEBEL,

Do you assure reasonable information security across your
information supply chain by performing an annual review?

FRLEL—ZRMLT, BRI TS(Fr— V2R TRELHER
EX A TAAHRETN ST EERIELTVETH ?

Does your annual review include all partners/third-party
providers upon which your information supply chain depends?

ERLE2—F. BRY TFIF—VISBETETRTO/A—F
F—/EZETON(FEEATVETH?

S S SR Third-party service providers shall demonstrate
compliance with information security and
confidentiality, access control, service definitions, and
delivery level agreements included in third-party
contracts. Third-party reports, records, and services.
shall undergo audit and review at least annually to
govern and maintain compliance with the service
delivery agreements.

Supply Chain
Management,
Transparency and
Accountability
Third Party Audits
YIS FI—>
DEE, FOHIE.
BEE

STA-09.2

FOY—ERTONAF (X F=EEZNICEFNDE
ﬁt#—;'}v‘{&lﬁﬁﬁﬂ)ﬁﬁﬁ‘ THERAvrO—)L,
—Exiﬁ BHEY—EALNLRHEEETLTND
CEERFEL ([EEBLEL, H—ERRHOZHE~

DEF &&Eﬁ?u&ﬁ?éf-ml‘ FE=EORSE. L
. Y—EAOEERVLEL—£HHIIEDH N MR
TEELETREESEN.

Do you permit tenants to perform independent vulnerability
assessments?

FFUMTHLTT UM B ORBHFEEFALTNET A 2

Do you have external third party services conduct
vulnerability scans and periodic penetration tests on your
applications and networks?

VERkA /3/&*?%'7—7 LT, BBERFLURUES
;*in’{*h\/ TANETINBOE=F S —ERDBYFES
X3

Threat and
Vulnerbility
Management
|Antivirus /
Malicious
Software
HELIEFIED
EE
FEFOANR ]
a;ﬂ' BYIROT

LG VR Policies and procedures shall be established, and
supporting business processes and technical measures

implemented, to prevent the execution of malware on

devices (i.e., issued workstations, laptops, and mobile
devices) and IT infrastructure network and systems
components.

TVM-01.2

(EWENFD—HRT—2av, YTy T LT
ARBE) PITEBOF YT —IRULRT LR —%
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Do you have anti-malware programs that support or connect
to your cloud service offerings installed on all of your
systems?
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Do you ensure that security threat detection systems using.
signatures, lists or behavioral patterns are updated across all
infrastructure components within industry accepted time
frames?
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Threat and
Vulnerbility
Management
Vulnerability /
Patch
\Management

BRLIEFIED
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0 RE P Policies and procedures shall be established, and
supporting processes and technical measures
implemented, for timely detection of vulnerabilities
within organizationally-owned or managed
applications, infrastructure netwnrk and system
(e.g. network
penetration testing) to ensure the efficiency of
implemented security controls. A risk-based model for
prioritizing remediation of identified vulnerabilities
shall be used. Changes shall be managed through a
change process for all vend
patches, configuration changes, or changes to the
organization’s internally developed software. Upon
request, the provider informs customer (tenant) of
policies and procedures and identified weaknesses
especially if customer (tenant) data is used as part the
service and/or customer (tenant) has some shared
responsibility over implementation of control.
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Do you conduct network-layer vulnerability scans regularly as
prescribed by industry best practices?
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Do you conduct application-layer vulnerability scans regularly
as prescribed by industry best practices?
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Do you conduct local operating system-layer vulnerability
scans regularly as prescribed by industry best practices?
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Will you make the resu?ts of vulnerability scans available to
tenants at their request’
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Do you have a capability to rapidly patch vulnerabilities
across all of your computing devices, applications and
systems?
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Wil you provide your risk-based systems patching time
frames to your tenants upon reque:
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Threat and
Vulnerbility
Management
Mobile Code
ﬂﬁéﬁﬁ&m

-E/ VINI—F

1R ER T Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to prevent the execution of
unauthorized mobile code, defined as software
transferred between systems over a trusted or
untrusted network and executed on a local system
without explicit installation or execution by the
recipient, on organizationally-owned or managed user
end-point devices (e.g, issued workstations, laptops,
and mobile devices) and IT infrastructure network and

TVM-03.2

systems components.
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Is mobile code authorized before its installation and use, and
the code configuration checked, to ensure that the authorized
mobile code operates according to a clearly defined security
policy?
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Is all unauthorized mobile code prevented from executing?
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GUIDING PRINCIPLES:

e Questionnaire is organized using CSA 16 governing & operating domains divided into “control
areas” within CSA’ s Controls Matrix structure

e Questions are to assist both cloud providers in general principles of cloud security and
clients in vetting cloud providers on the security of their offering and company security profile

e CAIQ is not intended to duplicate or replace existing industry security assessments but to
contain questions unique or critical to the cloud computing model in each control area

e Each question should be able to be answered yes or no

e If a question can’ t be answered yes or no then it was separated into two or more questions
to allow yes or no answers.

e Questions are intended to foster further detailed questions to provider by client specific to

client’ s cloud security needs. This was done to limit number of questions to make the
assessment feasible and since each client may have unique follow—on questions or may not be
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